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1 Introduction

This contribution considers the requirements as outlined in contribution S2-000723 and subsequent discussion, and examines how those requirements could be met by application of policy control using the architecture proposed in contribution S2-000840.

2 Description

2.1 Requirements

The requirements derived from contribution S2-000723 and subsequent discussions are identified below. Note that the derived requirements as stated here have no status and are not recognised as formal requirements within 3G.PP. Furthermore, the requirements listed below are not assumed to be a definitive or complete set of requirements for the problem space identified in that contribution. 

Additional discussion is recommended to increase the understanding of the specific requirements, which could enable an even broader range of solutions. In some cases, the requirements stated have been logically extended to cover additional functions, and/or possible alternate options have been proposed. Hence, this contribution is aimed to invite further discussion of both the proposed solution and the requirements. In the discussion below, the requirements are described in relation to a telephony call being placed over an IP based telephony network. However, the requirements for the controls are equally applicable for multimedia service, and for other types of applications entirely.

1. Restriction on establishment of UMTS bearers
The requirement stated was that the conversational bearer may only be permitted for use with the AT&T telephony network. This requirement could logically be extended to have control over different types of bearer, dependent on the either the network they are connecting to (i.e. the APN), or the application that they are they are working towards. Although the former function may be useful, it is assumed that the latter case is the requirement. The requirement is logically extended to allow restriction of the bearer types to be controlled from any application. 


Theft of Service:
There were several requirements that were raised under the banner of "theft of service". These are discussed individually.

2. Access to resources within the telephony network is restricted by gating applied from the application level (i.e. an application server such as a SIP proxy can restrict access to the service network resources). The gating shall enforce that communication across the telephony network is only according to the connections approved from the application server. 

3. The telephony service based charging for data transfer (active phase of call) is not started until some time after the access bearer resources are reserved. The user cannot use these bearer resources without charge. The original stated requirement was that the user was not permitted to utilise access network resources prior to the start of charging. A proposed alternatives is:
- The user shall be permitted to utilise access network (e.g. UMTS) resources prior to the start of call charging, but that a charging rate specific for the access bearer would be applied for unauthorised data flow prior to the active phase.
- Alternatively, the access bearer may be closed down if it is used fraudulently and no access network charging is applied.
- In addition, resources that are not authorised and charged appropriately should not be permitted to be reserved.


Note that the solution overview below describes the flow of information between nodes to allow the policy decisions to be made in this way for this application. However, this contribution does not propose that the application is designed in this way, or that IP policy control should be used in the manner indicated. Rather, this contribution is simply giving an example of how policy control may be utilised within this architecture. 

However, alternative solutions may be used where various policy decisions are not outsourced to the IP Policy Control, but are made locally within the node. This contribution does not propose whether or not these decisions should be outsourced; it merely shows what is involved if they are outsourced.

2.2 Solution Overview
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An overview of how the requirements can be met using "policy" mechanisms is discussed. Further detailed analysis can be performed when the requirements are clarified. The architecture for IP policy control specified in contribution S2-000840 is applied. This architecture is shown in the figure below.

Figure 1
Basic Architecture

An information flow is described below, which is depicted in figure 2.

The end hosts initiate the application, in this case a telephony call, using SIP signalling (1). The SIP signalling passes through a SIP proxy server within the network. The SIP session identifies the end points within the telephony network, denoted by their IP addresses. These IP addresses both reside within the addressing space of the telephony network (if the call does not terminate within this telephony network, the addresses are the gateway address within the telephony network which the bearer passes through). 

After the session has been started, the UE will need to establish the QoS enabled access bearer for the data plane. This may occur during the session establishment as part of the pre-conditions for the session. The UE must select the access bearer type to be used based on the required characteristics, such as a conversational bearer, and it initiates a PDP context for the bearer level. 

The UE then requests establishment of the UMTS bearer (3). The translation/mapping function in the GGSN maps the UMTS bearer service into a detailed description of an IP service that is being provided to be user over the access network. The IP BS Manager contacts the IP Policy Control to determine whether this access IP bearer service is permitted to be established (4). The IP Policy Control may apply rules that restrict the use of specific access bearers dependent on network factors such as involvement of the Local SIP Proxy Server. Since the IP Policy Control has been informed that the Local SIP Proxy Server is in use for this connection, the use of this bearer type is approved. 

Authority to establish the access bearer is separate from authority to transmit data into the telephony network. When the bearer is established, a "gate" is established at the GGSN that controls what data is permitted to enter the telephony network (6). This gate is similar to the DS edge functionality, performing classification and policing of the data. The gate is controlled by data received from the application through the IP Policy Control. 

Prior to the session reaching the active phase, the UE may send data regarding the proposed usage of the access bearer to the GGSN. This information may be sent to the GGSN either through IP level signalling such as RSVP, or it could alternatively occur through PDP context signalling, as proposed in contribution S2-000842 for the uplink direction. For the downlink direction, the PDP context signalling already includes information about the TFT filters. In the figure below, the proposed bearer usage information is passed through PDP context signalling.

When the GGSN receives information about the traffic usage for this bearer, the IP BS Manager may authorise the usage of the bearer (5). If the proposed usage does not agree with that authorised by the SIP proxy server, the GGSN may reject the bearer establishment, or the session establishment in the case of RSVP. The SIP proxy server by this time must have supplied information to the IP Policy Control regarding the authorised traffic descriptor.

When the session reaches the appropriate state (i.e. the active phase), the gate is opened to allow the data from the user to enter the network (7). 

When the session is finished, the SIP proxy server revokes authorisation for both the session and the bearer level. It shall also close the "gate" that has been opened from the GGSN towards the telephony network. This action occurs at several different levels. The SIP proxy server terminates the session directly to the UE. It sends information to the policy server which results in the closing the gate at the GGSN. Finally, the SIP proxy server sends information to the policy server that results in the termination of the bearer, if the bearer termination has not already been initiated from the UE. 

The figure below shows a simple overview of the information flow between the network elements. The actual protocols and messages that would be used within this flow are for further study.
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Figure 2
Information Flow

Some additional comments can be made to the proposal described above.

An aim with this proposal is that the functions required at the GGSN are not application specific, and may be required for different applications. Therefore, the interface from the GGSN to the IP Policy Control should be a standardised interface for control of these functions. It is for further study what this protocol interface should be.

The IP Policy Control may receive information from different applications that want to apply control. Although the function they are applying control to within the GGSN may be the same, the actual information supplied by the application and how that information is used may be different for different applications. Therefore, there may be a range of protocols between the IP Policy Control and the applications, although it is recommended that applications with similar policy controls use the same protocol.

Requirement 1 specifies that the use of specific access bearers will be restricted dependent on not just the application, but that the application (in this example the telephony call) determines whether the bearer type is authorised for use. To enable this control, a SIP proxy that is permitted to perform this authorisation (this must be a trusted node within the network with this responsibility) communicates to the IP Policy Control that the Local SIP Proxy Server is involved in the call for this UE.

For scenarios where the UMTS bearer is being established to other networks (i.e. where the APN is not accessed from the serving network), the normal UMTS policy mechanisms may be used to apply control over establishment of the UMTS bearer services.

Requirement 3 states that resources that are not authorised and charged appropriately should not be allowed to be reserved. The control information from the SIP proxy server designates not only that the call is using the Local SIP Proxy Server, but also that the session is in an appropriate state to authorise the bearer service. When the IP BS Manager in the GGSN contacts the IP Policy Control, the IP Policy Control makes a decision on not just whether the UE is authorised for the bearer type, but that the application has approved the connection to be made at this time.

A possible alternative to this mechanism is to allow the bearer service to be established independent of the session state. In this case though, the charge applied for the access bearer would be different dependent on the current session state. If the session exists, there may be no access bearer charge, but if it doesn't exist, there may be access bearer charges even if any data sent on the bearer is subsequently discarded.

Requirement 2 specifies strict control the destination for data that is allowed to enter the telephony network. This may be because the telephony service could have destination dependent charging, and also because it may be performing resource reservation for the connection. In order to provide this control, the "gating" function in the GGSN must receive configuration data from the SIP proxy server via the IP Policy Control. 

 If the UE does not provide signal proposed usage information for the connection, the network can only verify correct usage of the service network by checking the received data against the gate, and it cannot perform any additional resource management checks. Reception of traffic profile information allows the UE to verify its' intended usage is authorised, and permits additional negotiation of IP level resources.

There are different actions within the policy enforcement that may be applied by the IP BS Manager. For example, if data is received that is not allowed through the gate, the IP BS Manager may take actions from discarding the data to terminating the bearer. The scope of policy enforcement options must be determined and considered when selecting the protocol to be used between the IP BS Manager and the IP Policy Control for each policy function.

3 Conclusion

Within this overview, the following requirements have been considered:

1. Authorisation of UMTS bearers from the application.

2. Control of opening and closing the gate for data to enter the service network, controlled from the application server through the policy server.

3. Control of the level and destination of data permitted to pass the gate and enter the service network, controlled from the application server through the policy server.

It has been demonstrated that the IP Policy architecture proposed in S2-000841 can be used to perform policy control in a manner enabling these requirements to be fulfilled. Therefore, it is proposed that contribution S2-000841 is accepted. 
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