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1. Overall Description:

SA2 thanks SA and SA3 for their response LS on initial NAS message protection. 
SA2 likes to provide the following response, especially regarding the parameters highlighted in LS from SA3:

1) It was agreed in SA2 to send NSSAI in the clear over the air for both RRC and NAS messages. Furthermore, SA2 would like to point out that SA plenary explicitly asked SA and CT groups, but not RAN. Thus, S-NSSAI encryption in RRC-layer is not tasked by SA plenary and not up for discussion.

Functionally, SA2 likes to clarify that S-NSSAI in the RRC layer is essential for optimal support of e2e network slicing, including appropriate AMF selection and RAN awareness of NSSAI.
2). Current SA2 specification (i.e. Registration procedure) assume that “NSSAI” is sent in the initial NAS message (and in clear) as it is used by AMF to determine whether re-allocation of AMF is necessary to direct it to the appropriate network slice. 

Also, if there is a mismatch between RRC and NAS messages i.e. sending the same information ciphered and unciphered may weaken the overall NAS security. SA3 may want to study the possibility of cryptoanalysis and finding an encryption key easily when IEs are ciphered within the NAS message but known in the clear due to the RRC message. Therefore, SA2 proposes to keep S-NSSAI in the clear in NAS and with this, staying in conformity with the RRC message IE being unciphered.

3). The indication “moving from EPC” is needed for AMF to even determine the type of 5G-GUTI sent by the UE (i.e. whether it is native or mapped from EPS GUTI) in order to be able to decode the 5G-GUTI appropriately. Thus, it is essential that the UE provides this IE in the initial NAS message and in clear.

4) From SA2 perspective, there is no functional reason to send “latest TAI” in clear. Current spec assumes it is sent in initial NAS message but Stage 2 specifications can be adapted to send “latest TAI” in encrypted form.
In summary, SA2 specification requires that the UE sends the parameters “moving from EPC”, “S-NSSAI” in clear in the initial NAS message. Furthermore, SA2 likes to clarify that S-NSSAI in the RRC layer is essential for optimal support of e2e network slicing, including appropriate AMF selection and RAN awareness of NSSAI.
2. Actions:

To SA3, SA, CT group.

ACTION: 
SA2 kindly asks SA3, SA, CT1 to take the above information into account.
3. Date of Next TSG-SA WG2 Meetings:

