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1
Introduction
In their LS OUT to SA2 and other working groups (S2-1810048) SA#81 plenary made the following request:

-
SA confirms that a solution for initial NAS message protection for the initial NAS messages as defined in TS 24.501 cl. 5.3.1.1 is required in rel.15 

-
SA3 is invited to investigate how the procedure defined in TS 33.501 cl. 6.4.6 can be used/modified to reduce the information sent in the clear to only the UE identity (SUCI that is already encrypted or 5G GUTI).  

-
SA3 to coordinate with SA2 and CT1 accordingly on a potential solution. 

-
SA2 to analyse impacts in TS 23.501/TS 23.502 procedures with this approach and perform necessary changes.

-
Stage-2 procedures in SA2 and stage-3 protocol work in SA3 and CT1 is targeted to be completed by December 2018. Working groups are requested to make every effort to achieve this target.

SA3#92 adhoc sent a liaison (S3-183066) stating the following:
From SA3 perspective, there is no functional reason to send S-NSSAI or latest TAI in clear. Therefore, SA3 has prepared a draft CR (please see attached) removing those IEs from the cleartext elements and including them in the ciphered IEs. 
SA3 interpret the guidance given by SA plenary means that RAN specifications shall only include S-NSSAI ciphered in RRC layer.

The implication of the above is that the information will not be sent until the relevant layer of security has been activated. In particular for NAS layer, this means that the Registered S-NSSAI will not be available at the reception of the Registration Request when there is no NAS security context (and some failure cases).

2
Discussion

With respect to the removal of Last visited TAI and S-NSSAI from the cleartext IEs, we believe SA3 have a point.

2.1
Last visited TAI

According to TS 23.502 clause 4.2.2.2: “If available, the last visited TAI shall be included in order to help the AMF produce Registration Area for the UE.”.

Given that the Registration Area is provide to UE only in Registration Accept, there is no reason why the Last visited TAI couldn’t be part of the ciphered parameters. Once the AMF has fetched the UE’s security context and has deciphered the whole message, it can proceed with producing the Registration Area and then send it to UE in Registration Accept.
Observation 1: SA3 are correct that Last visited TAI does not need to be sent in clear.

2.2
Requested NSSAI

According to TS 23.502 the Requested NSSAI is used by the AMF when it needs to perform Registration with AMF re-allocation (clause 4.2.2.3).


Figure 4.2.2.2.3-1: Registration with AMF re-allocation procedure
Specifically, Requested NSSAI is used to query the NSSF in step 4a.

However, at this point the AMF should be able to decrypt the whole message because step 2 (referring to steps 4-9a in Figure 4.2.2.2.2-1) includes the retrieval of UE context from the old AMF.
Observation 2: SA3 are correct that S-NSSAI does not need to be sent in clear at NAS level.

2.3
Ciphering S-NSSAI at RRC level

Regarding the following text in the SA3 LS:

SA3 interpret the guidance given by SA plenary means that RAN specifications shall only include S-NSSAI ciphered in RRC layer.

The implication of the above is that the information will not be sent until the relevant layer of security has been activated. In particular for NAS layer, this means that the Registered S-NSSAI will not be available at the reception of the Registration Request when there is no NAS security context (and some failure cases).

In our understanding the guidance from SA plenary was primarily focused on NAS, although online comments have been made in SA plenary pointing to the fact that S-NSSAI is provided at both NAS and RRC level, and in the latter case it is unciphered.

Currently S-NSSAI is sent in the RRCSetupComplete message. The entire content of this message is unciphered because the message is sent before access stratum security context is installed in the UE and in RAN.

The S-NSSAI indicated at RRC level is used by NG-RAN for selection of AMF, so its transmission cannot be deferred until access stratum security context is installed. Note that this fact holds also for the case where UE does have NAS security context (e.g. in case of Mobility Registration).

Unless public key ciphering schemes are used (e.g. as proposed in S3-18xxxx) it is not possible to cipher S-NSSAI at RRC level, even when UE has NAS security context.

Observation 3: Unless public key ciphering schemes are used it is not possible to cipher S-NSSAI at RRC level and it is also not possible to defer the S-NSSAI transmission until access stratum security is installed.

Given that SA3 decided to not consider the use of public key ciphering for protection of the Initial NAS message in Rel-15 (i.e. for parameters other than the SUPI), it is proposed to accept the fact that in Rel-15 the S-NSSAI sent at RRC level will not be encrypted. Note that the same conclusion applies to other information sent in RRCSetupComplete (e.g. GUAMI or S-TMSI).

Proposal 1: Agree that in Rel-15 there is no solution for encryption of S-NSSAI at RRC level (as well as GUAMI and S-TMSI).
Unrelated to the previous discussion, in SA2 there is an ongoing debate whether S-NSSAI needs to be sent at RRC level always (see S2-188979/ S2-188980), or only when the S-NSSAI is used by NG-RAN for AMF/slice selection (e.g. Initial Registration, Mobility Registration; see S2-187825/ S2-188842). The proponents of sending S-NSSAI always (and notably in Service Request) have argued that this will allow for RAN-level slice-based congestion handling. The debate has not yet been concluded and the show-of-hands in SA2#129bis could not resolve the issue either.
Now, keeping in mind that in Rel-15 there is no solution for sending S-NSSAI at RRC level in clear (per Proposal 1 in this contribution), it is proposed that in Rel-15 the exposure of S-NSSAI at RRC level should be minimized i.e. S-NSSAI shall not be indicated at RRC level as part of the Service Request or Periodic Mobility Update procedures.
Proposal 2: Agree to minimize the exposure of S-NSSAI at RRC level in Rel-15. Specifically, the S-NSSAI shall not be indicated at RRC level as part of the Service Request or Periodic Mobility Update procedures.
The need for indicating S-NSSAI at RRC level for Service Request can be evaluated in future releases when, hopefully, as solution for encryption of S-NSSAI at RRC level will also be available.
2
Proposal

It is proposed to agree the following:
Proposal 1: Agree that in Rel-15 there is no solution for encryption of S-NSSAI at RRC level (as well as GUAMI and S-TMSI).
Proposal 2: Agree to minimize the exposure of S-NSSAI at RRC level in Rel-15. Specifically, the S-NSSAI shall not be indicated at RRC level as part of the Service Request or Periodic Mobility Update procedures.
It is also proposed to agree the following:

-
Send an LS OUT to SA3 and CT1 confirming that Last visited TAI and S-NSSAI need not be sent in clear. Draft LS reply is provided in S2-1810177. 

-
Agree the companion CR for not sending S-NSSAI in RRC as part of Service Request and Periodic Mobility Update (S2-1810252).

3GPP

SA WG2 TD


