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1. Overall Description:

SA3 are currently working on the security of being registered on both 3GPP and non-3GPP access in the same PLMN. SA3 have found some possible scenarios of 3GPP mobility which can cause the UE and AMF to not share a common security context for the non-3GPP access. 
The possible problem scenarios identified by SA3 are:

•
UE is registered over non-3GPP access and it then registers over 3GPP access to a new AMF
•
UE is registered on both 3GPP and non-3GPP accesses and there is a handover or idle mobility on the 3GPP access to a new AMF

•
UE is registered on non-3GPP and EPC and there is a handover or idle mobility from EPC to 5GC to a new AMF.

In the above scenarios, it is possible that the security context for the non-3GPP access become de-synchronised between the UE and AMF, e.g. the source AMF performing a KAMF key derivation as described in clause 6.9.3 of TS 33.501. The AMF would be aware of such a problem. 

For a UE that is connected mode on the non-3GPP access, a NAS SMC procedure over non-3GPP could align the security contexts. SA3 have identified the 5 possible solutions to this issue:

1. The AMF can change both the 3GPP and non-3GPP access security context at the same time in NAS SMC and NASC container signalling 

2. The AMF can change the non-3GPP access security context to the same as the 3GPP security context using an indication in Registration Accept message on the 3GPP access.

3. The AMF can signal to the UE in the Registration Accept message on the 3GPP access that there is a security context issue on the non-3GPP access to get the UE to perform a registration over the non-3GPP access. As part of this registration process, the AMF can send a NAS SMC. 

4. The UE performs a registration over the non-3GPP access when it is aware of the possible de-synchronization. As part of this registration process, the AMF can send a NAS SMC.

5. Do nothing and let the current signalling sort out the issue by failing the Service Request.

SA3 asks CT1 group to provide feedback (if any) on the possible solutions to the security issues with multiple registrations in the same PLMN described in this LS.

2. Actions:

To CT1 group.

ACTION: 
SA3 asks CT1 group to provide feedback on the possible solutions to the security issues with multiple registrations in the same PLMN described in this LS. 
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