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1. Overall Description:

During UE mobility, the target NG-RAN node needs to provide the new security result/status to SMF, via “Handover Request Acknowledge Transfer” and “Path Switch Request Transfer” containers. Based on similar principle, RAN3 discussed the issue about Security Result exchange between NG-RAN node and SMF in DC scenarios as below:
If the security policy for a PDU session includes “IP (Integrity Protection) preferred”, then it is possible for IP to be configured or not configured in dual connectivity, depending on the NG-RAN termination node. For example, when the PDU session changes its termination node, i.e. MN -> SN or SN -> MN, then the new terminating NG-RAN node will decide its new security status.

Some companies think that the SMF always needs to know the latest security result/status for any concerned PDU session with “IP preferred” (including changes from DC operation) , and the usage of that is up to SMF implementation.  If so, it would follow that the MN should report the updated Security Result to SMF, i.e. via PDU SESSION RESOURCE MODIFY INDICATION message in the use case described above.
2. Actions:

To SA2 group
ACTION: 
RAN3 kindly asks SA2 to confirm above understanding and provide feedback on the need to keep SMF updated on the security status of PDU sessions with “IP preferred”.
To SA3 group
ACTION: 
RAN3 kindly asks SA3 to confirm above understanding and provide feedback on the need to keep SMF updated on the security status of PDU sessions with “IP preferred”.
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