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Discussion
This paper updates Solution 15 to add 5GLAN group management and some detail for PDU Session management and UP path management. It also restructure the clause to comply with the TR template.
The proposed changes are organized as follows:
-
The 1st change includes the restructuring of clause 6.15 (moving text around, deleting duplicated text, renumbering clauses and figures). It also removes two ENs in the "UP path (re)selection by the PMF" procedure and clarifies components of Backbone UP, as shown as green text. This change is editorial.
-
The 2nd change includes clarification, correction and removal of Ens/redundant text for the general description clause 6.15.1. This change is editorial.
-
The 3rd change includes new feature of 5GLAN group management and some detail for PDU session establishment and UP path management.
-
The 4th change includes the call flow for 5GLAN group management.
-
The 5th change updates the impacts clause and the evaluation clause.

Proposal
It is proposed to include the following solution in TR 23.734. 
**** Start of 1st Change (all new) ****
6.15
Solution #15: Basic architecture for supporting dynamic 5G LAN-type service and 5GLAN communication
6.15.1
Description

This solution addresses Key Issue #4: Support of 5G LAN-type service and Key Issue #5: Support of 5GLAN communication. It focuses on scenarios where 5G LAN-type service is dynamically requested and proposes basic architecture for supporting such dynamic 5G LAN-type service and 5GLAN communication.

A 5GLAN Group may be managed (i.e. created, modified, and removed) based on AF request or UE request. A UE that belongs to the 5GLAN Group can access the 5G LAN-type service corresponding to the 5GLAN Group. 5GLAN Groups are isolated from each other, that is, communication between 5GLAN Groups is not supported.

Editor's note:
It is FFS what information is provided by UE or AMF for management of the 5GLAN Group.

The UE can access the 5G LAN-type service by establishing a PDU Session. During establishment of the PDU Session, the UE is authenticated/authorized for accessing the 5G LAN-type service. The 5G LAN-type service supports 5GLAN communication within the 5GLAN Group by coordinating PDU Sessions of the UEs, e.g. traffic routing between PDU sessions takes place within the 5GS.

Editor's note:
It is FFS how the network identifies that the PDU Session requested by UE is related to access to 5GLAN.

The 5GS offers the 5G LAN-type service by establishing a user plane composed of one UPF or multiple interconnected UPFs. When the UEs within the 5GLAN Group need to communicate with a physical LAN in the DN for some data services, the Ethernet transport service is associated with the DN and supports connecting the UEs to the physical LAN in the DN.

Editor's note:
It is FFS whether for specific 5GLAN Group there is any user plane pre-established before the first UE requests PDU Session for access to this 5GLAN Group.
The user plane of a 5G LAN-type service has two parts, the Access UP and the Backbone UP:



-
The Access UP contains the UP path of a PDU Session, of which UP paths terminates at an anchor UPF but not to a DN.
-
The Backbone UP includes one anchor UPF or multiple anchor UPFs with one or multiple Nx connections which bridges the UP paths in the Access UP with each other. The Nx connections in the Backbone UP are managed by the 5GC. Traffic routing over Nx in the Backbone UP is configured at the 5G LAN-type service level (i.e. per hop).

NOTE 1:
The UPF(s) in the Backbone UP functions as a router or switch and treats the user plane path of the PDU Session as the cable connecting the UE to one port/interface on the router or switch.

NOTE 2:
The topology of the Backbone UP is implementation specific. It is limited by, but not necessarily identical to the physical interconnectivity of the comprising UPFs.

NOTE 3:
Depending on implement and operator's configuration, the Backbone UP (i.e. comprising UPFs and Nx connections in between) can be pre-established before the UE requests PDU Session for access to the 5G LAN-type service and updated afterward.
The Nx connections in the Backbone UP support IP traffic and/or Ethernet traffic and are managed by the 5GC. An Nx connection does not belong to a specific PDU Session; it is a per 5GLAN Group connection, shared by multiple PDU Sessions for support of traffic routing between those Sessions.

Private communication (of 5G LAN-type service) is achieved by shared anchor UPF or by interconnecting two anchor UPFs via an Nx interface. The combination of two anchor UPFs and the Nx interface in between is called an Nx connection. Multiple Nx connections can be further interconnected for the private communication in the same 5GLAN group, depending how many group member UEs are involved.

Editor's note:
It is FFS what functionality needs to be supported in the UPF for 5GLAN service of Ethernet and IP type.

The Access UP and the Backbone UP intersect at UPFs, which are PSA UPFs from the access part point of view and BUAP (Backbone UP Access Point) UPFs from the backbone part point of view. Figure 6.15.1-1 shows the user plane architecture of 5GLAN communication framework.
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Figure 6.15.1-1: The user plane architecture of 5GLAN communication framework

To enable 5G LAN-type service, the 5GC is enhanced with the following functions/functionalities in the control plane:

-
Group Management Function (GMF): The GMF is responsible for 5GLAN Group management, including creating, modifying or removing a 5GLAN Group, according to authorised request from the UE or the AF. The GMF is also responsible for authentication/authorization of UEs for accessing 5G LAN-type service.

-
Path Management Function (PMF): The PMF is responsible for managing the UP path to support 5GLAN communication within a 5GLAN group and to ensure desired isolation. During the UP management, the PMF takes into account UE location information, and DNAI information (if available). PMF retrieves the UE PDU session information from the SMF.

-
SMF enhancements: Perform 5GLAN group authentication and authorization with GMF during PDU Session establishment/modification procedure; configure packet handling rules (e.g. packet routing & forwarding rules, packet marking rules) in the UPF to support 5GLAN communication. SMF interacts with PMF in order for the UP path management of 5G LAN-type service.

Editor's note:
It is FFS whether other new functions/functionalities are needed.

Editor's note:
It is FFS the signaling flows between GMF, PMF and SMF.

Editor's note:
It is FFS the configuration for 5G LAN-type service, if any.

Editor's note:
The role of PMF and whether it can be part of SMF are FFS.

Figure 6.15.1-2 depicts the enhanced 5GS architecture for non-roaming scenario.
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Figure 6.15.1-2: The 5G LAN-type service architecture with SBI presentation
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Figure 6.15.1-3: The 5G LAN-type service architecture with PtP presentation
6.15.1.1
PDU session establishment for 5G LAN-type service

After added into a 5GLAN group, a UE accesses 5G LAN-type service by establishing a PDU Session targeting the 5GLAN group. The PDU session establishment request message is sent from UE to the SMF, as defined in release 15. During establishment of the PDU Session, SMF contacts the GMF in order to authenticate and authorize the UE for accessing 5G LAN-type service to the intended 5GLAN group. The authentication/authorization information provided by the UE maps to the 5GLAN Group. The mapping is maintained by the GMF as part of the 5GLAN Group context and is provisioned by an AF or a UE during management of the 5GLAN Group (e.g. creation of the 5GLAN Group)
The SMF discovers the GMF based on local configuration, e.g. assuming a PLMN only has one GMF, or by querying the NRF with 5GLAN group ID.

During PDU session establishment, the SMF also contacts the PMF for the sake of user plane path establishment of the PDU session. SMF discovers the PMF using the same approach as finding the GMF. PMF responds SMF with the UP path selection decision for the PDU Session taking into account other PDU Sessions accessing the 5GLAN service (if any exists). The UP path of the PDU Session terminates at a UPF in the Backbone UP.


6.15.3
User plane path management for 5G LAN-type service

6.15.3.1
General description













 



6.15.3.2
Support of traffic routing in Backbone UP
In 5GLAN communication, traffic routing between PDU Sessions support three types of traffic, i.e. unicast traffic, multicast traffic and broadcast traffic. To support broadcast traffic, a UPF in the Backbone UP can be configured to forward the traffic over a spanning, connected acyclic subgraph of the Backbone UP. That is, the UPF forwards the traffic over every Nx connection incidental to it except for the one that the traffic is received from in the subgraph. In support of unicast traffic, the UPF routes the traffic using Nx connection(s) leading to the target UE's PDU sessions. 
Editor's note:
It is FFS how multicast traffic is routed.

The PMF maintains all the PDU sessions of UEs accessing 5G LAN-type service to the same 5GLAN group, including the anchor UPF of each PDU session. Therefore, SMF connects with PMF to receive the information of the anchor UPF of another PDU session.

Upon detection of traffic destined to an unknown unicast address from the UE, the source PSA reports the unknown address to the SMF. SMF subscribes to PMF by providing the unknown address. 
PMF may immediately respond to SMF with the anchor UPF address, of which the PDU session correlates with the unknown address. PMF may defer the response until the PDU session correlates with the unknown address is established some time later.

The SMF notifies the source PSA with the address of target PSA UPF.
6.15.1.3.3
Correlate the UE PDU sessions that access to the same 5G LAN-type service
UPF can support more than one 5G LAN-type services. To enable 5GLAN communication and isolation for respective 5G LAN-type service, i.e., traffic routing between UE PDU Sessions accessing to the same 5G LAN-type service, the UPF shall associate the traffic from the path of PDU Session to packet handling rules of the corresponding 5G LAN-type service e.g., based on VLAN Tag, UE address, session tunnel information, the packet handling rules are used to route the traffic to the correct UP path based on target address within the Backbone UP of the 5G LAN-type service. 

When the SMF identifies that the UE PDU Session is accessing to the 5G LAN-type service, in order to bind the UE PDU Session to the 5G LAN-type service the SMF shall configure packet handling rules for the 5G LAN-type service and the UE PDU Session in the UPF to enable traffic differentiation for proper handling (e.g. marking, steering). 5G LAN-type service can span over wide area mobile network, the 5G network shall coordinate UE PDU sessions that access to the same 5G LAN-type service in the cases illustrated in figure 6.15.4.3-1. In these cases, the packet handling rules for the 5G LAN-type service and related PDU Sessions, if required, the Nx connection are used to connect two or more PDU Sessions accessing to the same 5G LAN-type service.
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Figure 6.15.3.3-1: Different cases for 5GLAN communication
Case 1: Private data communication within one UPF, the only SMF configures the only UPF the packet handling rules for the 5G LAN-type service and PDU Sessions. 

Case 2: Private data communication across UPFs managed by the same SMF, the only SMF configures UPF1 the packet handling rules for the 5G LAN-type service and the PDU Sessions anchored at UPF1, while configures UPF2 the packet handling rules for the 5G LAN-type service and the PDU Sessions anchored at UPF2. 
Case 3: Private data communication across UPFs managed by different SMFs, the SMF1 configures UPF1 the packet handling rules for the 5G LAN-type service and the PDU Sessions anchored at UPF1, while the SMF2 configures UPF2 the packet handling rules for the 5G LAN-type service and the PDU Sessions anchored at UPF2. 

Case 4: Private data communication in case of relocating UPFs due to UE mobility, the SMF unbinds the handover PDU Session to the 5GLAN-type service in the UPF2 and configures UPF1 the packet handling rules for the 5G LAN-type service and the handover PDU Session.
6.15.2
Procedures

6.15.2.2
UP path (re)selection by the PMF
Figure 6.15.2.2-1 depicts the procedure of (re)selection of UP path for efficient 5GLAN communication.
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Figure 6.15.2.2-1: Procedure of UP path (re)selection for efficient 5GLAN communication

1.
The SMF is establishing a PDU Session for a UE to access a 5G LAN-type service. The SMF subscribes to receive notifications of UP path (re)selection decision for the PDU Session from the PMF. In the subscription, the SMF provides UE location information, UE IP address, PDU Session information (e.g. PDU Session ID), and information (e.g. PDU Session correlation information like 5GLAN group ID etc,) in the PCC rules obtained from the PCF to the PMF.
2.
The PMF selects UP path for the PDU Session according to the SMF subscription, UPF information, and local configuration. The UP path selection decision takes into account other PDU Sessions that are correlated to this PDU Session.

In this step, the PMF can determine or update the composition (e.g. UPFs) and/or the structure (e.g. interconnection between UPFs) of the Backbone UP of the 5G LAN-type service for efficient 5GLAN communication.

3.
The PMF (a) notifies the SMF of the UP path selection decision and (b) (optionally) configures or reconfigures the Backbone UP of the 5G LAN-type service. The substep (b) includes configuring Nx connection(s) and is performed via a selected SMF; it is optional when the Backbone UP has already been configured and there is no change to the Backbone UP introduced in the step 2. In the substep 3(b), the PMF may select the SMF according to UPF information (e.g. UPF ID) and registered PDU Session information (e.g. serving SMF ID).

4.
The SMF configures the UP path for the PDU Session according to the UP path selection decision received from the PMF.

In this step, the SMF configures packet handling rules in the UPF to bind the PDU Session with the 5G LAN-type service so that the UPF can identify traffic of the 5G LAN-type service for proper packet handling (e.g. marking, steering).
5.
The PMF receives a trigger for UP path reselection for the PDU Session. 


(1) A update to the subscription in step 1, received from the SMF.


(2) A subscription to UP path (re)selection decision is created, modified or removed for a PDU Session that is correlated to this PDU Session.


(3) Other factors, e.g. load change in UPF. 

6.
The PMF reselects UP path for the PDU Session according to the trigger(s) (and the information associated with the trigger(s)). The UP path selection decision takes into account other PDU Sessions that are correlated to this PDU Session.


In this step, the PMF can update the composition (e.g. UPFs) and/or the structure (e.g. interconnection between UPFs) of the Backbone UP of the 5G LAN-type service for efficient 5GLAN communication..

7.
The PMF (a) notifies the SMF of the UP path reselection decision for the PDU Session and (b) (optionally) reconfigures the Backbone UP. The substep (b) includes configuring Nx connection(s) and is performed via a selected SMF; it is optional if there is no change to the Backbone UP introduced in the step 6. In the substep 7(b), the PMF may select the SMF according to UPF information (e.g. UPF ID) and registered PDU Session information (e.g. serving SMF ID).

8.
The SMF reconfigures the UP path for the PDU Session according to the UP path reselection decision received from the PMF. This step happens during PDU Session modification.

In this step, the SMF configures packet handling rules in the UPF to bind the PDU Session with the 5G LAN-type service, so that the UPF can identify traffic of the 5G LAN-type service for proper handling (e.g. marking, steering).
9.
The SMF-1 unsubscribes from the PMF for the PDU Session when the PDU Session is released or when the UP connection of the PDU Session is deactivated. The subscription can trigger the PMF to perform UP path reselection for the PDU Sessions correlated to this PDU Session.
6.15.2.3
Address resolution

Figure 6.15.2.3-1 depicts the procedure of resolving an unknown network address during user plane data forwarding in the Backbone UP to support 5GLAN communication.
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Figure 6.15.2.3-1: Procedure of resolving a network address during user plane forwarding

The UPF receives UL traffic destined to a unknown network address, which may be a unicast address pointing to one UE or a multicast address pointing to multiple UEs. The UPF identifies the 5GLAN Group that the traffic belongs to according to the UP tunnel information and preconfigured mapping between UP tunnel and 5GLAN Group.

1.
The PSA UPF subscribes to receive location information of the PSA associated with the network address for the 5GLAN Group from the PMF via the SMF. The SMF provides information identifying the 5GLAN group and the unknown address to PMF for this subscription.

2.
The PMF optionally responds to the PSA UPF via the SMF by including the subscribed information in the response. 

3.
When the subscribed information changes, the PMF notifies the PSA UPF via the SMF about the change. This step may take place immediately after the PMF receives the subscription from the PSA UPF in step 1; in this case, this step servers as a response to the subscription, and the response in the step 2 is optional. 

5.
Using the location information of PSA, the UPF identifies the respective Nx connection and routes the data traffic using the identified Nx connection.

6.
When the PSA UPF detects that there is no data activity associated with the network address for the 5GLAN Group, the PSA UPF removes location information of PSA associated with the network address from its local storage and unsubscribes from the PMF via the SMF.

6.15.2.4
Correlate the PDU sessions that access to the same 5G LAN-type service
Figure 6.15.2.4-1 depicts the procedure of correlating the PDU sessions that access to the same 5G LAN-type service:
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Figure 6.15.2.4-1: Correlate the PDU sessions that access to the same 5G LAN-type service
1.
The UE requests the PDU Session to a 5G LAN-type service.
2.
PMF manages the UP paths as described in clause 6.15.4.5.1.

3.
In order to bind the UE PDU Session to the 5G LAN-type service, the SMF configures packet handling rules for the 5G LAN-type service and the UE PDU Session in the UPF in the following way:

-
set the forwarding rules (UE address/VID, session tunnel information, identifier of the 5GLAN group) for the UE PDU Session in the UPF, which indicate the UPF to transfer the traffic from the UL path of UE PDU Session based on the routing rules corresponding to the identifier of the 5GLAN group.

-
update the routing rules corresponding to the identifier of the 5GLAN group in the UPF, which allow the UPF to transfer the traffic destined to the UE address on the UE PDU Session.

4.
UPF performs routing for traffic from/to the UE PDU Session in Backbone UP. This is described in clause 6.15.4.5.2.
**** End of Change ****
**** Start of 2nd Change (all new) ****
6.15
Solution #15: Basic architecture for supporting dynamic 5G LAN-type service and 5GLAN communication
6.15.1
Description

This solution addresses Key Issue #4: Support of 5G LAN-type service and Key Issue #5: Support of 5GLAN communication. It focuses on scenarios where 5G LAN-type service is dynamically requested and proposes basic architecture for supporting such dynamic 5G LAN-type service and 5GLAN communication.
5G LAN-type service is a service over the 5GS to support private communications for a set of restricted UEs (i.e., members of a 5GLAN group). A 5GLAN group is associated with a unique 5G LAN-virtual network (a.k.a. 5G LAN-VN). A 5G LAN-VN is created and managed by the operator.





The 5GS offers the 5G LAN-type service by establishing a user plane composed of one UPF or multiple UPFs interconnected via Nx interface for each of the 5GLAN groups associated to the 5G LAN-VN. 


The user plane has two parts, the Access UP and the Backbone UP:
… (Skip existing text that is not relevant to this change)

The Access UP and the Backbone UP intersect at UPFs, which are PSA UPFs from the access part point of view and BUAP (Backbone UP Access Point) UPFs from the backbone part point of view. Figure 6.15.1-1 shows the user plane architecture of 5GLAN communication framework.
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Figure 6.15.1-1: The user plane architecture of 5GLAN communication framework

To enable 5G LAN-type service, the 5GC is enhanced with the following functions/functionalities:

-
Group Management Function (GMF): The GMF is responsible for 5GLAN Group management, including creating, modifying, removing or querying a 5GLAN Group, according to authorised request from the UE or the AF. The GMF is also responsible for authentication/authorization of UEs for accessing 5G LAN-type service.

-
Path Management Function (PMF): The PMF is responsible for managing the Access UP and the Backbone UP to support 5GLAN communication within a 5GLAN group and to ensure desired isolation between 5GLAN groups. During the UP management, the PMF takes into account UE location information. The PMF retrieves PDU session information from the SMF.

-
SMF enhancements: Perform 5GLAN group authentication and authorization with GMF during PDU Session establishment/modification procedure; configure packet handling rules (e.g. packet routing & forwarding rules, packet marking rules) in the UPF to instruct the UPF to (un)bind the UE PDU Session to the 5G LAN-type service, so as to support 5GLAN communication. SMF interacts with PMF in order for the UP path management of 5G LAN-type service.
-
UPF enhancements: The UPF detects the traffic sent to the 5G LAN-type service e.g., based on VLAN Tag, UE address, session tunnel information, routes the traffic to the correct UP path based on target address and local routing & forwarding rules of the corresponding 5G LAN-type service, and interacts with the PMF via the SMF to resolve unknown network addresses in support of traffic routing in the Backbone UP. 

NOTE 4:
An unknown network address is a network address used as target address in the packet for which the UPF does not know how to route, i.e. does not have the corresponding routing and forwarding rules.

NOTE 5:
GMF and PMF can be deployed together.




Figure 6.15.1-2 depicts the enhanced 5GS architecture for non-roaming scenario, where service-based interfaces are used within the Control Plane.
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Figure 6.15.1-2: The 5G LAN-type service architecture with SBI presentation
Figure 6.15.1-3 depicts the enhanced 5GS architecture for non-roaming scenario, using the reference point representation showing how various network functions interact with each other.
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Figure 6.15.1-3: The 5G LAN-type service architecture with PtP presentation
**** End of Change ****
**** Start of 3rd Change (all new) ****
6.15
Solution #15: Basic architecture for supporting dynamic 5G LAN-type service and 5GLAN communication
6.15.1
Description
6.15.1.1
Management of 5GLAN groups

An authorized entity, i.e. a UE or an AF, can interact with the GMF to manage a 5GLAN group. This includes to create, modify or remove a 5GLAN group, or to query information related to a 5GLAN group, for example, information such as IP address of a member UE in the 5GLAN group. 

-
When a UE interacts with the GMF, the UE sends a request for 5GLAN group management to the GMF via the AMF, and the UE request is authorized by the GMF according to subscription information, e.g. whether the UE is authorized to create a 5GLAN group. 

-
When an AF interacts with the GMF, the AF sends a request for 5GLAN group management to the GMF directly or via the NEF, depending on whether operator allows the AF to access the network directly as described in TS 23.501, clause 6.2.10. When the NEF is involved, the NEF authorizes the AF request if the AF request is not yet authorized.
The request includes GPSI if the requesting entity is a UE, or AF-service-ID if the requesting entity is an AF, and 5G LAN-VN DNN. Depending on the management purpose, the request may further include the following information:
-
For creating a 5GLAN group: type of traffic (e.g. IP type or Ethernet type) to be supported during 5GLAN communication.

-
For creating or modifying the 5GLAN group, metadata of the 5GLAN group (e.g. describing the purpose of the 5GLAN group), identity information (e.g. GPSIs of the UEs to be added in or removed from the 5GLAN group), service restrictions (e.g., allowed area).

-
For modifying or removing or querying the 5GLAN group, information identifying the 5GLAN group (e.g., in the form of Internal group ID or External group ID).

-
For querying the 5GLAN group, the request further includes the types of information (e.g. information of member UEs) being queried.

The GMF validates the information provided by the entity, e.g. whether a member UE identified in the information is allowed to access the 5G LAN-type service, and manages the 5GLAN group according to the information. As a result of the 5GLAN group management operations, the context of the 5GLAN group is created, modified, or removed in the GMF, or information being queried by the entity is identified from local storage of the GMF and sent back to the requesting entity. The GMF updates the 5GLAN group membership information to the UDM. The GMF can provide policy requirements (e.g., service restrictions) to the PCF, as described in clause 6.15.3.

When creating a 5GLAN group, the GMF allocates an ID to the 5GLAN group and includes the 5GLAN group ID in the response sent to the requesting entity. When a UE is added into the 5GLAN group, the GMF allocates group credential for the UE, which is to be provided by the UE to the network as authentication and authorization information for accessing 5G LAN-type service for the 5GLAN group. The 5GLAN group context include information elements listed in Table 6.15.1.1-1.

Table 6.15.1.1-1: Information elements contained in 5GLAN group context
	Information Name
	Description
	Allocated/provided by

	5GLAN group ID
	Uniquely identify the 5GLAN group
	GMF

	Metadata
	Description about the 5GLAN group
	Requesting entity

	Type of traffic
	Type of traffic supported in 5GLAN communication (either Ethernet-type or IP-type)
	Requesting entity

	Group address
	Network address as destination address in traffic targeting the entire 5GLAN group
	GMF or Requesting entity

	Service restriction
	Define spatial availability of 5G LAN-service for the 5GLAN group
	Requesting entity

	Infor-mation of member UEs
	ID (i.e. GPSI)
	Uniquely identify the member UE
	Requesting entity

	
	Address (NOTE 1)
	Network address identifying the member UE during 5GLAN communication within the 5GLAN group.
	GMF

	
	Group credential
	Authentication/authorization information used by the member UE for accessing 5G LAN-type service for the 5GLAN group
	GMF

	
	Reachability (NOTE 2)
	Indicate whether the member UE has an established PDU Session for 5GLAN communication within the 5GLAN group
	GMF

	NOTE 1: Address allocation for member UEs is described in clause 6.15.1.2.

NOTE 2: Reachability status of individual member UEs is described in clause 6.15.1.2.1.


6.15.1.1.1
Support of one-to-many communication 
When requesting to create or modify a 5GLAN group, in the request, the requesting entity may indicate to make the 5GLAN group a multicast group. In this case, the GMF allocates a group address to the 5GLAN group if the requesting entity did not provide one for it in the request. The group address is used as a destination address in one-to-many traffic targeting the 5GLAN group. The GMF includes the group address in the response message sent to the requesting entity if the group address is allocated by the GMF.

6.15.1.1.2
Notification of 5GLAN group management event to the UE

When a 5GLAN group is created, modified or removed, the GMF notifies the UE(s) impacted by the 5GLAN group management operations. The UE(s) can be notified about, e.g., being added in or removed from the 5GLAN group, 5GLAN group ID, metadata, type of traffic, group address, group credential, and service restrictions, so that the UE(s) can access the corresponding 5G LAN-type service.

For the registered UEs, the GMF notifies them via a UE Configuration Update procedure; for the unregistered UEs, the GMF notifies them during initial registration procedure. The UEs within a 5GLAN group shall access the corresponding 5G LAN-type service with respect to the service restrictions associated with the 5GLAN group.
6.15.1.2
PDU session establishment for 5G LAN-type service

The 5GS provides 5G LAN-VN DNN to the UE for corresponding application as part of URSP rule configuration. The UE uses the URSP rules to discover and select the right 5G LAN-VN to use as defined in Release 15.
After being added into a 5GLAN group, a UE can access the 5G LAN-type service by establishing a PDU Session targeting the 5GLAN group. The PDU session establishment request message (5G LAN-VN DNN, etc.) is sent from UE to the SMF, as defined in release 15. During establishment of the PDU Session, the SMF contacts the GMF in order to authenticate and authorize the UE for accessing 5G LAN-type service to the intended 5GLAN group. 
The authentication and authorization take place in the form of secondary authentication/authorization (TS 23.501, clause 5.6.6), where the GMF behaves like a DN-AAA server. The authentication/authorization information (i.e. 5GLAN group credential) provided by the UE maps to the 5GLAN group. The mapping is maintained by the GMF as part of the 5GLAN group context and is provisioned by an AF or a UE during management of the 5GLAN group (e.g. creation of the 5GLAN group). In the authentication/authorization data sent to the SMF, the GMF includes the 5GLAN group ID, the group address of the 5GLAN group and the network address allocated to the UE. 
If the authentication and authorization information provided by the UE maps to multiple 5GLAN groups, for example, includes group credential of multiple 5GLAN groups, the GMF includes information (i.e. 5GLAN group ID and group address) of the multiple 5GLAN groups in the authentication/authorization data so that the established PDU Session can be used to support 5GLAN communication within those 5GLAN groups.
The SMF discovers the GMF based on local configuration, e.g. assuming a PLMN only has one GMF, or by querying the NRF with 5GLAN group ID.

During PDU session establishment, the SMF also contacts the PMF for the sake of user plane path establishment of the PDU session. The SMF discovers the PMF using the same approach as finding the GMF. The PMF responds the SMF with the UP path selection decision for the PDU Session taking into account other PDU Sessions accessing the 5G LAN-type service (if any exists). The UP path of the PDU Session terminates at a UPF in the Backbone UP.
The PDU Session supports both one-to-one communication and one-to-many communication within the 5GLAN group.
6.15.1.2.1 UE Reachability for 5GLAN communication
Within a 5GLAN group, a UE is reachable by other UEs for 5GLAN communication if the UE has an established PDU Session for accessing the 5G LAN-type service for the 5GLAN group. The GMF is aware of establishment of the PDU Session through secondary authentication and authorization. When the SMF terminates the PDU Session, the SMF notifies the GMF so that the GMF is aware of termination of the PDU Session. Thus, the GMF maintains reachability status of each member UE of the 5GLAN group. A member UE of the 5GLAN group can query the GMF for the reachability status of another member UE of the 5GLAN group.
6.15.1.3
User plane path management for 5G LAN-type service
In response or association to management of a 5GLAN group, the GMF (e.g. in the case of UE-initiated group management) or an AF (e.g. in the case of AF-initiated group management) may provide policy requirements to the PCF for influencing traffic routing (i.e. for managing 5GLAN UP and enforcing service restrictions) in support of 5GLAN communication within the 5GLAN group. This can be supported by reusing and enhancing AF influence (TS 23.501, clause 5.6.7).

The policy requirements is sent from the GMF (acting as an AF) or the AF to the PCF in the form of AF request. The AF request indicates PDU Sessions that match criteria specified in the AF request are correlated and need joint UP path management for 5GLAN traffic identified in the AF request (e.g. identified by VLAN ID, IP address range, group address, etc.) The PCF generate PCC rules based on the AF request from the GMF or the AF and provides the policies to the SMF during PDU Session establishment/modification.
SMF interacts the PMF by providing the PDU session information, e.g. 5GLAN group ID, PSA UPF address of the PDU session. PMF determines the traffic routing policy of the 5GLAN group communication of the intended 5GLAN group, if it has been retrieved already. Otherwise, PMF contacts the PCF in order to retrieve the traffic routing policy of the 5GLAN group communication, by providing the 5GLAN group ID. The PMF determines UP paths for correlated PDU Sessions jointly according to the traffic routing policy and, if necessary, modifies the Backbone UP.
6.15.1.3.1
Enforcement of service restrictions
The policy requirements provided by the GMF or the AF to the PCF can include spatial validity conditions that describe service restrictions for the 5GLAN group. According to the spatial validity conditions, the PCF subscribes to the UE Mobility Event notification from the SMF for the 5GLAN group and this further triggers the SMF to subscribe the UE Mobility Event notification from the AMF. When the AMF detects that the UE move in or move out the allowed area of a subscribed 5G LAN-type service, the AMF sends the UE Mobility Event notification (identifier of the 5GLAN group, MOVE IN or MOVE OUT) to the SMF, the SMF further sends the UE Mobility Event notification to PCF.
Based on the UE Mobility Event notification, the PCF updates PCC rules to the SMF to influence SMF routing decisions for the corresponding 5G LAN-type service accordingly, as descried in TS 23.501, clause 5.6.7. If the mobility event is MOVE IN, the PCF updates the PCC rules to trigger the SMF to set/activate the corresponding rules (including UE address/VIDs) in the UPF; if the mobility event is MOVE OUT, the PCF updates the PCC rules to trigger the SMF to delete/de-activate the corresponding rules in the UPF.
The updated PCC rules can trigger the SMF to allocate, modify or release resource relevant to the PDU Session for accessing (disabling, enabling) the 5G LAN-type service. If the updated PCC rules disallow traffic routing for this 5G LAN-type service, the SMF de-activates or modifies the PDU Session; if the PDU Session is de-activated and the updated PCC rules allow traffic routing for a 5G LAN-type service, the SMF activates the PDU Session and set the corresponding rules.
6.15.1.3.2
Support of traffic routing in Backbone UP
In 5GLAN communication, traffic routing between PDU Sessions support three types of traffic, i.e. unicast traffic, multicast traffic and broadcast traffic. To support broadcast traffic, a UPF in the Backbone UP can be configured to forward the traffic over a spanning, connected acyclic subgraph of the Backbone UP. That is, the UPF forwards the traffic over every Nx connection incidental to it except for the one that the traffic is received from in the subgraph. 
To support multicast traffic to the 5GLAN group, a group address is allocated to the 5GLAN group as described in clause 6.15.1.1.1, and a common UPF is selected for PDU Sessions of the 5GLAN group and configured to handle multicast transmission/reception during PDU Session management procedures. In support of unicast traffic, the UPF routes the traffic using Nx connection(s) leading to the target UE's PDU session or through UP tunnel of the target UE's PDU Session (in the case that the UPF is shared by the PDU Sessions). 

The PMF maintains all the PDU sessions of UEs accessing 5G LAN-type service to the same 5GLAN group, including the anchor UPF of each PDU session. Therefore, SMF connects with PMF to receive the information of the anchor UPF of another PDU session.

Upon detection of traffic destined to an unknown unicast address from the UE, the source PSA reports the unknown address to the SMF. The SMF subscribes to PMF by providing the unknown address. 
The PMF may immediately respond to the SMF with the anchor UPF address, of which the PDU session correlates with the unknown address. The PMF may defer the response until the PDU session that correlates with the unknown address is established some time later.

The SMF notifies the source PSA with the address of target PSA UPF. The source PSA identifies the Nx connection using this information and routes the traffic through the identified Nx connection.
**** End of Change ****
**** Start of 4th Change ****
6.15.2.1
Managing a 5GLAN group upon request from an AF or a UE
Figure 6.15.2.1-1 depicts the procedure of managing a 5GLAN group upon request from a requesting entity, which can be an AF or a UE.
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Figure 6.15.2.1-1: Procedure of 5GLAN group management
1.
The requesting entity (either an AF or a UE) sends a request to the GMF for management of a 5GLAN group directly or via CPF. When the requesting entity is a UE, the CPF is the AMF and shall be used in the procedure. When the request entity is an AF, the CPF is the NEF and is optional in the procedure.


The request may be for the purpose of creating, modifying or removing the 5GLAN group, or for the purpose of querying information of the 5GLAN group or of UE(s) belonging to the 5GLAN group.


2.
The GMF validates information in the request. The GMF may interact with the UDM for the validation, e.g. to verify the UE IDs in the request.


If the requesting entity is a UE, the GMF authorizes the request before the validation. The GMF may interact with the UDM to identify whether the UE is allowed to send such a UE group management request.

3.
The GMF performs the requested 5GLAN group management operations according to information in the request.

4.
The GMF updates the group membership information of each member UE to the UDM.

5.
The GMF responds to the UE, acknowledging the acceptance of the request. The request can include information of the 5GLAN group and/or information of member UEs of the 5GLAN group, depending on the nature of the request.


6.
The GMF notifies relevant member UE(s) of the 5GLAN group information, as specified in clause 6.15.1.1.2.
**** End of Change ****
**** End of 5th Change ****
6.15.3
Impacts on Existing Nodes and Functionality

In the UE:
-
perform 5GLAN group management, i.e. create, modify, remove a 5GLAN group, and query the information of a 5GLAN group;
In the SMF:

-
interact with the PMF for receiving UP path (re)selection decision.

-
receive 5GLAN group ID and 5GLAN group address from the GMF during PDU Session establishment.

-
interact with the PMF on behalf of the UE for resolving unknown network addresses.

In the PCF:

- 
receive AF request containing PDU Session correlation information in AF influence 

-
generate PCC rules containing the PDU Session correlation information based on AF request

In the AF:

-
including PDU Session correlation information in AF request for influencing traffic routing
In the UPF:

-
interact with the PMF via the SMF for resolving unknown network addresses.
6.15.4
Solution Evaluation


The solution provides sufficient support to address in KI#4: Support of 5G LAN-type service and KI#5: Support of 5GLAN communication.
**** End of Change ****
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