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Discussion
This contribution proposes to resolve the following EN

“Editor's note:
It is for FFS how the 5GLAN group communication traffic can be routed/switched within 3GPP core network (e.g. between multiple UPFs). and what is the required functionality in the UPFs in case of 5GLAN service of Ethernet type and IP type.”
* * * * First Change * * * *
6.14
Solution #14: Private DNN for 5GLAN Group Communication

6.14.1
Overview

This solution addresses Key Issue #4 and #5. The solution proposes to introduce Private DNN for 5GLAN group communication.

A Private DNN uniquely identifies a 5GLAN group and all the member UEs of the same group need to establish a PDU Session towards the same Private DNN for 5GLAN group communication. Reserved special labels in the DNN syntax can easily indicate whether it's a Private DNN. Private DNNs might be preconfigured in the network and the group member UEs. They may be also dynamically created on demand by the operator or the group owners/administrators, as part of the 5GLAN group creation. When a new Private DNN is created on demand, the information may be propagated into the concerned network entities (e.g. AMF, SMF, UDR, etc.) in the core network and group member UEs may receive the Private DNN information, together with the related configurations such as the Service Area configuration, via NAS procedures (e.g. Registration or UE Configuration Update).

Editor's note:
It is FFS what information is configured in the UE and the network in case of preconfigured 5GLAN Group.

A 5GLAN group member UE establishes a dedicated PDU Session towards the target Private DNN before it can communicate with the group. The legacy PDU Session management procedures can be reused for group communication. According to the Private DNN, the network selects the appropriate network functions (e.g. SMFs and UPFs) for the UEs of the same group. For example, all the UEs of the same group and in the same local area may be assigned the same SMF and UPF.
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Figure 6.14.1-1: Private DNN for 5GLAN communication.

Figure 6.14.1-1 illustrates the solution. In the figure there are two 5GLAN groups: 5GLAN Group 1 which consists of UE1 and U2, and 5GLAN Group 2 which consists of UE2 AND UE3. UE2 is in both Group 1 and Group 2. Each UE establishes the PDU Session (dotted line) towards the Private DNN corresponding to its group. The real group traffic (blue and red line) goes between UPFs selected for the group, under the control of the SMF or App Server, without going to the DN.


Editor's note:
The impact of this solution on the 5GS architecture is FFS.

6.14.2
Procedures

Editor's note:
This clause describes services and related procedures for the solution.
6.14.2.1
Private DNN creation and configuration

The Private DNN, as the identifier of a 5GLAN group, can be dynamically created along with the 5GLAN group itself.

It is assumed that a Group Management Function, as introduced in Solution 15, may interact with the group administrator to handle the group creation and other group management functions. The initiator of the 5GLAN group creation, e.g. the group administrator, can choose or specify a P-DNN for the 5GLAN group in creation. The syntax of P-DNN may follow the general syntax of ordinary DNN but may bear some special labels that indicate its "private group" nature and the organization that own it. For example, "department-1.enterprise-a.pvn" may specify a P-DNN for a 5GLAN group of "enterprise-a".

NOTE:
The details of group management procedures (e.g. group creation) is not in the scope of this study.

When a 5GLAN capable UE Registers with the network, it should indicate its 5GLAN capability in Registration Request. The serving AMF determines that the UE belongs to one or more 5GLAN groups based on the P-DNN configurations in the subscription data. The AMF may further determine whether those 5GLAN services are allowed based on location configurations or policies (e.g. the area restriction configuration for the 5GLAN groups). The AMF may also initiate the 5GLAN group authentication/authorization procedure for the UE, and receives other necessary group related configurations from the 5GLAN-GMF via UDM. Finally, a list of allowed 5GLAN Groups, identified by corresponding P-DNNs, along with the corresponding group configurations, may be returned to the UE in the Registration Accept.

Figure 6.14.2-2 illustrates the high-level procedure how a 5GLAN capable UE may discover its allowed 5GLAN groups and receives the corresponding group configurations.
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Figure 6.14.2-2: 5GLAN group discovery and configuration through Registration

1.
The UE initiates Registration and include its 5GLAN capability in the Registration Request message. The UE may indicate its 5GLAN capability and optionally include a list of its pre-configured P-DNNs if available.

2.
The UE is authenticated.

3.
The serving AMF retrieves the UE subscription/context data from the UDM.

4.
The AMF recognizes that the UE belongs to one or more 5GLAN groups based on subscription data or pre-configured P-DNNs. It further determines which 5GLAN service/groups are allowed based on local configurations.

5.
The AMF may initiate the group authentication/authorization towards the 5GLAN-GMF. It is also possible that group authentication/authorization may be conducted at a later time after Registration completes.

6-7.
The 5GLAN-GMF authenticates/authorizes the UE for the group communication.

Editor's note:
It is for FFS how group authentication/authorization are carried out.

8.
The AMF also receives the corresponding group configuration parameters.

9.
The AMF returns the list of allowed 5GLAN service/groups (e.g. P-DNNs) and corresponding configurations to the UE. The UE stores the information for future 5GLAN group communication.

The UE may be configured with multiple P-DNNs if the UE belongs to multiple groups. The UE may use network-provided (e.g. URSP) or locally configurated mapping between 5GLAN service/application and P-DNN to select the target P-DNN for selecting or establishing 5GLAN PDU Sessions when 5GLAN services are triggered.

6.14.2.2
5GLAN Group User Traffic Routing

After UE obtained the list of 5GLAN service (P-DNNs) and 5GLAN group configuration from the AMF, UE may trigger PDU Session establishment as described in Clause 4.3.2.2 to establish a PDU Session with the DNN is set to P-DNN related to the requested 5GLAN service. Figure x shows the PDU Session establishment procedure. Some steps are not mentioned for the sake of simplicity.
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The rest of steps follow the clause 4.3.2.2 PDU Session Establishment procedure in TS 23.502

Figure 6.14.2-x: PDU Session Establishment procedure for accessing 5GLAN Service
1. 5GLAN UE sends a PDU Session establishment request with DNN is set to P-DNN to AMF.

2. AMF selects the SMF according to the received P-DNN.

3. AMF forwards the related parameters including P-DNN to the selected SMF

4. The selected SMF confirms and response to AMF.

5. The selected SMF updates subscription and policy retrieval

6. The selected SMF selects the UPFs which could be responsible for this P-DNN.

7 to 8 The SMF configures the selected UPFs
In order to achieve the routing among the selected UPFs for the requested 5GLAN services (i.e. 5GLAN Group), the SMF can re-use Uplink Classifier (UL CL) defined in clause 5.6.4 of TS 23.501 to instruct the selected UPFs to route the user plane traffic to the correct 5GLAN Group. According to the inserted UL CLs by SMF, the UPF can forward the UE’s traffic toward the requested 5GLAN group, i.e. requested P-DNN. With the support of UL CL functionality inside the UPFs, the SMF can dynamically configure UL CL and insert to the UPFs to route the UE’s traffic for 5GLAN Services on Ethernet and IP types PDU Session.
The rest of the following steps follows the clause 4.3.2.2 PDU Session Establishment procedure in TS 23.502.
6.14.3
Impacts on Existing Nodes and Functionality
Editor's note:
This clause captures impacts on existing 3GPP nodes and functional elements.

6.14.4
Solution Evaluation

Editor's note:
This clause provides an evaluation of this solution.
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