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1
Introduction

In TR23.786, key issue #9 specifies that methods to prevent privacy issues (e.g. source L2 ID tracking) for unicast/multicast session will be studied. Solution #11 proposes a Layer-2 ID update procedure for unicast communication.

A procedure to handle Layer-2 ID update for multicast communication needs to be defined

TS23.285 specifies that the source Layer-2 ID must be changed over time and randomized to ensure that a source UE (e.g. vehicle) cannot be tracked or identified by any other UEs (e.g. vehicles). In addition, it specifies that the change of the identifiers of a source UE must be synchronized across layers used for PC5, e.g. when application layer identifier changes, the source Layer-2 ID and the source IP address need to be changed. 
Solution #11 in TR23.786 proposes a procedure for Layer-2 ID update for privacy protection. In the case where a UE is using the same identifier over multiple communication links, Solution #11 proposes that the UE perform the Layer-2 ID update procedure for all these communications. 
NOTE:
If there are multiple links from UE-1 using the same upper layer identifiers or L2 IDs, UE-1 needs to perform the update procedure over each of the link and for each link needs to keep receiving traffic on its old L2 ID for that specific link until it receives the Link Id Update Response. 

Thus, for each communication, the UE needs to keep receiving traffic on its old Layer-2 ID until the change of this Layer-2 ID is confirmed by its peer UE. Hence, during some time, the UE may end up using different Layer-2 IDs on different communication links since the reception of change confirmations from peer UEs may not be synchronized.  

Besides, this solution forces Layer-2 ID changes for all communications, which may trigger the applications to change their identifier and may trigger a change of IP addresses as well since changes across layers need to be synchronized. Moreover, this solution does not take into account that applications using these communications may not have the same privacy level, i.e. some applications may need Layer-2 ID changes every 5 minutes while other applications may require a change only every 15 minutes. 
As we can see, managing a single Layer-2 ID change across multiple communications is challenging, not efficient and may potentially generate a storm of messages exchange considering that all UEs must periodically update their Layer-2 IDs. Therefore, to simplify the Layer-2 ID update procedure and eliminate the impacts and/or dependencies on other communications, we are proposing the usage of a distinct Layer-2 ID per communication link and a distinct privacy timer value based on the application using the PC5 link.
2
Proposal

It is proposed to include the following changes to Solution #11 in TR 23.786.

* * * * First Change * * * *
6.11.2.1.1
Separate L2 ID address space for unicast and multicast from those for broadcast

One of the essential identifiers for the unicast/multicast communication is the L2 ID. As of the ProSe design in TS 23.303 [8], the destination L2 ID address space for one-to-one communication and one-to-many communications are separate with AS layer mechanism, i.e. MAC layer version number. This is done to avoid conflicts of the address used that may cause harm to one-to-one communications. In a similar manner, V2X unicast should also use the separate L2 IDs than that for the broadcast and multicast.
This separation applies to both destination L2 ID and source L2 ID. For a UE that has both broadcast and unicast/multicast traffic, different L2 IDs should be used with corresponding formats. The source L2 ID will be used by peer UE as the destination L2 ID in unicast communication. Details of the related L2 ID management for unicast/multicast is described in following clauses.
Likewise, a distinct source L2 ID should be used on every communication link to simplify the L2 ID update procedure (defined in section 6.11.3.3) and eliminate the impacts on other communications.
Indeed, the usage of the same Layer-2 ID over all communications complexifies the update procedure since during some time, the UE may end up using different Layer-2 IDs on different communication links. This is because the UE needs to keep receiving traffic on its old Layer-2 ID until the change of this Layer-2 ID is confirmed by its peer UE and, the reception of change confirmations from peer UEs may not be synchronized.

As well, the usage of a distinct Layer-2 ID per communication ensures that the change of Layer-2 ID for a specific communication does not impact other communications, which are using their own Layer-2 ID. 

* * * * End of Change * * * *
* * * * Next Change * * * *
6.11.3.3
Link identifier update procedure for privacy protection of unicast communication
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1. Link Identifier Update Request

2. Link Identifier Update Response


Figure 6.11.3.3-1: Layer-2 link identifier update procedure
This procedure is used to update the peer in the unicast communication of the impending change of the identifiers used for this link. Due to the privacy requirements, in eV2X use, UE should frequently change its identifiers in order to avoiding being trackable by 3rd party. When the identifier change happens, all identifiers across all the layers, i.e. from application layer ID to L2 ID, need to be changed. This signaling is required before the identifier changes happen, to prevent service interruptions. 

1.
UE-1 decides the change of identifiers, e.g. due to the upper layer identifier change or a timer, and includes the new identifiers to use (including the new upper layer identifiers, new IP address/prefix if application, new L2 IDs) in the Link Identifier Update Request message, and send to UE-2 before it changes the identifiers. The new identifiers to use should be cyphered to protect privacy.
The timer may be provisioned on the UE per application ID (e.g. ITS-AID or PSID).  

2.
UE-2 respond with a Link Identifier Update Response message. Upon reception of the message, UE-1 and UE-2 can start to use the new identifiers for the data traffic. UE-1 shall receive traffic on its old L2 ID until it receives the Link Id Update Response from UE-2.


* * * * End of Change * * * *
* * * * Last Change * * * *
6.11.5
Topics for further study

Following topics need further study:

-
whether PC5 Signalling protocol or RRC message should be extended to support unicast communication;

-
whether a connection-oriented QoS model should be used for unicast communication;

-
how to support service announcement for the unicast/multicast based services;


-
whether and how to prevent privacy issues during a multicast session.
* * * * End of Change * * * *
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