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1. Introduction
To enable UEs, which do not support NAS over WLAN access (e.g. laptops, embedded devices, etc.), to establish connectivity to a Data Network (DN) via a 5G core, the following high-level architecture has been proposed. The key component of this architecture is the Trusted WLAN Interworking Function (TWIF) in the trusted WLAN. A TWIF interfaces with the 5GC via the regular N2/N3 interfaces and can create PDU Session Establishment requests and/or Registration requests on behalf of the UEs that do not support NAS. Such UEs communicate with the trusted WLAN using typical WLAN protocols (e.g. IEEE 802.11) and authenticate with the WLAN using the normal WPA-Enterprise procedures, i.e. EAP authentication.
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Fig. 1-1
A UE that does not support NAS over WLAN access is referred to as a "Non-5G-capable over WLAN" UE. Also, a trusted WLAN that deploys one or more TWIFs is said to support "5G connectivity without NAS". Note that a trusted WLAN may support (a) "5G connectivity", i.e. connectivity to 5GC for UEs that support NAS, or (b) "5G connectivity without NAS", i.e. connectivity to 5GC for UEs that do not support NAS, or (c) both. 
It is assumed that a "Non-5G-capable over WLAN" UE can discover which WLANs support "5G connectivity without NAS" and 5G PLMNs with which this connectivity is supported. How this discovery is performed and how the UE selects a 5G PLMN to connect without using NAS, is not addressed in this contribution (it is addressed instead in S2-1811836). However, some aspects of this discovery are presented.
Two different procedures have been proposed that enable "Non-5G-capable over WLAN" UEs to establish connectivity to a DN via a 5G core; both of them based on the same architecture shown in Fig. 1-1:
1. The procedure specified in clause 7.3.3.2, referred to here as Solution 1; and

2. The procedure specified in clause 7.4.3.2, referred to here as Solution 2.

In the two clauses that follow, we briefly summarize these two solutions. Subsequently, we compare them and we provide our proposal for the way forward.
2. Summary of Solution 1
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Fig. 2-1: Main steps in Solution 1

The figure 2-1 illustrates the main steps of solution 1. This solution is composed of three phases:

· Phase 1: Access Network Selection

1. 
In this phase the UE selects (a) a PLMN, (b) (optionally) an S-NSSAI in this PLMN and (c) a WLAN that support “5G connectivity without NAS” with this PLMN.
2. 
Every WLAN supporting "5G connectivity without NAS" advertises (e.g. with ANQP or any other appropriate mechanism) the PLMNs with which "5G connectivity without NAS" is supported. Optionally, a WLAN may also advertise the S-NSSAIs supported in a PLMN.

3. 
The details of the Access Network Selection procedure are the subject of another contribution (see S2-1811836).

· Phase 2: 5G Registration

1. 
The UE attempts to connect to the WLAN selected in the previous step and an EAP procedure is initiated by the TWAP. The NAI presented by the UE includes the PLMN and the S-NSSAI, which were also selected in the previous step. 

2. 
The TWIF starts a 5G Registration procedure, on behalf of this UE. If the NAI of the UE contains an S-NSSAI, the TWIF shall include it in the Registration request.
3. 
The UE is authenticated with a primary authentication procedure (EAP-AKA') that takes place during the 5G Registration (see step 6). 
4. 
The UE must be authenticated with EAP-AKA' because TS 33.501 allows only 5G-AKA and EAP-AKA' for UEs registering to 5GC over non-3GPP access. Apparently, 5G-AKA cannot be used because the UE does not support NAS. To enable EAP-AKA', the NAI presented by the UE must include a SUCI or 5G-GUTI. 
5. 
Since EAP-AKA' must be supported, the UE must have a USIM with the appropriate credentials.

6. 
Security over the WLAN air interface is established by using a Pairwise Master Key (PMK), which is derived from the MSK or EMSK that was created by the EAP-AKA' procedure.
7. 
The NAS context is created and stored in the TWIF. This NAS context is associated with an AAA context that is maintained in the TWIF and the TWAP for the UE.

8. 
In step 8a, the AMF needs to send the SEAF key to TWIF (note that this key is not normally sent to the access network). This is required because the TWIF does not have the SEAF key (this key is created in the UE and in AUSF) but this key is required to derive the NAS security keys. If the N2 interface between the AMF and TWIF is considered unsecure, then the SEAF key should be sent encrypted to TWIF.
9. 
The UE is admitted and connected to the WLAN right after the 5G Registration is successfully completed.

· Phase 3: PDU Session Establishment

1. 
Right after the successful 5G registration, the TWIF requests a PDU session on behalf of this UE. The decision to request a PDU session for the UE (step 20a) may be taken after the UE requests IP configuration (step 10).
2. 
If the NAI of the UE contains an S-NSSAI, the TWIF shall include it in the PDU session request. The TWIF does not provide any other PDU session parameters but lets the AMF or the SMF determine these parameters based on UE subscription information. This way, default PDU session parameters can be used per UE.
3. 
The value of the PDU Session id provided by TWIF in step 20b shall always be the same. This value shall be different from the values that can be used by the UE when requesting a PDU session over 3GPP access. For example, since the UE can use any value from 1 to 15 (as currently specified in TS 24.007), the TWIF could use the value 16. Since the PDU session id used by the TWIF is always the same and known to the UE, the UE may attempt to handover this PDU session to the 3GPP access.
4. 
Only one PDU session per UE is supported.

5. 
The TWIF may receive URSP rules from PCF (e.g. right after the successful 5G Registration). These rules can be applied by TWIF to determine which traffic can be locally offloaded, i.e. sent outside the PDU session.
3. Summary of Solution 2
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Fig. 3-1: Main steps in Solution 2
The figure 3-1 illustrates the main steps of solution 2. This solution is composed of three phases:

· Phase 1: TWIF Registration

1. 
The TWIF registers with the 5G core in a PLMN and receives the list of allowed S-NSSAIs. The TWIF is authorized to establishing PDU sessions for UEs located "behind" the TWIF, i.e. for "Non-5G-capable over WLAN" UEs. These PDU sessions are called "delegated" PDU sessions, in order to differentiate them from other PDU sessions that may be requested by TWIF for its own use.
2. 
The TWAP may receive (step 0b) the PLMNs and the S-NSSAIs supported by each TWIF. How this can be done is outside the scope of 3GPP. If the WLAN network deploys an ANQP server, then the messages shown in step 0b could be sent to the ANQP server, instead of the TWAP.

· Phase 2: Access Network Selection

1. 
Same as in Solution 1. 

2. 
The discovery response (in step 1b) includes the PLMNs and, optionally, the S-NSSAIs that were sent to TWAP is step 0b. If step 0b is not supported, then the TWAP may be pre-configured with the supported PLMNs and S-NSSAIs, as in solution 1.

· Phase 3: PDU Session Establishment
1. 
The UE attempts to connect to the WLAN selected in the previous step and an EAP procedure is initiated by the TWAP. The NAI presented by the UE includes the PLMN and the S-NSSAI, which were also selected in the previous step. 

2. 
The TWIF requests a "delegated" PDU session, i.e. a PDU session that will carry, not the traffic of TWIF, but the traffic of a "non-5G-capable over WLAN" UE that is located "behind" the TWIF. If the NAI of the UE contains an S-NSSAI, the TWIF shall include it in the PDU Session Establishment request.

3. 
The TWIF may establish normal PDU sessions for its own use and delegated PDU sessions for "non-5G-capable over WLAN" UEs.
4. 
The TWIF may include pre-configured parameters for the DNN, PDU Type, SSC Mode and S-NSSAI (if not provided by the UE). Alternatively, the TWIF may not provide a DNN and/or an S-NSSAI, in which case the AMF-1 uses the "default DNN for delegated PDU Sessions" and the "default S-NSSAI for delegated PDU Sessions" that were received during the TWIF Registration in the phase 1.

5. 
The SMF initiates a secondary authentication procedure (see TS 23.501, TS 23.502 and TS 33.501), with which a mutual authentication takes place between the UE and the AAA server. 
6. 
Any EAP method could be used to authenticate the UE (not only EAP-AKA'). Therefore, the UE is not required to have a USIM, but it is required to have a subscription in the AAA server.
7. 
Only one "delegated" PDU session per UE is supported.

4. Comparison and Evaluation

The main differences between Solution 1 and Solution 2 are summarized below:
1. In Solution 1, the UE is registered to 5GC and a NAS context for this UE is created in the TWIF. In Solution 2, however, the UE is not registered to 5GC. Instead, only the TWIF is registered to 5GC.

2. In Solution 1, the UE is required to support EAP-AKA' and thus is required to have a USIM. This is because the primary authentication for accessing 5GC via non-3GPP access can be either EAP-AKA' or 5G-AKA, according to TS 33.501. In Solution 2, however, the UE is not required to have USIM. It is only required to have a subscription with the AAA server and to support any desired EAP method for authentication (including e.g. EAP-TLS, EAP-TTLS, etc.).

3. In Solution 1, the TWIF requests a PDU session for the UE by using the SUPI of the UE (which is already registered with 5GC). Hence, from the 5GC point of view, the PDU session is created by the UE. In Solution 2, however, the TWIF requests a PDU session for the UE by using its own SUPI (this is called a "delegated" PDU session). Thus, from the 5GC point of view, the PDU session is created by the TWIF and it is used to carry the traffic of the UE.
4. In Solution 1, the TWIF is not registered with a 5G PLMN and does not receive a list of allowed S-NSSAIs (i.e. steps 0b in Fig. 3-1 are not possible). Therefore, TWAP may select any TWIF to serve the UE (independent of the PLMN selected by the UE), or it may be pre-configured to select a specific TWIF based on the PLMN selected by the UE and/or based on the S-NSSAI selected by the UE. In contrary, in Solution 2, each TWIF (which registers with 5GC) is associated with a certain PLMN and with one or more S-NSSAIs allowed for this TWIF.
5. In Solution 1, the charging is straightforward: The UE is directly charged for the data over the PDU session because the PDU session is established with the SUPI of the UE. In Solution 2, however, the PDU session is established with the SUPI of the TWIF, but the data over the PDU session should be charged to the NAI (UE) that utilizes the PDU session. 

The main issues of Solution 1 (in comparison with Solution 2) are the following:

1. The "Non-5G-capable over WLAN" UE is required to support EAP-AKA' and, thus, is required to have a USIM. "Non-5G-capable over WLAN" UEs without a USIM cannot be supported.
2. The AMF needs to send the SEAF key created by the AUSF to TWIF (see step 8a in Fig. 2-1). Note that, normally, the AMF sends to the access network an AN key that is derived from the SEAF key, not the SEAF key itself. This creates security implications that need to be studied by SA3.

3. The 5GC needs to support and maintain one registration for each "Non-5G-capable over WLAN" UE, i.e. many more registrations compared with Solution 2, which requires one registration per TWIF. Therefore, the 5GC needs to allocate a 5G-GUTI to UE, which creates the need to support subsequent registrations (see clause 7.3.3.3).
The main issues of Solution 2 (in comparison with Solution 1) are the following:
1. The number of "delegated" PDU sessions that can be established by a TWIF is restricted by the value range of PDU Session ID. Currently, the value of PDU Session ID ranges from 1-15, although it could take values 1-255 (one octet is allocated in stage-3 specs). To solve this issue, one or more of the following approaches could be applied:

a. 
The value range of PDU Session ID used by the TWIF could be extended, e.g. 1-255 (one octet) or 1-65535 (two octets).
b. 
The trusted WLAN may deploy many instances of TWIFs, each one supporting 255 or 65535 "delegated" PDU sessions.
c. 
A "delegated" PDU session could be uniquely identified, not by the PDU Session ID, but by the NAI of the UE using this PDU session. Since each "Non-5G-capable over WLAN" UE has a unique NAI, then any number of "delegated" PDU sessions could be supported by a single TWIF.
d. 
The TWIF could establish one "delegated" PDU session for multiple "Non-5G-capable over WLAN" UEs (e.g. one "delegated" PDU session for each DNN). This way, a delegated PDU session can multiplex the traffic of many UEs. The TWIF is able to determine the traffic associated with every UE and could provide this information for charging purposes.

2. The data over the PDU session should be charged to the UE (NAI) that uses the PDU session, not to the TWIF that requested the PDU session. To accomplish this, some changes to the charging procedures are expected.
5. Proposal

Based on the above discussion, we believe that:

a)
The solution in Rel-16 must support "non-5G-capable over WLAN" UEs with USIM and without USIM.

b)
If SA3 prohibits non-USIM-based primary authentication for non-3GPP access to 5GC in Rel-16 (as currently specified in TS 33.501), then Solution 1 is not applicable. In this case, Solution 2 should be the way forward for Rel-16, as it supports "non-5G-capable over WLAN" UEs with and without USIM, and complies with the current SA3 agreements.
c)
If, however, SA3 plans to permit non-USIM-based primary authentication for non-3GPP access to 5GC in Rel-16, then Solution 1 becomes applicable and could be the way forward for Rel-16.
It is proposed that:

-
If Solution 1 has the majority of support in SA2, then a LS should be sent to SA3 to confirm if this solution can be applicable in Rel-16. The LS should ask SA3 (a) if a "non-5G-capable over WLAN" UE can register to 5GC via TWIF without using USIM-based authentication, and (b) if it is acceptable to forward the SEAF key to the TWIF.
-
Otherwise, Solution 2 should be taken as the way forward for Rel-16.

The changes below make some modifications and corrections to Solution 1 (clause 7.3) and Solution 2 (clause 7.4) based on the above discussion.
* * * Changes in Solution 1 * * * 

7.3
Solution #3: Access to 5GC from UEs without supporting NAS on non-3GPP access

7.3.1
General

This solution enables UEs, which do not support 5G NAS signalling over WLAN, to register to 5GC and to establish 5GC connectivity via a trusted WLAN access network. These UEs are referred to as "Non-5G-capable over WLAN" UEs since they are not capable to operate as 5G UEs over a WLAN access network. A "Non-5G-capable over WLAN" UE, however, may be capable to operate as a 5G UE over NG-RAN.
Unless otherwise specified, any reference to a UE in this solution means a "Non-5G-capable over WLAN" UE.
7.3.2
Reference Architecture

The architecture diagram below is based on the architecture diagrams in TS 23.501 [2] and it shows the main network functions required to enable a UE, which cannot perform 5G NAS signalling over WLAN access, to establish connectivity to 5GC via a trusted WLAN access network. Other network functions are not shown for simplicity.

Note that the UE may be able to perform 5G NAS signalling over 3GPP access, thus the diagram below illustrates an N1 connection between the UE and AMF via 3GPP access.
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Figure 7.3.2-1: Non-roaming and LBO Roaming Architecture for TNAN

7.3.2.1
Network Functions
Trusted WLAN Access Point (TWAP): It provides a point-of-access to the WLAN access network. This function is outside the scope of 3GPP but it is shown in the figures for completeness.
Trusted WLAN Interworking Function (TWIF): It provides interworking functionality that enables connectivity with 5GC. The TWIF supports the following functions:

-
Terminates the N1, N2 and N3 interfaces

-
Implements the AMF selection procedures specified in TS 23.501 [2]

-
Implements the NAS protocol stack and exchanges NAS messages with the AMF on behalf of the UE

-
On the user plane, it relays protocol data units (PDUs) between the Yw connection and the N3 connection. It may also steer some PDUs to a local breakout point in order to support "non-seamless WLAN offload".

-
Implements a local mobility anchor within the trusted WLAN access network

7.3.2.2
Reference Points

The Yt and Yw reference points are both outside the scope of 3GPP. The Yt reference point transports IEEE 802.11 [27] messages, while the Yw reference point may support a L2 or L3 connection per UE.

The N1, N2 and N3 reference points are the same reference points defined in TS 23.501 [2], with possible extensions or modifications. Such extensions or modifications are identified and discussed in the next clause.

7.3.3
Procedures

7.3.3.1
WLAN Selection

The UE must select a WLAN access network that supports the N1, N2, N3 interfaces to one or more 5G core networks, and is capable of establishing 5GC connectivity for "Non-5G-capable over WLAN" UEs, i.e. it is capable of supporting "5G connectivity without NAS". 


A "Non-5G-capable over WLAN" UE shall use the solution in clause 7.6 for selecting a WLAN access network and a 5G PLMN to connect to via the selected WLAN, without using NAS. 
When a "Non-5G-capable over WLAN" UE attempts to connect to a WLAN access network, the UE indicates that it wants "5G connectivity without NAS" towards a specific 5G PLMN by formatting appropriately its Network Access Identifier (NAI), e.g. NAI=<username>@nai.5gc-nn.mnc015.mcc234.3gppnetwork.org. After the UE successfully connects to the WLAN access network, the UE assumes that the WLAN has established a PDU Session for the UE via the indicated 5G PLMN.

7.3.3.2
Initial Registration & PDU Session Establishment

The Figure 7.3.3.2-1 illustrates how the UE can simultaneously connect to a trusted WLAN access network and to a 5G core network. A single EAP-based authentication procedure is executed for connecting the UE both to the trusted WLAN access network and to the 5G core network. This authentication procedure requires the UE to have 3GPP credentials.
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Figure 7.3.3.2-1: Initial registration and PDU session establishment

Steps 1-10:
Initial registration to 5GC.

1.
The UE associates with the trusted WLAN network and the EAP authentication procedure is initiated.

2.
The UE provides its Network Access Identity (NAI) as <SUCI>@realm, where the realm indicates the home PLMN, or is decorated (as specified in TS 23.003 [21]) to indicate also a visited PLMN. The UE discovers the PLMNs with which the WLAN supports "5G connectivity without NAS" and selects a PLMN, by using procedure defined in clause 7.6. The Trusted WLAN Access Point (TWAP) selects a Trusted WLAN Interworking Function (TWIF), e.g. based on the received realm or based on pre-configured information, and sends an AAA request to the selected TWIF.



If the UE has registered to 5GC over 3GPP access when the above procedure is initiated, then the NAI includes the 5G-GUTI assigned to UE over 3GPP access. This enables the TWIF in step 4a below to select the same AMF as the one serving the UE over 3GPP access.

The NAI provided by the UE in step 2b indicates that the UE wants "5G connectivity without NAS" towards a specific PLMN and (optionally) using a specific network slice in this PLMN. For example, with NAI=<SUCI>@sdD16273.sst03.5gc-nn.mnc123.mcc45.3gppnetwork.org, the UE indicates that it wants "5G connectivity without NAS" (5gc-nn) to the PLMN with MCC=45 and MNC=123, and it wants to use a network slice in this PLMN with Slice/Service Type=03 and Slice Differentiator=D16273. The UE may be pre-configured to use a certain S-NSSAI (e.g. an S-NSSAI supported by its HPLMN), or the UE may discover the S-NSSAIs supported a PLMN, in case the WLAN advertises these S-NSSAIs, as defined in clause 7.6.

3.
The TWIF creates a 5GC Registration Request message on behalf of the UE. The TWIF uses default values to populate the parameters in the Registration Request message, which are the same for all UEs that do not support NAS. The Registration type indicates "Initial Registration". If the NAI provided by the UE includes an S-NSSAI, then it is included in the Registration Request message.
4.
The TWIF selects an AMF (e.g. by using the 5G-GUTI in the NAI, if provided by the UE) and sends an N2 message to the AMF including the Registration Request, the User Location and an AN Type.

5.
The AMF triggers an authentication procedure by sending a request to AUSF.

6.
An EAP authentication (e.g. EAP-AKA') takes place between the UE and AUSF. Over the N2 interface, the EAP messages are encapsulated within NAS Authentication messages, as usually.

7.
After a successful authentication, the AUSF sends to AMF the EAP-Success message and the created SEAF key. The AMF derives NAS keys and an AN key from the received SEAF key. The UE is authenticated by using its 3GPP credentials.

8.
A NAS security context is activated between the TWIF and AMF by sending a Security Mode Command to TWIF. Note that, since the TWIF does not have the SEAF key (this key is created in the UE and in AUSF), the message in step 8a must include the SEAF key. If the N2 interface between the AMF and TWIF is considered unsecure, then the SEAF key should be sent encrypted to TWIF. For this purpose, the AMF could be provisioned with a TWIF public key and it could use this TWIF public key to encrypt the SEAF key.

Editor's note: If and how the SEAF key is encrypted needs further study from SA WG3.

9.
The AMF sends an N2 Initial Context Setup Request and provides the AN key to TWIF. In turn, the TWIF derives a Pairwise Master Key (PMK) from the AN key and sends the PMK key and the EAP-Success message to the Trusted WLAN Access Point, which forwards the EAP-Success to the UE. The PMK is the key used to secure the WLAN air-interface communication according to IEEE 802.11i [36] (now incorporated into IEEE 802.11 [26]). A layer-2 or layer-3 connection is established between the Trusted WLAN Access Point and the TWIF for transporting all user-plane traffic of the UE to TWIF. This connection is later bound to an N3 connection that is created for this UE.

10.
Finally, the AMF sends a Registration Accept message to TWIF. At this point, the UE is connected to the WLAN access network.
Steps 20-21:
PDU Session Establishment.

20.
The TWIF creates a PDU Session Establishment Request message on behalf of the UE and sends this message to AMF. This may be triggered by receiving an IP configuration request (e.g. DHCP Offer/Request) from the UE. The TWIF does not provide any specific PDU session parameters but let the AMF or the SMF determine these parameters based on UE subscription information received during the registration procedure. This way, default PDU session parameters can be used per UE. However, if the TWIF has received a NAI containing an S-NSSAI, then it includes this S-NSSAI in the PDU Session Establishment Request message.

The value of the PDU Session id provided by TWIF in step 20b shall always be the same. It will be a value reserved for the PDU sessions requested by the TWIF and it will be different from the values that can be used by the UE when requesting a PDU session over 3GPP access. For example, the TWIF could use the value 16, while the UE can use any value from 1 to 15, according to TS 24.007 [44]. Thus, the PDU session id provided by the TWIF cannot be the same with the PDU Session Id of any PDU session established by the UE over 3GPP access. In addition, since the PDU session id used by the TWIF is always the same and known to UE, the UE may attempt to handover this PDU session to 3GPP access. This is further discussed in clause 7.3.3.4 below.

21.
The AMF sends an N2 PDU Session Request message to TWIF in order to reserve the appropriate access network resources. As usually, this N2 message includes the PDU Session Establishment Accept message. In step 21b, the TWIF may reserve WLAN resources for the user-plane communication between the UE and TWIF. If and how this resource reservation is performed is outside the scope of 3GPP.


After the establishment of the PDU session, the TWIF assigns IP configuration data to UE (e.g. with DHCP). The IP address assigned to UE is the IP address allocated to the PDU session.

Step 25:
User plane communication.


The TWIF binds the UE-specific L2/L3 connection created in step 9g with the N3 connection created in step 21. All user-plane traffic sent by the UE is forwarded to TWIF via the L2/L3 connection and then to UPF via the N3 connection. The TWIF functions as a Layer-2 relay.

The TWIF may receive URSP rules (see TS 23.503), which indicate the traffic that should be offloaded locally by TWIF (sent outside the PDU session) and the traffic that should be sent inside the PDU session.

Only one PDU session is supported per "non-5G-capable over WLAN" UE.


7.3.3.3
Subsequent Registration

Since the EAP authentication shown in Figure 7.3.3.2-1, step 6, is based on EAP-AKA', the UE can be assigned a temporary EAP identity, i.e. a pseudonym or fast re-authentication identity, as specified in RFC 5448. The TWIF stores the temporary EAP identity of the UE and the 5G-GUTI assigned by the AMF in the UE's context. Since the temporary EAP identity included in the EAP/AKA'-Challenge message is encrypted (see RFC 4187), the TWIF receives the temporary EAP identity assigned to UE inside an N2 message. The AUSF sends the temporary EAP identity to AMF and then the AMF includes it in the next N2 message sent to TWIF.

When the UE is disconnected from the WLAN access network, the TWIF maintains the UE's context (including the 5G-GUTI, the EAP temporary identity, the 5GMM context, the 5GSM context, etc.) for some implementation-specific duration. If the UE attempts to re-connect to the WLAN and provides an EAP temporary identity, which is known to the TWIF, then the TWIF initiates a "subsequent" registration towards the AMF, by including the associated 5G-GUTI in the Registration Request message. In addition, the TWIF activates the user-plane of the established PDU session.

When the UE does not re-connect to the WLAN within the above implementation-specific duration, the TWIF initiates a 5G deregistration procedure and releases all the stored information for this UE. The next time the UE attempts to re-connect to the WLAN network, the TWIF will request the permanent EAP identity of the UE and will start the initial registration and PDU Session Establishment described in clause 7.3.3.2.

7.3.3.4
Transfer of PDU session to 3GPP access

If the UE supports 3GPP access, then UE may initiate a PDU session handover procedure (as the one specified in TS 23.502 [3], clause 4.9.2.1) to transfer the PDU session established by the TWIF over trusted non-3GPP access to the 3GPP access. For this purpose, the UE sends over 3GPP access a PDU Session Establishment Request message including the value of the PDU Session id used by the TWIF and indicates that this is an "Existing PDU Session". As described above (see clause 7.3.3.2, step 20), the value of the PDU Session id used by TWIF is always the same and, thus, it is known to UE.
If the UE attempts to re-connect to a WLAN and the UE has transferred to 3GPP access the PDU session previously established by TWIF for this UE (as specified above), then the new PDU session requested by the TWIF would release the PDU session that was transferred to 3GPP access. The UE is aware of this when it decides to re-connect to the WLAN.


* * * Changes in Solution 2 * * * 

7.4
Solution #4: Access to 5GC from UEs without supporting NAS on non-3GPP access

7.4.1
General

This solution enables UEs, which do not support 5G NAS signalling over WLAN, to establish 5GC connectivity via a trusted WLAN access network. These UEs are referred to as "Non-5G-capable over WLAN" UEs since they are not capable to operate as 5G UEs over a WLAN access network. A "Non-5G-capable over WLAN" UE, however, may be capable to operate as a 5G UE over NG-RAN.

Unless otherwise specified, any reference to a UE in this solution means a "Non-5G-capable over WLAN" UE.

7.4.2
Reference Architecture

The same reference architecture is used, as the one specified for the Solution #3 in clause 7.3.2.

7.4.3
Procedures

7.4.3.1
WLAN Selection

The same WLAN selection procedure is used, as the one specified for the Solution #3 in clause 7.3.3.1.

7.4.3.2
WLAN Connection & PDU Session Establishment
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Figure 7.4.3.2-1: WLAN Connection and PDU Session establishment

0.
By using the 5G NAS protocol, the TWIF registers with the 5GC and receives a list of allowed S-NSSAIs. Whether the TWIF must be authenticated using 3GPP credentials or may be authenticated using non-3GPP credentials (e.g. a digital certificate) is for SA3 to decide. The TWIF must have a 5G subscription. During the registration with the 5GC, the AMF-1 is allocated as the serving AMF of TWIF.



In addition, during the registration with the 5GC, the AMF-1 may receive from UDM a "default DNN for delegated PDU Sessions" and a "default S-NSSAI for delegated PDU Sessions", which may be used later when the TWIF requests a delegated PDU Session and no DNN or S-NSSAI is explicitly requested. The "default DNN for delegated PDU Sessions" and the "default S-NSSAI for delegated PDU Sessions" may be part of the TWIF subscription, which contains special information that enables the TWIF to initiate delegated PDU Sessions. Alternatively, the TWIF may not have special information in its subscription but, during registration, it may request to initiate delegated PDU Sessions. If this request is accepted by 5GC, a "default DNN for delegated PDU Sessions" and a "default S-NSSAI for delegated PDU Sessions" may be provided to its serving AMF-1, either from UDM or from PCF.

The TWIF may indicate to TWAP (step 0b) the supported PLMN and the allowed S-NSSAIs. This enables the TWAP to be informed about the PLMNs and S-NSSAIs supported by all TWIFs it can interwork with. The TWAP can use this information to advertise (e.g. with ANQP) the PLMNs and the S-NSSAIs with which "5G connectivity without NAS" is supported.
1.
The UE selects a trusted WLAN that supports "5G connectivity without NAS" and a PLMN behind this WLAN as specified in clause 7.3.3.1. Then, it associates with this WLAN and an EAP authentication procedure is initiated. 

The NAI (<user>@realm) provided by the UE in step 1c indicates that the UE wants "5G connectivity without NAS" towards a specific PLMN and (optionally) using a specific network slice (S-NSSAI) in this PLMN. For example, with NAI=<user>@sdD16273.sst03.5gc-nn.mnc123.mcc45.3gppnetwork.org, the UE indicates that it wants "5G connectivity without NAS" (5gc-nn) to the PLMN with MCC=45 and MNC=123, and it wants to use a network slice in this PLMN with Slice/Service Type=03 and Slice Differentiator=D16273. The UE may be pre-configured to use a certain S-NSSAI (e.g. an S-NSSAI supported by its HPLMN), or the UE may discover the S-NSSAIs supported a PLMN, in case the WLAN advertises these S-NSSAIs, as defined in clause 7.6.
2.
The trusted WLAN access point (TWAP) selects a TWIF that supports delegated PDU Sessions with the PLMN and the S-NSSAI (if any) contained in the UE's NAI. The TWAP may be preconfigured to know the PLMN and S-NSSAIs supported by each TWIF, or may receive this information from the TWIF in step 0b.

3.
The TWIF receives a request from the WLAN access network indicating that a UE requests to connect to the WLAN access network. This request includes the Network Access Identifier (NAI) of the UE, which a PLMN identity and may include a requested S-NSSAI, as discussed in step 1.

Editor's note: If and how a requested DNN may also be indicated by the UE is FFS.
4.
The TWIF decides whether a delegated PDU Session for this UE should be established. This delegated PDU Session would create a tunnel between the TWIF and an external DN, which would be used to transfer data packets between the UE and the external DN, via the 5G core network.


The TWIF may establish a delegated PDU Session for every UE that attempts to connect to a WLAN, or only for some UEs. For example, the TWIF may decide to establish a delegated PDU Session only if the NAI of the UE includes a special indication as part of the username (e.g. NAI = delegated!username@realm) or as part of the realm. This indication may be pre-defined in the UE and in the TWIF, or it may be received by TWIF during its 5G registration. Alternatively, the TWIF may decide to establish a delegated PDU Session for the UE, if the request in step 3 includes a DNN and/or an S-NSSAI parameter.


If the TWIF decides not to establish a delegated PDU Session for the UE, then the data traffic of the UE may be carried inside a PDU Session, which multiplexes the traffic of all UEs that have no delegated PDU Sessions. In other words, the TWIF may establish a "delegated" PDU Session for a group of UEs.
5.
After deciding to establish a delegated PDU Session for the UE, the TWIF sends a NAS message to AMF-1 including a PDU Session Establishment Request. This NAS message contains a Request Type = "initial delegated request", indicating that the requested PDU Session is a delegated PDU Session, i.e. a PDU Session that will carry, not the traffic of TWIF, but the traffic of a "non-5G-capable over WLAN" UE that is located "behind" the TWIF.


The NAS message sent by TWIF also contains the NAI of the UE, and this NAI (username@realm) is used to uniquely identify the delegated PDU Session across all delegated PDU Sessions in the 5G PLMN.


The PDU Session ID in the NAS message sent by TWIF may include any suitable value. It may even contain a fixed value (e.g. "255") which is used for all delegated PDU Sessions. Note that, a normal PDU Session is identified by the permanent identity of the UE that requests the PDU Session (the SUPI) and a unique PDU Session ID ranging from 1-15. A delegated PDU Session, however, can be uniquely identified by the NAI of the "Non-5G-capable over WLAN" UE. Therefore, the PDU Session ID is not necessary, assuming that the same UE may have only one delegated PDU Session. Although the PDU Session ID is not necessary, the signaling flow in Fig. 7.4.3.2-1 includes the PDU Session ID in all messages required by Rel-15 specifications.
NOTE 1:
Although this procedure requires the NAI of the UE to be used as a PDU session identifier, this requirement can be relaxed to minimize the 5GC impact. The PDU Session ID could still be used to identify delegated PDU sessions. To increase the number of delegated PDU sessions supported by a single TWIF, the value range of the PDU Session ID could be extended from 1-15 to e.g. 1-255 or 1-65535. Alternatively, the value range of the PDU Session ID could remain the same (1-15) but the TWIF could establish a delegated PDU session for a group of UEs (not only one UE). In this case, the TWIF would need to count the traffic exchanged by each UE and provide this information for charging purposes.

The TWIF may establish normal PDU Sessions for its own use and delegated PDU Sessions for "non-5G-capable over WLAN" UEs. The maximum number of delegated PDU Sessions is not limited by the PDU Session ID (since the PDU Session ID is not used as a unique identifier), but may be limited by the TWIF subscription or by policy configured in the 5G core network.


The PDU Session Establishment Request may include a PDU Type (e.g. IPv4 or IPv6) and an SSC Mode (e.g. SSC Mode 2), if the TWIF is configured with default values for the PDU Type and/or the SSC Mode. These default values however can be overridden by other values provided later by the AAA server (see last message in step 9).

6a.
After the AMF-1 receives the request from TWIF, it confirms that the TWIF is authorized to establish delegated PDU Sessions. This confirmation may be based on subscription information received from UDM during the TWIF registration, or other type of information, such as policy information received from PCF.


If the request from TWIF does not include a DNN and/or an S-NSSAI, the AMF-1 uses the "default DNN for delegated PDU Sessions" and the "default S-NSSAI for delegated PDU Sessions" that were received during the TWIF registration procedure. Based on these DNN and S-NSSAI values, the AMF-1 selects an SMF, as currently specified in TS 23.501 [2].

6b.
The AMF-1 sends a Create Session Management (SM) Context request to the selected SMF. This request contains the NAI of the UE. This NAI indicates to SMF that this is a request for a delegated PDU Session and the UE is identified by the NAI. The SUPI is the permanent identity of the TWIF, which requests the delegated PDU Session.

7.
The SMF registers with the UDM by sending a Nudm_UECM_Registration request, as specified in TS 23.502 [3]. This registration includes the identity of SMF (SMF ID) and indicates to UDM that this SMF holds the SM context of a PDU Session requested by TWIF (SUPI), for a UE identified by NAI, and for a certain DNN. Subsequently, any authorized network function may request from UDM to provide the identity of the SMF that holds the SM context of the delegated PDU Session of the UE (identified by NAI).


The SMF creates the SM context for the delegated PDU Session and sends a response to AMF-1.

8.
The SMF starts a "secondary authentication" procedure, as the one specified in TS 23.502 [3], before the delegated PDU Session is accepted. This authentication is necessary in order to validate the identity of the UE and to decide if this UE is authorized to use a delegated PDU Session with certain DNN and S-NSSAI parameters. It is also necessary in order to derive a Master Session Key (MSK) in the UE and in the AAA server, which can be used to secure the communication over the trusted WLAN air interface (see details below).

9.
The SMF sends a request to the AAA server to authenticate the UE identified by NAI. Optionally, the SMF may select a certain AAA server, which holds the subscription information for the received NAI. This selection may be based e.g. on the realm in NAI. The AAA server is assumed inside the 5GC but it may also be located inside the data network (DN) associated with the DNN. In the latter case, the SMF would communicate with the AAA server in the DN via a UPF (as currently specified in TS 23.502 [3]), so a UPF selection would be required before step 9.


An EAP-based authentication procedure takes place wherein EAP messages are exchanged between the AAA server and the UE. An EAP message originated at the AAA server is encapsulated into an AAA message, which is sent to SMF. Then, the EAP message is encapsulated into a 5GSM message (PDU Session Authentication Command), which is sent to TWIF via AMF-1. Finally, the EAP message is encapsulated into another AAA message, which is sent from TWIF to the WLAN access network (e.g. to the WLAN AP where the user UE is located, or to a centralized AAA client in the WLAN access network). In the opposite direction (from the UE to the AAA server), the same encapsulation mechanisms exist. The TWIF performs interworking between the 5GSM signaling with the SMF and the AAA signaling with the WLAN access network. This interworking enables EAP messages to be exchanged between the UE and the AAA server and to authenticate the UE (or to mutually authenticate the UE and the AAA server) by means of any applicable EAP authentication method. As an example, EAP-AKA messages (see RFC 4187) could be exchanged in order to carry out an EAP-AKA authentication procedure, or EAP-TLS messages (see RFC 5216) could be exchanged in order to carry out an EAP-TLS authentication procedure.


In the final step of a successful authentication procedure, the AAA server sends a AAA Accept message to SMF, which may include, not only the MSK derived during the EAP authentication, but also the PDU Type and/or the SSC Mode that should be used for the delegated PDU Session. If necessary, additional parameters may be provided by the AAA server, such as the DNN and the S-NSSAI (although they are not shown in the figure). All these parameters can be based on the subscription information of the UE, stored in the AAA server. Note that the PDU Type and the S-NSSAI provided by the AAA server override the PDU Type and the S-NSSAI respectively that may be provided by the TWIF in step 5 and sent to SMF in step 6b.

10.
After receiving the AAA Accept message from the AAA server, the SMF requests from PCF to provide the SM policy for the delegated PDU Session, according to the existing procedures in TS 23.502 [3]. The only difference is that the SMF sends to PCF also the NAI to indicate to PCF that this is a delegated PDU Session requested by the TWIF (SUPI) for a specific UE (NAI). In response, the PCF sends to SMF the default QoS, the Aggregated Maximum Bit Rate (AMBR) and other parameters, including PCC rules, which should be applied for the delegated PDU Session.

11.
The SMF selects a UPF and establishes a normal N4 session with the selected UPF.

12.
The SMF sends an N1N2MessageTransfer request to AMF-1, which includes both an N2 SM Information (that should be delivered to the access network - the TWIF in this case) and an N1 SM Container (that should be delivered to the requester of the delegated PDU Session - again the TWIF in this case). The N2 SM Information includes all information required by the access network to reserve the necessary resources for this PDU Session, including the PDU Session ID, the QoS Profiles, etc. In addition, however, it includes the NAI associated with the delegated PDU Session and the MSK derived after the successful authentication. The N1 SM Container includes a 5GSM message (PDU Session Establishment Accept), which contains an EAP-Success message, the QoS Rules, the PDU Type, the SSC Mode, etc.


After receiving the N1N2MessageTransfer request with both the N2 SM Information and the N1 SM Container, the AMF-1 sends a PDU Session Resource Setup request to TWIF (step 12b) in order to reserve the applicable resources for the delegated PDU Session. Note that the TWIF receives both the N2 SM Information and the N1 SM Container because it operates both as a radio access node and as a 5G-capable UE.


After receiving the PDU Session Resource Setup request, the TWIF sends an AAA Accept message to the TWAN (step 12c) that includes the EAP-Success message and the Pairwise Master Key (PMK) derived from MSK, which should be used to protect the data traffic over the WLAN air interface (between the UE and the TWAP). In addition, it includes information that can be used by the TWAP to setup a Layer 2 (L2) or Layer 3 (L3) connection with the TWIF and to send all data traffic of the UE to TWIF via this connection.


After the TWAP receives the AAA Accept message, it forwards the EAP-Success message to the UE (step 12d)

13.
The MSK (which is also created in the UE) is used to derive a Pairwise Master Key (PMK - see IEEE 802.11 [27]) and to secure the WLAN air-interface traffic between the UE and the TWAP.

14.
A L2/L3 connection is established between the trusted WLAN AP and TWIF, which will carry all data traffic of the UE.

15.
The IP address/prefix assigned for the delegated PDU Session is delivered to the UE (e.g. with DHCP).

16.
The TWIF responds to AMF-1 with a PDU Session Resource Setup response, confirming the reservation of the necessary radio access resources for the delegated PDU Session. In turn, the AMF-1 updates the SM context in the SMF for the delegated PDU Session.

17.
Finally, the N4 session with the UPF is updated too, in order to provide to UPF the TWIF address and port (tunnel information) which downlink traffic should be forwarded to.

18.
This completes the establishment of the delegated PDU Session. After this point, all data (user-plane) traffic sent by the UE is forwarded by the trusted WLAN AP to the TWIF via the L2 connection, and from the TWIF is forwarded to the UPF via the established N3 tunnel. This N3 tunnel was established during the delegated PDU Session setup and may be configured (based on the received QoS Rules) with one or more QoS flows. In Fig. 7.4.3.2-1 an example is shown with two QoS flows. In the uplink direction, the TWIF applies the provisioned QoS Rules and determines to which QoS flow to forward an uplink data packet. In the downlink direction, the UPF applies the provisioned Packet Detection Rules and determines to which QoS flow to forward a downlink data packet.

During the above PDU session establishment procedure, the TWIF may be provisioned with rules that indicate which of the UE's data traffic should be locally offloaded (i.e. sent outside the PDU session). As an example, some data traffic may be locally offloaded in order to access services deployed close to the TWIF and which cannot be accessed via the DN.

Editor's note: If and how a delegated PDU Session can be transferred to 3GPP access, is FFS.

7.4.4
Impacts on existing Functions

As specified in clause 7.4.3.2 (see step 5), the PDU Session ID that is provided by TWIF, when it requests a PDU Session for a UE, may take any suitable value. It may even contain a fixed value (e.g. "255") for all the PDU Sessions requested by the TWIF. This means that the PDU Session ID does not uniquely identify a PDU session. Instead, a PDU session is uniquely identified by the NAI of the UE that utilizes the PDU session.

This creates impact on the AMF, SMF and other 5GC network functions, which currently (Rel-15) use the PDU Session ID and the SUPI to uniquely identify PDU sessions.
To avoid this impact, the PDU Session ID could still be used to identify delegated PDU sessions. To increase the number of delegated PDU sessions supported by a single TWIF, the value range of the PDU Session ID could be extended from 1-15 to e.g. 1-255 or 1-65535. Alternatively, the value range of the PDU Session ID could remain the same (1-15) but the TWIF could establish a delegated PDU session for a group of UEs (not only one UE). In this case, the TWIF would need to count the traffic exchanged by each UE and provide this information for charging purposes.
Editor's note: The detailed impact on the 5GC network functions is FFS.
* * * Next Changes * * * 

8.1
Interim Conclusions on Trusted Non-3GPP Access

The following list summarizes the interim conclusions regarding the support of trusted non-3GPP access:

-
The 5GC registration over trusted non-3GPP access (as required by Key Issue #1 in clause 5.3.1) will be based on the procedure specified in clause 7.1.3.3.

-
Over the NWt reference point between the UE and TNGF, the IKEv2/IPsec protocols will be used, as specified in clause 7.1.3.4.2, "Option 1: IKEv2 and IPsec with NULL Encryption". SA WG3 will specify all security details, including whether NULL encryption is sufficient and what type of security protection is generally required for NAS transport and User Plane transport between the UE and the TNGF.
-
[Conclusion to be added after the discussion]
* * * End of Changes * * * 
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