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1
Rationale and Proposal

In the eSBA Study, there is a key issue for enhancing Services Framework. In general, Rel-15 5G System architecture covers Services Framework quite well already.
Following are 5 main steps:

1) Advertisement to NRF (Registration, Update) 
2) Dynamic Discovery with NRF
3) NF/ Service Producer Selection
4) First level of authorization by the NRF to contact the Producer
5) Distributed Routing for unlimited scaling
However there seems some concerns expressed that following are still gaps in the Services Framework

· Selection algorithm may not be uniformly implemented in all NF instances.
· Load balancing, overload control functionality may not be uniformly implemented in the distributed NF instances. 
· Thus, we need a solution to unify the framework type of functionality into a common entity while at the same time ensuring that this can be done without adding additional overhead, and in a secure manner (i.e. to avoid DoS attack from fake service instances).
· Protection of certain Service Producers (e.g. UDM) from signalling storm due to misbehaving NF consumers.
· Proxy / agent to monitor/control signaling flows even when they are encrypted on transport layer (e.g. TLS). 
· Simple probe to probe all kinds of messages without any kind of control
· Control with some gate keeper type functionalities.
Target is to specify some enhancements that preserves the benefits of distributed framework while allowing unification of common functionality (e.g. load balancing, overload control) in a common function.
2
Proposed modification

It is proposed to modify TS 23.742 as follows:

* * * * Start Change * * *.* (ALL NEW TEXT)
6.x
Solution #X: Services Framework enhanced with a Service Agent
6.x.1
Introduction

This solution addresses key issues #3 “Improvements to service framework related aspects” and #5 “SBA backward and forward compatibility”.
In Rel-15, 5G System supports services framework as follows:

Following are 5 main steps involved:

1) Advertisement of NF/NF Service to NRF for Registration and Update. NRF manages the NFs and NF Services
2) Consumer performs Dynamic Discovery of NF Service Producer with the NRF
3) Consumer selects NF/NF Service Producer.
4) First level of authorization of NF Service Consumer by the NRF to contact the NF Service Producer
5) Distributed Routing of service request from NF Service Consumer towards NF Service Producer for unlimited scaling
6.x.2
High-level Description

In this solution, we propose to introduce Service Agent for the Service Producer and Service Consumer. Service Agent may function as follows:

· Case 1: Perform load balancing and serve as Gate Keeper (e.g. signalling storm protection) for the Service Producer instances.
· Case 2: Serve as Gate Keeper (e.g. signalling storm protection) for the Service Producer instances.
Following principles are proposed:
1. Service Producer and Service Consumer may decide whether it exposes Service Instance URI or registers Service Agent URI only for a given Service with the NRF.
2. When Service Consumer performs discovery query, it may either receive:
a. URI of Service Agents only (Case 1) (or)
b. URI of Service Instances (Case 2)
Service Consumer can optionally perform discovery via Service Agent and in this case, Service Agent performs the discovery request with the NRF on behalf of the Service Consumer.
3. Case 1: If Service Consumer/Service Agent of the Service Consumer receive URI of Service Agents, it performs Selection of the right Service Agent and uses the URI of the Service Agent for the target service request; Service Consumer sends the Service Request message to the selected Producer Service Agent and the Service Agent performs load balancing and forwards the request towards the selected Producer Service instance.
4. Case 2: If Consumer receive URI of Service Instance, it performs Selection of the right Service Instance and uses the URI of the service instance for the target service request. 
5. No additional API needed between NRF and Service Agent. From Services and NRF perspective, it works as though there is direct communication between services and direct communication with NRF.
6. Service Agent can either be standalone or collocated with the Service.
The following figure illustrates the two architectural (deployment) options:
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Figure 6.x.2-1 Service Framework with a Service Agent
NOTE:

Following figure illustrates that a cardinality mapping between Service and Service Agent could be m:n:
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Figure 6.x.2-2 Service Framework with a Service Agent
In the above figure, Service Agent-P refers to Producer Service Instances and Service Agent-C refers to Consumer Service Instances.
This architecture implies that trust relationships need to be established:

1) Trust between the Service Instance and the Service Agent (both in the Producer and Consumer side)

2) Service Agent of the Service Producer does the verification of the access token (and not the Service Producer anymore as in rel-15).
3) The NRF needs to authorize the consumer to obtain services from any of the Service Producer instance served by the Service Agent (i.e. the access token should not point to a specific Service Producer instance as in rel-15).
6.X.3
Illustrated Procedures


Following call flow illustrates how a Service Consumer discovers a Service Producer and requests for a service via Service Agent (Case 1):
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 Figure 6.x.3-1 Call flow for Case 1: Two Step Selection Method
1) The NF Service consumer requests discovery of the NF Service producer by invoking a Discovery Request API (e.g. providing service specific parameters such as MCC, MNC, Routing ID, Group ID etc for UDM selection) on its Service Agent interface with its associated Service Agent (Consumer Service Agent).

2) The Service Agent forwards the request to the NRF over a mutually authenticated secure connection.

3) The NRF authorizes the NF Service Consumer, determines the appropriate NF Producer Instance(s) or NF Producer Service Instance(s) and provides information of their associated Service Agents to the Service Consumer in the discovery response message.

4) The NF Service Consumer selects an appropriate Producer Service Agent from the list provided by the NRF considering service specific parameters (e.g. TAI, S-NSSAI, locality, priority etc). This is the first step in the selection process.

5) The NF Service Consumer obtains Access token from NRF via its associated Consumer Service Agent. The Access token will enable the Service Consumer to obtain service from any of the Service Producers associated with the selected Producer Service Agent.

6) The NF Service consumer requests service from the NF Service producer by invoking an API on its Service Agent interface with the selected Producer Service Agent. The NF Service Consumer includes the access token in this API. The request is made over a mutually authenticated secure connection.

7) The receiving Service Agent verifies the token in one of the following ways:

· Request the NRF to verify the token. The NRF verifies the token and responds back to the Service Agent.

· The Service Agent verifies the integrity of the token on its own. If integrity check is successful, the Service Agent next verifies the claims in the token.

8) If the authorization check is successful, the Service Agent selects a target Producer NF Instance or NF Service Instance, and forwards the API Request to the selected NF Service Producer.

9) The NF Service Producer provides the requested service to the NF Service Consumer.

From this point onwards, the Service Agent of the NF Service producer is involved in routing of the messages between the two NFs.

Following call flow illustrates how a Service Consumer discovers a Service Producer and requests for a service via Service Agent (Case 2):
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Figure 6.x.3-2 Call flow for Case 2: One Step Selection Method
The same call flow steps as for figure 6.x.3-1 applies with the following differences:

1) Step 4 – Service Consumer selects the Service Producer Instance directly.

2) Step 8 – Service Agent of the Service Producer routes the Service Request message directly to the Service Producer Instance (i.e. no selection needed).
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Figure 6.x.3-3 Call flow for Case 1: One Step Selection Method – Roaming Scenario
The same call flow steps as for figure 6.x.3-1 applies with the following differences:

1) Requests between Services/Service Agents in the VPLMN and HPLMN are transmitted via V-SEPP and H-SEPP.
6.X.4
Impacts on existing NFs, NF services and interfaces

Editor's note:
This clause describes impacts to existing services and interfaces.

6.X.5
Evaluation

Editor's note:
This clause provides an evaluation of the solution.

* * * * End Change * * *.*
3GPP
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