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1
Discussion

Change 1:

Solution 13 has the following editor’s note:
Editor's note:
Whether SCEF is collocated with the NEF or other network functions that may terminate T8 APIs is FFS. For example, solutions to other Key Issues may allow other network functions to expose APIs to the SCS/AS.

However, at SA2 127-BIS, the following architecture principle for TS 23.724 was agreed:

-
External exposure of network capabilities towards SCS/AS or AF is supported via NEF.
Thus, the above editor’s note may be deleted.

Change 2:
This p-CR fills in the evaluation section of Solution 13.

Change 3:

Solution 14 has the following editor’s note:

Editor's note:
In terms of the CAPIF, the architecture and solutions are FFS.

As described in solution 13, the SCEF+NEF node can be viewed as a single node from the CAPIF perspective.  Thus, the editor’s note can be deleted and the following sentence can be added to the solution. “In terms of the CAPIF, the SCEF+NEF should be viewed as a single node.”

Also, TS 23.501 already adopts the support for CAPIF as specified in clause 6.2.5.1: 

“When an NEF is used for external exposure, the CAPIF may be supported. When CAPIF is supported, an NEF that is used for external exposure supports the CAPIF API provider domain functions. The CAPIF and associated API provider domain functions are specified in TS 23.222 [64].” 

So if the CAPIF function is supported, the NEF/SCEF supports the CAPIF API provider domain functions i.e. API exposing function (CAPIF-3), API publishing function (CAPIF-4), API management function (CAPIF-5); The AF (SCS/AS) supports API invoker function.

In compliance with 23.501, the following figure shows the proposed architecture when the CAPIF function is supported. The CAPIF is responsible to inform the AF of the services (including APISupportCapability service) provided by the network exposure function. Later, the AF obtains the availability/the expected level of support of a given service when the UE changes between EPC and 5GC via APISupportCapability service. 
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Figure 1: CAPIF supported Architecture

Change 4:

Solution 14 has the following editor’s note:

Editor's note:
It is FFS if there are interactions that do not require interaction with HSS/UDM.

The note is somewhat misleading the sense that the SCEF+NEF clearly interacts with nodes other than the HSS/UDM. The authors of this paper believe that the point of the note was to make sure that the figure below the note does not mislead the reader into thinking that all interaction between the SCEF+NEF and AMF or MME goes through the UDM+HSS. Thus, this p-CR proposes to remove the EN and update the text in the note above it to clarify this point.
Also one optimization on how to reduce the signaling interaction between the SCEF+NEF with HSS/UDM is further clarified. 

Change 5:
This p-CR fills in the evaluation section of Solution 13.

Change 6:
This p-CR fills adds the overall evaluation and conclusion sections for Key Issue #9.

2
Proposal

This contribution proposes to implement the following updates to TR 23.724 v 0.4.0.
* * * Start of Change 1 * * *
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* * * Start of Change 2 * * *

6.13
Solution 13: SCEF+NEF Node

6.13.1
Introduction

This clause presents a solution for Key Issue 9 - Support of common north-bound APIs for EPC-5GC Interworking.

The following principles apply to this solution:

-
As a general architecture principle, the 3GPP network topology should be hidden from the AF (corresponding to SCS/AS in EPS); thus, we should avoid a situation where the AF needs to be aware of whether the UE is served by EPC or 5GC. The AF should not have to change the network node that it contacts when a UE moves between 5G and EPC.
-
Configuration of common services that are supported by EPC and 5GC should not be dependent on whether the UE is attached to 5GC or EPC, thus the APIs that are used by the AF or SCS/AS to access a given service should not depend on whether the UE is attached to EPC or 5GC. Using 3rd party APIs an AF however maybe able to find the access technology the UE is currently connected. Consequently an AF can access the available 3rd party services with the expected level of support available under that technology.

-
If the availability or expected level of support of a service API associated with a UE changes, for example due do to a mobility between 5GC and EPC, the AF or SCS/AS can be made aware of the change. Note that the same principle already applies in EPC where the SCEF is notified if the UE switches to being served by an MME that does not support a configured monitoring event.
-
For a given UE, the node that the AF or SCS/AS contacts for some services is configured in the network. The same is already true in EPC. For example, with respect to NIDD, the SCEF ID associated with the UE for a NIDD PDN Connection is provided to the MME by the HSS during T6a connection establishment. For other features (e.g. Device Triggering, Group Message Delivery MBMS, and NIDD) TS 23.682 [6] recommends that the SCS/AS may determine the IP address(es)/port(s) of the SCEF associated with a UE by performing a DNS query using the External Identifier or using a locally configured SCEF identifier.

-
A UE can be associated with different exposure nodes for each service. The same is already true in EPC. For example, one SCEF might be used for monitoring, another SCEF instance might be used for NIDD to one APN, and yet another SCEF instance might be used for NIDD to another APN.

6.13.2
Functional Description

When a UE is capable of switching between EPC and 5GC, it shall only be associated with combined SCEF+NEF node(s) for Service Capability Exposure. The SCEF+NEF hides the underlying network topology from the AF (i.e. SCS/AS) and hides whether the UE is served by 5GC or EPC. Figure 6.13.2-1 shows the SCEF+NEF architecture.
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Figure 6.13.2‑1: Architecture view of the SCEF+NEF node

Interaction between the SCEF and NEF within the combined SCEF+NEF may be required. For example, when the SCEF+NEF supports monitoring APIs, the SCEF may need to share context/state information about a UE's configured monitoring events with the NEF when the UE moves from EPC to 5G. This interaction between the SCEF and NEF shall not be standardized.

If a configured service becomes unavailable or its level of support changes because of change of access network for a UE, the SCEF+NEF will notify the SCS/AS. A configured service may become unavailable because the UE is now being served by a node (e.g. MME) or NF (e.g. AMF) that does not support the configured service.

If the service exposure function that is associated with a given service for a UE is configured in the UE's subscription information, then an SCEF+NEF identity shall be used to identify the exposure function. For example, if a UE is capable of roaming between EPC and 5GC, then the SCEF ID that is associated with any of the UE's APN configurations should point to an SCEF+NEF node.


In EPC, the SCEF is part of the HPLMN. This solution assumes that an NEF or SCEF+NEF that exposes API's to 3rd party AFs (i.e. SCS/AS) is part of the HPLMN.

6.13.3
Support of EPC interworking

As noted above, interaction between the SCEF and NEF in the SCEF+NEF need not be standardized.

Consistent with existing EPS-5GS interworking scenarios in TS 23.501 [5], the subscriber data base is managed by a combined HSS+UDM node. Thus, SCEF+NEF implementations need not perform the same procedures with the HSS+UDM twice. For example, monitoring events only need to be configured by the SCEF+NEF one time, by using either EPC or 5GC procedures. In other words, when a monitoring event has been configured by the SCEF procedures towards the HSS, the NEF need not repeat the same monitoring event configuration towards the UDM, and vice versa. Whether the SCEF+NEF uses SCEF or NEF procedures for monitoring event configuration is an implementation decision.

6.13.4
Procedures

Refer to 6.14.4 for procedures that show how the SCS/AS or AF subscribes and unsubscribes to the SCEF+NEF to be notified of service changes when a UE’s serving CN Type changes, how the SCEF+NEF notifies the SCS/AS or AF of service changes when a UE’s serving CN Type changes, and how the SCS/AS or AF queries the SCEF+NEF of supporting service.


6.13.5
Impacts on existing entities and interfaces

In terms of the CAPIF, the SCEF+NEF should be viewed as a single node.

The API interface that is exposed by the SCEF+NEF interface is an N33 / Nnef interface that supports the T8 APIs.

6.13.6
Evaluation

The solution shows how the API termination point(s) associated with the UE can remain consistent even when the UE switches between EPC and 5GC.
If the level of support of a given service changes (e.g. due to the UE’s mobility between EPC and 5GC), the SCEF+NEF will notify the SCS/AS.
Since the solution continues the EPC assumption that the exposure function(s) that serve a UE will not change, there is no need to provide a way for the AF to detect API termination point changes and there is no need to specifty how the exposure functions to exchange UE context.
* * * Start of Change 3 * * *

6.14
Solution 14: APISupportCapability service
6.14.1
Introduction

This clause presents a solution for Key Issue 9 - Support of common north-bound APIs for EPC-5GC Interworking, in particular it addresses the issue of how the AF becomes aware of the availability/the expected level of a given service when the UE changes between EPC and 5GC.

This solution assumes that the combined SCEF+NEF node provides a newly defined service called APISupportCapability. This service relies on a new Event Id and a new Query service provided by HSS+UDM. The SCEF+NEF node subscribes to this Event Id or consumes this Query service in order to retrieve the CN Type (e.g., 5GC or EPC or 5GC/EPC or None) that is most recently served the UE. With this CN Type information, the APISupportCapability service determines the availability or expected level of support of common north-bound APIs, this can be further informed to the north-bound applications via a response to the request of the applications or via a notification to the subscription of the applications.


6.14.2
Functional Description

When the IoT UE is capable of moving between 5GC and EPC, the UE shall be associated with a combined HSS+UDM node and a combined SCEF+NEF node for Service Capability Exposure. The SCEF+NEF hides the underlying network topology from the AF (i.e. SCS/AS) and whether the UE is served by 5GC or EPC. The HSS+UDM supports a new CN Type Change Event Id or CN Type Query. Figure 6.14.2-1 shows the proposed architecture when CAPIF function is not supported for the solution. Figure 6.14.2-2 shows the proposed architecture when CAPIF function is supported for the solution.
NOTE:
The purpose of Figure 6.14.2-1/6.14.2-2 is to simply show the interaction between the AMF, MME, HSS+UDM, and SCEF+NEF with respect to CN Type queries, CN Type Change subscriptions, and CN Type Change notifications; although not shown in the figure, the SCEF+NEF interacts directly with the AMF and MME in other procedures which are not related to this solution.

If the Service Capability Exposure that is associated with a given service for a UE is configured in the UE's subscription information, then an SCEF+NEF identity shall be used to identify the exposure function. For example, if a UE is capable of roaming between EPC and 5GC, then the SCEF ID associated with any of the UE's APN configurations should point to an SCEF+NEF node, if the SCEF ID is stored in the UE’s subscription.
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Figure 6.14.2‑1: Combined NEF+SCEF NF without CAPIF support
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Figure 6.14.2‑2: Combined NEF+SCEF NF with CAPIF support
Interactions between the SCEF and NEF within the combined SCEF+NEF node is not required to be standardized. 
In case of architecture without CAPIF support, the AF is locally configured with the API termination points for each service. In case of architecture with CAPIF support, the AF obtains the service API information from the CAPIF core function via the Availability of service APIs event notification or Service Discover Response as specified in TS 23.222 [xx].

For each UE, a service API may become unavailable because the UE is being served by a node (e.g. MME) or NF (e.g. AMF) even if the service is exposed by SCEF+NEF. 

If a service API provided by SCEF+NEF becomes unavailable or its level of support changes because of the change of CN Type serving the UE, the SCEF+NEF node may inform the change to the related AF per the AF’s subscription to the API supported Change event.
HSS+UDM supports CN Type Change Event Id. When the HSS+UDM detects that the UE switches between being served by a MME and an AMF, the CN Type Change Event is triggered. HSS+UDM supports CN Type Query. When the UE or all members of a UE Group are being served by a MME, EPC is determined as CN type. When the UE or all members of a UE Group are being served by an AMF, 5GC is determined as CN type. When the UE is operating in dual registration mode, i.e., the UE is registering both in EPC and 5GC, or some members of a UE Group are registering in EPC while some members are registering in 5GC, 5GC/EPC is determined as CN type.

SCEF+NEF supports APISupportCapability service, which will be configured on AF without CAPIF support or discovered by AF with CAPIF support. This service consists of Subscribe/Unsubscribe/Notification/Get service operations. 
SCEF+NEF determines the CN Type locally in the following conditions:

-
The Freshness Timer of last query request is not expired. The Freshness Timer is a parameter that is configured based on local SCEF policy. When an APISupportCapability_Query Request is received, the SCEF checks if it recently retrieved the CN Type for the indicated UE ID or External Group ID. If the elapsed time since the last retrieval of the CN Type for the indicated UE ID or External Group ID is less than the Freshness Timer, then the SCEF may respond to the AF with the CN Type that was last retrieved, thus avoiding repeated HSS+UDM requests.
-
The SCEF+NEF has established a direct connection with MME or AMF or SMF for Non-IP data transfer.

Otherwise, SCEF+NEF gets the CN Type serving the UE from HSS+UDM. With the CN Type information, the SCEF+NEF can determine the availability or expected level of support of a given service. The third party applications will be informed of such information.
For the subscription to APISupportCapability service, the subscription may include the duration of subscription. If the duration of subscription is expired, the SCEF deletes the subscription to the APISupportCapability service without any explicit signaling interaction. For the CN type Change event subscription, the subscription may include the duration of subscription. If the duration of subscription is expired, the related NF locally unsubscribe the CN type change event without any explicit signaling interaction.
6.14.3
Support of EPC interworking

Consistent with existing EPS-5GS interworking scenarios in TS 23.501 [5] and TS 23.502 [7].

6.14.4
Procedures

6.14.4.1
Subscribe and Notify service operations information flow
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Figure 6.14.4.1‑1: APISupportCapability_Subscribe and Notify operations

1.
The AF subscribes to APISupportCapability service for a UE or a group of UEs by sending APISupportCapability_Subscribe (UE ID or External Group ID, callback URI, Duration of Reporting) message to the SCEF+NEF node.

The callback URI parameter is optional and is used in step 8a if provided. 

The Duration of Reporting is optional and is used to indicate when the subscription is invalid.
2.
If the SCEF+NEF has not established connection with MME/AMF/SMF for Non-IP data transfer, the SCEF+NEF subscribes the CN Type Change event to HSS+UDM by sending Event Subscribe or Monitoring Request (CN Type Change, UE ID or External Group ID, Duration of Reporting) message. Otherwise, Step 2 ~ Step 6 are omitted, the SCEF+NEF determines the CN type based on the active type of connection for Non-IP data transfer.

If Monitoring Request is used, it shall include Reference ID as a parameter. If Duration of Reporting is received at Step 1, it shall include Duration of Reporting as a parameter.
3.
HSS+UDM stores the CN Type Change Event subscription for the UE or a group of UEs indicated in step 2.

4.
UE changes between being served between EPC and 5GC. If UE changes to EPC from 5GC, the AMF will invoke Nudm_UECM_Deregistration service operation to HSS+UDM, the MME will send Update Location Request message to HSS+UDM. If UE changes to 5GC, the AMF will invoke Nudm_UECM_Registration service operation to HSS+UDM.

5.
Upon reception of the messages at step 4, the HSS+UDM will detect that the UE is switching between EPC and 5GC. If the UE or the group the UE belongs to is indicated in the CN Type Change Event subscription at step 3, then the HSS+UDM determines the CN Type that is serving or going to serve the UE or the group. If the UE is operating in dual registration mode, the HSS+UDM determines the 5GC/ECP as CN Type. If some members of the group are registering in EPC while some members are registering in 5GC, the HSS+UDM determines the 5GC/ECP as CN Type.

6.
The HSS+UDM informs SCEF+NEF of the CN Type information by sending Event Notify or Monitoring Response or Indication (CN Type, UE ID or External Group ID).

The CN Type denotes the 5GC or EPC or 5GC/EPC serving the UE or the group.


If Monitoring Response or Indication is used, it shall include Reference ID indicated in step 2.

7.
According to the CN Type received and local configuration, the SCEF+NEF node determines the availability or expected level of support of common north-bound APIs for the UE or the group.

8.
SCEF+NEF inform AF of the availability or expected level of support of common north-bound APIs for the UE or the group by sending APISupportCapability_Notify (API Indication, UE ID or External Group ID) message.


API Indication can either be the list of available north-bound API or the list of pair (north-bound API, status). The status indicate whether the north-bound API is available or unavailable.
8a.
[Conditional] If callback URI is provided at step 1, then SCEF+NEF will send the APISupportCapability_Notify (API Indication, UE ID or External Group ID) message to the node addressed by callback URI.

9.
Upon reception of the messages at step 8, the AF obtains and stores the availability or expected level of support of a given service for the UE or the group. If required later, the AF can select the valid north-bound API based on availability or expected level of support of a given service for the UE or the group.
6.14.4.2
Unsubscribe service operation information flow
If the AF invokes APISupportCapability_Subscribe service to SCEF+NEF node with the Duration of Reporting parameter, the subscription on the SCEF+NEF and HSS+UDM are implicitly unsubscribed if the Duration of Reporting expires, i.e. the explicit unsubscribe service operation is not needed. 

In case the explicit unsubscribe operation is needed, the information flow is as following:
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Figure 6.14.4.2‑1: APISupportCapability_Unsubscribe operations

1.
The AF unsubscribes to APISupportCapability service for a UE or a group of UEs by sending APISupportCapability_Unsubscribe Request(UE ID or External Group ID) message to the SCEF+NEF node.
2.
The SCEF+NEF unsubscribes the CN Type Change event from HSS+UDM by sending Event Unsubscribe or Monitoring Request (CN Type Change, UE ID or External Group ID) message.


If Monitoring Request is used, it shall include the Reference ID for Deletion.

3.
HSS+UDM deletes the CN Type Change Event subscription for the UE or a group of UEs indicated in step 2.

4.
HSS+UDM responses to the SCEF+NEF by sending Event Unsubscribe Response or Monitoring Response or Indication (result indication) message to SCEF+NEF.

5.
If result indication indicates the operation is successful, the SCEF+NEF deletes the APISupportCapability subscription.

6.
.SCEF+NEF acknowledges the operation result by sending APISupportCapability_Unsubscribe Response (Result Indication) to AF.
6.14.4.3
Query service operation information flow
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Figure 6.14.4.3‑1: APISupportCapability_Query operation

1.
The AF requests the availability or expected level of support of a service API for a UE or a group of UEs from SCEF+NEF by sending APISupportCapability_Query Request (UE ID or External Group ID) message to the SCEF+NEF node.

2.
If the Freshness Timer of last query is not expired, the SCEF+NEF determines the CN type locally, Step 2 ~ Step 4 are omitted. Otherwise, the SCEF+NEF gets the CN Type serving the UE or the group from UDM+HSS by sending Nudm_UE ContextManagement_Get Request (CN Type, UE ID or External Group ID) message.

CN Type indicates that this request is for the serving CN Type of the indicated UE or group.

3.
Upon reception of the request at step 3, the HSS+UDM determines the CN Type that is serving the UE or the group based on the registered MME or AMF.

4.
The HSS+UDM informs SCEF+NEF of the CN Type by sending Nudm_UE ContextManagement_Get Response (CN Type, Freshness Timer) message. The Freshness Timer is set per operator’s policy, e.g. based on the statistics of UE activity.
5.
According to the CN Type received and local configuration, the SCEF+NEF node determines the availability or expected level of support of common north-bound APIs for the UE or the group.

6.
SCEF+NEF inform AF of the availability or expected level of support of common north-bound APIs for the UE or the group by sending APISupportCapability_Query Response (API Indication) message.


API Indication can either be the list of available north-bound API or the list of pair (north-bound API, status). The status indicate whether the north-bound API is available or unavailable.
7.
Upon reception of the messages at step 7, the AF obtains the availability or expected level of support of a given service for the UE or the group. If required, the AF can select the valid north-bound API based on availability or expected level of support of a given service for the UE or the group.
6.14.5
Impacts on existing entities and interfaces
Enhancements on HSS+UDM include the following:

-
CN Type Change Event, it should provide the subscription and notification for CN Type Change Event Id to SCEF+NEF;

-
CN Type Information Retrieval, it should support the query request for CN Type from SCEF+NEF;
Enhancements on SCEF+NEF include the following:

-
APISupportCapability service, it supports informing AF of the availability or expected level of support of a given service via a response to the request of the applications or via a notification to the subscription of the applications.
-
CN Type Change Event Subscribe/Notify, it should support the subscription to CN Type Change Event to HSS+UDM and receive the notification for CN Type Change Event from HSS+UDM.
-
CN Type Information Retrieval, it should support the request for CN Type from HSS+UDM.

Enhancements on AF include the following:

-
APISupportCapability service, it supports obtainment of the availability or expected level of support of a given service by requesting or subscribing to the SCEF+NEF via APISupportCapability service.
The API interface that is exposed by the SCEF+NEF interface is an N33 / Nnef interface that supports the T8 APIs.
In terms of the CAPIF, the SCEF+NEF should be viewed as a single node.
6.14.6
Evaluation

The solution describes how, if the level of support of a given service changes (e.g. due to the UE’s movement between EPC and 5GC), the SCEF+NEF will notify the SCS/AS.


* * * Start of Change 4 * * *

7.9
Key Issue 9: Support of common north-bound APIs for EPC-5GC Interworking

Key Issue 9 has 2 solutions.

Solution 13 introduces the combined SCEF+NEF node. By using a combined node, the solution shows how the API termination point(s) associated with the UE can remain consistent even when the UE switches between EPC and 5GC. Since the solution continues the EPC principle that the exposure function(s) related to a UE will not change, there is no need to provide a way for the AF to detect API termination point changes and there is no need for exposure functions to exchange UE context. Solution 1 also points out that if the level of support of a given service changes (e.g. due to the UE’s movement between EPC and 5GC), the SCEF+NEF will notify the SCS/AS.

Solution 14 builds on solution 13 by showing, in more detail, if the level of support of a given service changes (e.g. due to the UE’s movement between EPC and 5GC), the SCEF+NEF notifies the SCS/AS. 
* * * Start of Change 5 * * *

8.9
Key Issue 9: Support of common north-bound APIs for EPC-5GC Interworking
For the Key Issue 9 " Support of common north-bound APIs for EPC-5GC Interworking”, it is concluded that, when a UE is capable of switching between EPC and 5GC, it shall only be associated with combined SCEF+NEF node(s) for Service Capability Exposure. It is recommended that the principles of Solution 13 be used for normative work. 
* * * End of Changes * * *
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