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Abstract of the contribution: This pCR proposes to update solution #4 with regards to security aspects.
Discussion
 As stated in Nokia S2-186579, the EPC network, when receiving the Attach Request from the UE in limited service state, does not authenticate the UE i.e. the UE is handled by the EPC as an unauthenticated UE. 
This is because, as stated in TS 22.101, the feature is completely under the local operator’s control (hence no access to the HSS for roaming UEs), and because the UE context in the EPC is not valid and cannot be reused. This is also in line with the SA1 LS S1-180602, which states: “SA1 sees that RLOS can be considered a new “state” that a UE can be put in by the network once attached – the UE has not been mutually authenticated and can therefore only successfully access RLOS service or to make emergency calls.”
Therefore, the following editor’s note can be removed.
Editor's note:
It is FFS whether, instead or in addition to skipping the authentication and security setup, the MME may also proceed with authentication, waiting for an authentication/authorization failure before continuing the attach procedure.
During the discussion, it was agreed that if the UE sends an Attach request with RLOS indication:
If the UE is not in limited service state, it shall not initiate an Attach procedure with RLOS indication.

If the UE in limited service state initiates an Attach procedure with RLOS indication, and
-     If the MME already has valid credentials for the UE, the MME uses the existing credentials and consider the UE as authenticated for RLOS.

-     If the MME does not have valid credentials for the UE and if the UE IMSI (retrieved by the MME) corresponds to the PLMN of the MME, then the MME shall proceed the attach procedure to retrieve the security information from the HSS which shall attempt to authenticate the UE. Whatever the authentication outcome, the MME shall proceed with the RLOS attach procedure: it establishes a default PDN connection to a specific RLOS APN as part of the Attach procedure, and accept the RLOS Attach request.
NOTE: whether authentication for EPC access for roaming UEs in limited state may be performed based on the presence of specific roaming agreements is to be stated in the conclusions in clause 9.
-     Otherwise, the MME shall skip the authentication, establish a default PDN connection to a specific RLOS APN as part of the Attach procedure and accept the RLOS Attach request.
Proposal

It is proposed to update TS 23.715 as follows.
FIRST CHANGE
7.4
Solution #4: EPC solution using dedicated RLOS-APN

7.4.1
Functional Description

During the attach procedure:

-
If the UE is not attached to the network and detects that the user is requesting RLOS, then the UE shall check whether the PLMN is advertising its support of RLOS to all UEs. If the PLMN does not advertise its support of RLOS, the UE shall block the origination attempt (according to TS 22.101 [2] clause 34.2). If the PLMN advertises its support of RLOS, the UE shall indicate in the Attach Request that the attachment is for RLOS. 
If the UE is not in limited service state, it shall not initiate an Attach procedure with RLOS indication. 
If the UE in limited service state initiates an Attach procedure with RLOS indication, and 

-     If the MME already has valid credentials for the UE, the MME uses the existing credentials and consider the UE as authenticated for RLOS.

-     If the MME does not have valid credentials for the UE and if the UE IMSI (retrieved by the MME) corresponds to the PLMN of the MME, then the MME shall proceed the attach procedure to retrieve the security information from the HSS which shall attempt to authenticate the UE. Whatever the authentication result, the MME shall proceed with the RLOS attach procedure: it establishes a default PDN connection to a specific RLOS APN as part of the Attach procedure, and accept the RLOS Attach request.
NOTE: whether authentication for EPC access for roaming UEs in limited state may be performed based on the presence of specific roaming agreements is to be stated in the conclusions in clause 9.
-     Otherwise, the MME shall skip the authentication, establish a default PDN connection to a specific RLOS APN as part of the Attach procedure and accept the RLOS Attach request.
Session Management:

-
The solution assumes that a specific RLOS-APN, unique for the PLMN and configured in the MME, is used.

-
During attach, based on the presence of the RLOS indication in the NAS Attach Request, the MME may either select a specific RLOS PGW in the same PLMN, preconfigured in the MME RLOS Configuration Data or a dynamically allocated PGW in the same PLMN, based on a specific RLOS-APN.
-
During PDN connection establishment, MME send RLOS APN to the SGW and the PGW. The PCRF derives that the PDN connection is for RLOS via the RLOS-APN.

-
For IMS RLOS sessions, the PCRF may establish dedicated bearers.

-
Because at the end of RLOS session, the UE should be detached, any of the following procedures triggers a UE Detach procedure:

-
PDN GW initiated bearer deactivation, as described in clause 5.4.4.1;

-
UE initiated Detach procedure as described in clause 5.3.8.2.1.

Idle mode mobility and handovers:
-
During idle mobility involving MME change, as in emergency service, if the UE's IMSI is unauthenticated, the unauthenticated IMSI indication will be sent from the old/source MME to the new/target MME, and if the UE does not have a USIM, IMSI will not be included in Context Response as specified in TS 23.401 [5] clause 5.3.1.

-
During handover involving MME change, as in emergency service, if the UE is RLOS attached and the UE does not have a USIM, IMSI cannot be included in the MME UE context in Forward Relocation Request message, and if the IMSI has not been authenticated previously, then the IMSI shall be marked as unauthenticated as specified in TS 23.401 [5] clause 5.5.1.2.

-
No additional impact is expected.

Charging:

-
Charging of RLOS PDN connections can be performed by OFCS and OCS as for regular PDN connections. The rating group provided by PCRF should just be a RLOS specific rating group. No changes are needed as the APN is known by the PCRF.

Location procedures:

-
Location services are not invoked.

7.4.2
Procedures

7.4.2.1
Attach procedure
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Figure 7.4.2.1-1: Attach procedure

Attach procedure from Figure 5.3.2.1-1 applies, except for the following aspects:

1.
If the UE has detected that the user is requesting RLOS, the UE shall check whether the PLMN is advertising its support of RLOS to all UEs. If the PLMN does not advertise its support of RLOS, the UE shall block the origination attempt (according to TS 22.101 [2] clause 34.2). If the PLMN announces its support of RLOS, the UE proceeds to attach by sending an Attach Request in which it indicates that the attachment is for RLOS (via e.g. Attach Type and/or Request Type) and it provides its IMSI (or its IMEI if the UE has no IMSI). The UE shall not identify itself with a temporary identity.

5a.
If the MME is configured to support RLOS for unauthenticated IMSIs and the UE has indicated that the attach request is for RLOS (via e.g. Attach Type "RLOS"), the MME shall behave as described in clause 7.4.1.

5b.
This step may be performed based on operator's policy.

8.
For an RLOS Attach, the MME shall not send an Update Location Request to the HSS. However, when required as described in clause 7.4.1, the MME may retrieve security information from the HSS.

11.
For an RLOS Attach, the MME shall not check for access restrictions, regional restrictions or subscription restrictions (e.g. CSG restrictions) and shall continue with the Attach procedure.

12.
For an RLOS Attach, the MME applies the parameters from MME RLOS Configuration Data for the RLOS bearer establishment performed in this step and any potentially stored IMSI related subscription data are ignored by the MME. For initial RLOS Attach, the MME selects either a specific RLOS PGW in the same PLMN, preconfigured in the MME RLOS Configuration Data, or a dynamically allocated PGW in the same PLMN, based on a specific RLOS-APN. For RLOS attached UEs, IMSI is included if available and, if the IMSI has not been authenticated, then the IMSI shall be marked as unauthenticated. The RLOS characteristics of the default PDN connection (i.e. APN-AMBR, MBR, ARP) are pre-configured in the MME.
13.
For RLOS attached UEs, IMSI is included if available and if the IMSI has not been authenticated then the IMSI shall be marked as unauthenticated.

14.
The PDN‑GW and the PCRF determines that RLOS are requested based on the RLOS APN received in Create Session Request message. For RLOS attached UEs which are unauthenticated, the PDN GW provides the IMEI as the UE Identity instead of IMSI, to the PCRF. If the PCC is configured to support RLOS and if dynamic PCC is deployed, the PCRF, based on the RLOS APN, sets the ARP of the PCC rules to a value that is reserved for RLOS and the authorization of dynamic PCC rules. If dynamic PCC is not deployed, the PDN GW uses the ARP of the default RLOS EPS bearer for any potentially initiated dedicated RLOS EPS bearer. 
17.
The new MME sends an Attach Accept with RLOS indication. For an RLOS attached UE, i.e. for UEs that have only RLOS EPS bearers established, there is no AS security context information included in the S1 control messages and there is no NAS level security when the UE has not been authenticated. The RLOS Service Support indicator informs the UE that RLOS bearer services are supported, i.e. the UE is allowed to request PDN connectivity for RLOS.

18.
Manual CSG selection is not supported when an RLOS has been initiated.

25.
For an UE in limited service state, if the UE has indicated that the request of for RLOS (via e.g. Request Type set to "RLOS"), the MME shall not send any Notify Request to an HSS.

7.4.2.2
UE-initiated Detach procedure

UE-initiated Detach procedure from Figure 5.3.8.2-1 applies, except for the following aspects:

Step 1: Security procedures that may be invoked if the NAS message is used to establish the S1 connection are not performed in the case of RLOS attached UEs that were not successfully authenticated.

7.4.2.3
MME-initiated Detach procedure

MME-initiated Detach procedure from Figure 5.3.8.3-1 applies, except for the following aspects:

Step 1: For RLOS attached UEs, MME initiated implicit detach procedures are based on an inactivity timeout specific to RLOS.

7.4.2.4
S1-based handover procedure

S1-based handover procedure from Figure 5.5.1.2.2-1 applies, except for the following aspects:

Step 3:
For RLOS attached UEs, if the IMSI has not been authenticated, then the IMSI shall be marked as unauthenticated. Also, in this case, security parameters are included only if available.

7.4.2.5
UE requested PDN connectivity

An RLOS attached UE shall not initiate any PDN Connectivity Request procedure.
If the MME receives a PDN Connectivity Request from an RLOS attached UE, the MME shall reject this request.

7.4.3
Impact on existing entities and interfaces


UE:
-
The UE shall check whether the PLMN is advertising its support of RLOS before requesting RLOS attach.
-
When requesting RLOS, the UE shall verify that it is in limited service state. If the verification is successful, the UE shall include an RLOS indication in the Attach Request.

MME:

-
The MME shall be configured with RLOS APN and associated RLOS implicit detach timer (and potentially with pre-configured PGW(s)).

-
The MME shall behave as described in clause 7.4.1.
PDN GW and PCRF:

-
No impact. Only existing configuration.

END OF CHANGES
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