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Background:
TR 23.715 v0.5.0. indicates in key issue EPC-7 that security is an aspect that needs to be considered by this TR. Earlier discussions in SA1 and SA3 have also raised concerns on security.
The existing text states:
[bookmark: _Toc516641256]5.7	Key Issue #EPC-7: Level of security
The solution shall have a level of security, which should not be less than that which is currently applied to existing equivalent network access methods (e.g., unauthenticated emergency calling).

Discussion 
The level of security risk to the end user of making an unauthenticated emergency call is low (e.g. the user is in limited service state and they have no control of the cell they are using). However, the level of security risk to an end user of quoting credit card numbers to a person (or automated machine) within an unauthenticated network is high.
This risk can be substantially mitigated by restricting the use of this feature to “networks” that use the Mobile Country Code of the country where the RLOS regulations apply, i.e. to MCCMNCs from the set {310, …, 316}. The risk can be further decreased by the UE providing the user with severe warnings about potential fraud when the UE knows that it is not in the USA.
Note that, according to the definition of a “country” in TS 23.122, UEs already have special behavior defined for MCCMNCs in that set (this definition has functionally existed since about 2000).

Proposal
It is proposed to make the following revision marked changes to TR 23.715 v0.5.0.

**************************** start of changes *******************************
7.X	Solution #X: Partial security solution for key issue #EPC-7
[bookmark: _Toc516641318]7.X.1	Functional Description
Editor's note:	This clause will describe the general description, assumption, and principles of the solution. The related key issues it solves will be mentioned.
NOTE: the description of this solution in this TR does not prevent work on other solutions for this key issue.
In order to reduce the fraud risks associated with RLOS, the UE shall not offer RLOS services to the user unless the serving cell has a Mobile Country Code from the set {310, …, 316}. 
This does not prevent all false base station attacks outside of the USA, hence the UE should also use other sources of information (e.g. GPS, time and country of last authenticated access, etc) to warn the customer of base stations outside of the USA which are broadcasting a USA Mobile Country Code and indicating that they provide RLOS service.
[bookmark: _Toc516641319]7.X.2	Procedures
Editor's note:	This clause will describe the high-level procedures and information flows for the solution.
The UE does not offer RLOS service if the serving cell does not have an MCC from the set {310, …, 316}.
When the serving cell does have an MCC from the set {310, …, 316}, the UE should deploy local intelligence (e.g. based on its geographic awareness) to determine the severity of the warning it gives to any user requesting RLOS service.
[bookmark: _Toc516641320]7.X.3	Impact on existing entities and interfaces
Editor's note:	This clause will describe the impacts to existing nodes or functionality and interfaces.
UE: 

The UE already implements special behavior for Mobile Country Codes from the set {310, …, 316}. This behavior would need to be extended to determine whether to pass RLOS information to the user.
New, implementation specific, mechanisms within the UE are needed to determine the likelihood that any cell advertising RLOS service is part of a genuine RLOS PLMN. These can be assisted by existing capabilities in the UE: e.g.  the UE tracks ‘time’ (for periodic updating purposes) and last visited TAI (=MCC+MNC+TAC) (for part of the TAU procedure). Most modern smartphones also include GPS and potentially other GNSS capabilities.
Network:
No impact. 
************ end of changes ************
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