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1. Introduction
The text below proposes some changes, clarifications and additions to Solution #11 for WWC. This solution specifies how a 3GPP-capable UE can register and establish connectivity with the 5GC, when:

(1)
The 3GPP-capable UE is behind a 5G-RG that supports EAP-based access control. In this case, the UE registers to 5GC and simultaneously connects to a non-3GPP access network by using its 3GPP credentials.
(2)
The 3GPP-capable UE is behind a 5G-RG that does not support EAP-based access control, or is behind an FN-RG, which, by definition, does not also support EAP-based access control. In this case, the UE connects to the non-3GPP access by using non-3GPP credentials and then performs 5GC registration by using 3GPP credentials. This case resembles the case of untrusted non-3GPP access, which is already specified in Rel-15.

* * * Start of Changes * * * 

6.11
Solution #11 – Support 5GC-capable UEs via 5G-RG/FN-RG for wireline access network using N3GPP solutions

6.11.1
Architecture
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Figure 6.11.1-1: Architecture for the 5G-capable UE behind a 5G-RG case
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Figure 6.11.1-2: Architecture for the 5GC-capable UE behind a FN-RG case

Figure 6.11.1-1 and 6.11.1-2 shows the architectures used in this solution. The W-5GAN maintains separate N2 and N3 connections for the 5G-RG/FN-RG and the 5GC-capable UE. Consequently, the N1 connection from the 5GC-capable UE is independent from the FN-RG/5G-RG N1 connection.

Editor's note: The case where 5G-RG connects via 3GPP access to 5GC is FFS

Editor's note: Slicing aspects are FFS. For example, it is FFS whether the 5GC-capable UE and the 5G-RG need to connect to the same slice or not.
Maintaining N1/N2/N3 connections for the 5GC-capable UE that are separate from the N1/N2/N3 connections of the 5G-RG will enable the 5GC-capable UE to keep the same AMF and UPF at mobility between 3GPP and 5G-RG/FN-RG access if the AMF/UPF used on 3GPP access is also reachable and usable from the W-5GAN. AMF change as well as I-UPF insertion/change/removal when moving to 3GPP access may be needed and is supported as per rel-15.  Support for session continuity and maintaining IP services when moving between the accesses can then be provided by the 5GC-capable UE's 5GC nodes.

The same serving PLMN will be used for both the 5G-RG/FN-RG and the 5GC-capable UE unless the 5GC-capable UE has a subscription with another PLMN, in which case, the 5GC-capable UE will be roaming and the 3GPP roaming model and interfaces are used.

W-5GAN will be enabled to support QoS flows for a 5GC-capable UE using 5G-RG/FN-RG access. The W-5GAN can coordinate the QoS rules for the 3GPP-capable UE with the QoS rules assigned for the 5G-RG/FN-RG. For example, a QoS rule which is setup for the 5GC-capable UE can result in that the W-5GAN setup dedicated resources between 5G-RG/FN-RG and the W-5GAN. This requires that the W-5GAN is able to receive requests for PDU Session QoS resources over multiple N2 connections (corresponding to 5G-RG as well as 5GC-capable UEs behind the 5G-RG) and performing e.g. admission control and coordination of the QoS requests associated to the 5G-RG as well as 5GC-capable UEs behind the RG.

The interfaces between FN-RG/5G-RG and W-5GAN to support a 5GC-capable UE is within the BBF responsibility.

The interfaces used by the 5GC-capable UE to access the 5GC via a FN-RG/5G-RG will leverage the untrusted/trusted N3GPP interfaces. The untrusted N3GPP interface is defined in 3GPP release 15. The trusted N3GPP interfaces are studied in this report. When these interfaces are not sufficient to accomplish the requirements for scenario 3 and 5, enhancements on top of the untrusted and trusted solutions are described below.

6.11.2
WLAN association options

There are two different scenarios supported within this solution:

1.
5GC-capable UE behind 5G-RG using 802.1x [z] using 3GPP credentials to connect to WLAN.
2.
5GC-capable UE behind FN-RG/5G-RG using IKEv2 and IPsec based access procedures and non-3GPP credentials to connect to WLAN.
These two scenarios cover the common WLAN deployment models of using 802.1x/EAPOL for access control as well as WLANs using open access or a local access control based on private keys.
If the 5GC-capable UE supports 802.1x/EAPOL and discovers a WLAN that (a) enforces 802.1x-based access control (this information is typically broadcast) and (b) supports interworking with 5GC, then option 1 is used and the UE operates as specified in clause 6.11.3 below. Otherwise, option 2 is used and the UE operates as specified in clause 6.11.4 below.
Editor's note: It is FFS how a UE determines whether a WLAN access network supports interworking with 5GC.

6.11.3
5GC-capable UE behind 5G-RG using 802.1x with 3GPP credentials

6.11.3.2
General

This scenario is applicable when 802.1x [z] (EAP over LAN) and 3GPP credentials are used to connect with the WLAN. In this scenario, the solution for trusted N3GPP is used as baseline but with the additional property that the service is offered via a wireline access and a 5G-RG. The FN-RG is not applicable for this case since changes may be needed in the FN-RG (e.g. the FN-RG is not supporting the role of EAP Authenticator). This scenario can typically be used in case a service provider offers services via wireline access to all the subscribers of the service provider.

-
The combination of 5G-RG and W-5GAN will act as a trusted N3GPP access network from the 5GC-capable UE and 5GC perspective. Therefore, the Solution #1 described in clause 7.1 for trusted N3GPP access is used as a baseline.
6.11.3.2
Registration procedure

The registration procedure in 7.1.3.3 (solution #1) can be used where 5G-RG act as TNAP and W-5GAN act as TNGF. In similar manner, the procedures proposed in 7.1.3.4.2 (steps 1-15) and 7.1.3.4.3 (steps 1-15) on how to complete the registration can be followed.

The interface between 5G-RG and W-5GAN will be defined by BBF.

6.11.3.3
PDU session establishment procedure

The procedures in 7.1.3.4.2 (steps 20-25) or 7.1.3.4.3 (steps 20-25) can be followed depending on what option is selected.

At step 16b, the W-5GAN can setup QoS reservations for the 5G-RG.

The interface between 5G-RG and W-5GAN will be defined by BBF.

Editor's note: FFS if null encryption can be used both for CP and UP for 5G-RG access

6.11.3.3
User plane stacks

The user plane stacks are shown in 7.1.3.4.2 and 7.1.3.4.3. The interface between 5GC-capable UE and W-5GAN (acting as TNGF-UP) could either use IP/FFS/GRE/PDU data or IP/ESP/GRE/PDU data.

6.11.4
5GC-capable UE behind FN-RG/5G-RG using IKEv2 and IPsec based access procedures

6.11.4.1
General

In the scenario, the WLAN association is assumed to have been carried out before the 5GC-capable UE does 5GC registration. How that is done is outside the scope of 3GPP. Services are only offered to 5GC-capable UEs that can both 1) connect to the WLAN of the 5G-RG/FN-RG and 2) register to the 5GC via the W-5GAN as described below.

This solution re-uses procedures defined for untrusted N3GPP solution in rel-15 but put into a context of trusted W-5GAN. This enables supporting a 5GC-capable UE behind a legacy FN-RG at the same time as allowing the W-5GAN to act as a trusted N3GPP access network, supporting e.g. QoS enforcement and other features available in trusted N3GPP access.
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Figure 6.11.4.1-1: Architecture for the 5GC-capable UE behind 5G-RG using IKEv2 and IPsec based access procedures
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Figure 6.11.4.1-2: Architecture for the 5GC-capable UE behind FN-RG using IKEv2 and IPsec based access procedures

Figures 6.11.4.1-1 and 6.11.4.1-2 show the architecture for this scenario in case where the 5G-capable UE is behind a 5G-RG and behind an FN-RG respectively. They also show the N1, N2 and N3 reference points associated with the 5GC-capable UE and the N1, N2 and N3 reference points associated with the 5G-RG and with the FN-RG. In the Figure 6.11.4.1-1 the 5G-RG and/or the 5G-capable UE cannot support 802.1x and that is why the solution in clause 6.11.3 cannot be applied. 

The 5GC-capable UE is using IKE/IPsec (similar as 3GPP NWu reference point) functionality to connect to W-5GAN. It is up to BBF to define the architecture of the W-5GAN, including the location of the IKE/IPsec functionality within the W-5GAN.

After the registration procedure, NAS signalling is carried between 5GC-capable UE and W-5GAN inside an IPSec SA.

One difference in this solution compared to untrusted N3GPP is that the W-5GAN is trusted by the 5GC and a more optimized user-plane could be used. The solution considers two variants of user-plane transport, as further described in clause 6.11.4.3.

6.11.4.2
Registration

The 5GC registration will follow the untrusted N3GPP access registration procedure as defined in 23.502 clause 4.12.2.2 but with the changes described below.
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Figure 6.11.4.2-1: Registration procedure

In step 1b, the UE shall select an IKE/IPsec endpoint (i.e. IP address where to send the IKE signalling) in the W-5GAN. This can be based on 3GPP N3IWF selection, but the 5GC-capable UE asks for an IKE/IPsec entity in the W-5GAN and not a N3IWF. The UE may also learn a list of supported PLMN identities of the IKE/IPsec entity. Typically, this list will contain the serving PLMN identity of the FN-RG/5G-RG and optionally some equivalent PLMN identities. This can be achieved using DNS and the details will need to be developed in cooperation with BBF.
In step 8, the 5GC-capable UE and W-5GAN should learn whether the user/control plane traffic should be sent with security protection or not. If the user/control plane traffic can be sent without security protection, then the UE can use unsecure user/control plane (using FCP user plane transport as described in 6.11.4.3). If the user/control plane traffic must be sent with security protection, the 3GPP UE shall only use secure user/control plane tunnels (using IPSec user plane transport as described in 6.11.4.3).
Editor’s note: It is FFS if the above two variants should be supported, i.e. one that enables user/control plane traffic with security protection and another that enables user/control plane traffic without security protection. To make the solution simpler, only one of these variants could always be used. The two variants are discussed in the next clause.
6.11.4.3
PDU session establishment procedure and user plane transport

6.11.4.3.1
General

This clause describes PDU Session Establishment for a 5GC-capable UE via 5G-RG/FN-RG. Two variants for user-plane transport are considered:

-
FCP protocol between the 3GPP UE and W-5GAN

-
IPsec SA(s) between the 3GPP UE and W-5GAN

FCP refer to the FCP functionality defined in solution #3, clause 6.3.

NOTE:
In case the solution #1 option 2 (NWt protocol) in clause 7.1.3.4 is used for trusted N3GPP access, that could be an alternative to FCP above.

FCP is suitable in case additional encryption/integrity protection is not needed while IPsec SA is suitable in case UP protection between 3GPP and W-5GAN is needed. FCP can likely be made more efficient (less user plane overhead) than IPSec/ESP and avoids the need for ESP processing in the user plane. It is assumed that both FCP and IPsec user plane transport is supported by the solution to cover different needs of user plane protection.

6.11.4.3.2
PDU Session Establishment with FCP user plane transport
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Figure 6.11.4.3-1: PDU session establishment procedure for FCP user plane transport

The PDU session establishment procedure for trusted access networks is using the UE Requested PDU Session Establishment via Untrusted non-3GPP Access as baseline, see clause 4.12.5 in 23.502. The differences are:

-
The W-5GAN includes the IKE/IPsec endpoint.

-
Steps 3-4. Instead of steps 3-4 in TS 23.502, clause 4.12.5, FCP is used to create a user plane transport connection between 5GC-capable UE and W-5GAN

-
In step 4b, the W-5GAN can coordinate the QoS rules for 5GC-capable UE with the QoS rules assigned for the 5G-RG/FN-RG. The FCP request in these steps refer to the FCP functionality defined in solution #3, clause 6.3.

6.11.4.3.3
PDU Session Establishment with IPSec user plane transport
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Figure 6.11.4.3-2: PDU session establishment procedure for untrusted access network

The PDU session establishment procedure for untrusted access networks is using the UE Requested PDU Session Establishment via Untrusted non-3GPP Access as baseline, see clause 4.12.5 of TS 23.502 [3]. The differences are:
-
The W-5GAN (instead of the N3IWF) includes the IKE/IPsec endpoint.

-
In steps 4c and 4f, the W-5GAN can coordinate the QoS rules for 5GC-capable UE with the QoS rules assigned for the 5G-RG/FN-RG. The FCP request in these steps refer to the FCP functionality defined in solution #3, clause 6.3.
6.11.4.3
User plane protocol stacks

For the case were IPSec SAs are used for user-plane transport: IP/ESP/GRE/PDU data (as defined for Non-3GPP in TS 23.501 [2] (Release 15)).

For the case where FCP is used for user-plane transport, user data is carried over FCP. An example of the protocol stack for the case FCP is used is shown below.
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Figure 6.11.4.3-1: User Plane stack for FCP transport between UE and W-5GAN

In case Wt as described in solution #1 in clause 7.1 is used for transport between 5GC-capable UE and W-5GAN, the protocol stacks defined in clause 7.1.3.4.3 are used.

* * * End of Changes * * * 
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