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Abstract of the contribution: This contribution proposes to allow the network to perform authentication for RLOS attached UEs based on local regulation and operator policies so that the UEs can be protected whenever possible. 
Introduction
During SA2#127bis meeting, S2-184893 (which proposed that authentication may be performed for RLOS attached UE based on local regulation and/or operator policy) was discussed (but not agreed) because there was company commenting that performing authentication for RLOS attached UEs is very signalling-inefficient between UE and the network. 
Below is a detailed look at the RLOS use cases that have been discussed: 
UC-1 Manual roamers based on FCC regulations in the U.S
The visiting network will not able to retrieve the subscription data as due to no roaming agreement. The possible additional signalling between UE and the network is that the MME may fetch IMSI using NAS Identity Request/Response, and no further authentication related signalling is expected between the UE and the MME.
UC-2 UEs with unauthenticated IMSI 
There may be different reasons that could result in an unauthenticated IMSI, e.g. authentication info cannot be retrieved from the HSS due to reasons such as user unknown and subscription unknown. In this case, there is no further authentication signalling between UE and the MME.
The authentication signalling between the UE and the MME is expected only if the MME can retrieve the authentication info from the HSS but the mutual authentication between UE and the MME fails. In our understanding, the percentage of these users are limited thus the additional signalling should be negligible.
UC-3 UEs authenticated but in limited service state
These UEs can be authenticated but they are in limited service state due to e.g. being in forbidden area. These are typically the operator own subscribers or roamers whose home network has roaming agreement with the visiting network. The authentication signalling for these UEs are necessary to apply the security mechanisms.
UC-4 UEs without USIM

These UEs cannot be authenticated, and no additional signalling due to authentication is expected between the UE ad the network.
[Observation-1] The additional signalling of failed authentication between UE and the network is limited only to UC-2, and subject to operator policies. Considering the number of those users are limited, the additional signalling should be negligible.

[Observation-2] UEs in UC-3 will be authenticated successfully and therefore security mechanism can be applied. In this case, the signalling for authentication should not be counted as additional signalling.
In TS 23.401, clause 5.3.2.1 E-UTRAN Initial Attach, the following is specified:

5a.
…

If the MME is configured to support Emergency Attach for unauthenticated IMSIs and the UE indicated Attach Type "Emergency" the MME skips the authentication and security setup or the MME accepts that the authentication may fail and continues the attach procedure.

[Observation-3] For emergency attached UE, the network (i.e. MME) may perform authentication or skip authentication, even if the network supports unauthenticated IMSI. Same approach could be taken for RLOS attached UE.
[Proposal-1] It’s proposed that the same flexibility for emergency Attach (i.e. authentication may or may not be performed based on local regulation) be also provided to RLOS attach so that UEs belonging to UC-3 can be protected. 
Proposal

It is proposed to update 23.715 as follows:

**** First Change ****
4
Architectural Assumptions and Requirements
4.1
Architectural Assumptions

The goal of the study is to enable access to those Restricted Local Operator Services (RLOS), however the definition of such restricted local operator services offered by an operator is out of scope of 3GPP.

Architectural assumptions are the following:

-
Access to RLOS is only possible for UEs when using EPC via E-UTRAN as IPCAN.

-
Both unauthenticated and authenticated UEs can access RLOS via the same architecture. 
An authenticated UE allowed to access EPC may access the same services that are provided as RLOS but in this case, it is not within the scope of RLOS.
- 
Authentication may be performed for UE performing RLOS attach based on local regulation. 
-
The UE shall indicate to the EPC and the IMS network that the request is a request for RLOS.

-
The standard shall support IMS emergency services for UEs attached for RLOS.

-
Allowing access to RLOS is completely under the local operator's control.
-
The solution shall support both non-IMS and IMS RLOS services.

-
When RLOS are accessed via IMS sessions:

1)
they do not require any specific support for location over and above what is defined by IMS already;

2)
they do not require any specific support regarding call back to the user that has initiated the session;

3)
the IMS RLOS are securely isolated to avoid e.g. DOS attacks to IMS entities offering regular IMS services.

-
Only UE-originated RLOS requests are supported.

-
No support of multiple PDN connections for RLOS.

-
No support of mobile terminated services.
-
This feature is only applicable to EPS 3GPP access. 

-
Inter-RAT handovers and handover between 3GPP and non-3GPP accesses are not supported.
-
The use of the RLOS feature does not impact the local service provider’s ability to support LI.

**** Next Change ****
7.8
Solution #8: Solution to key issues #IMS-4: Support of emergency services by UEs attached for RLOS.
7.8.1
Functional Description
For a UE that is already attached for RLOS services, if the user would like to request an emergency service, the UE may detach from RLOS and then do emergency Attach, or the UE may decide to stay RLOS attached and to establish an emergency PDN connectivity towards the emergency APN, depending on the UE state (e.g. UE with or without USIM, authenticated or not authenticated).

Editor's note:
Whether one of the solutions is sufficient or both solutions should be supported is FFS. Details on what the UE behaviour is for a given UE state are FFS. 

After the emergency attach is completed or after the emergency PDN connection is established, the UE shall perform IMS emergency registration.
7.8.2
Procedures

7.8.2.1
UE performs detach from RLOS and then do emergency Attach

In this procedure,
For a UE without USIM, after the UE has been detached from the RLOS, the emergency EPS attach will be allowed only if behaviour d) of emergency bearer service support as specified in clause 4.13.12 in 3GPP TS 23.401 [1] is supported.  

For a UE with USIM but unauthenticated, after the UE has been detached from the RLOS, the emergency EPS attach will be allowed if behaviours c) or d) of emergency bearer service support as specified in clause 4.13.12 in 3GPP TS 23.401 [1] are supported. 

For a UE, which is authenticated but in limited service state, after detached from the RLOS, the emergency EPS attach will be allowed if behaviour b), c) or d) of emergency bearer service support as specified in clause 4.13.12 in 3GPP TS 23.401 [1] are supported. 
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3. UE detach from RLOS

1. UE is RLOS attached (i.e. PDN connectivity Towards RLOS APN is established)
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5. UE performs IMS emergency registration

4. UE perform emergency Attach


Figure 7.8.2.1-1 UE detach from RLOS and perform emergency Attach
1.
An UE is RLOS attached.

2. The user would like to make an emergency call.

3. UE performs Detach from RLOS.

4. UE then perform emergency Attach as specified in TS 23.401 [1].

5. UE performs IMS emergency registration as specified in TS 23.167 [8].

7.8.2.2
UE stays RLOS attached, and establishes emergency PDN connection
In this procedure,  

For a UE without USIM, when attached with RLOS, the establishment of an emergency PDN connection will be allowed only if behaviour d) of emergency bearer service support as specified in clause 4.13.12 in 3GPP TS 23.401 [1] is supported.  

For a UE with USIM but unauthenticated, when attached with RLOS, the establishment of an emergency PDN connection will be allowed if behaviours c) or d) of emergency bearer service support as specified in clause 4.13.12 in 3GPP TS 23.401 [1] are supported. 

For a UE, which is authenticated but in limited service state, when attached with RLOS, if behaviour c) or d) of emergency bearer service support as specified in clause 4.13.12 in 3GPP TS 23.401 [1] are supported, the establishment of an emergency PDN connection will be allowed. 

If behaviour b) in clause 4.13.12 of 3GPP TS 23.401 [1] is supported, and, based on operator policy, 
If authentication is skipped during RLOS attach, the establishment of an emergency PDN connection will be rejected by the network.
If authentication is performed during RLOS attach, the establishment of an emergency PDN connection will be allowed for authenticated UE. 

[image: image2.emf]UE MME

PCRF

SGW/PGW

3. UE Requested PDN Connectivity (Emergency)

1. UE is RLOS attached (i.e. PDN connectivity Towards RLOS APN is established)

2. User would like to 

make emergency all

P-CSCF

4. UE performs IMS emergency registration


Figure 7.8.2.2-1: RLOS attached UE initiate emergency service by establishing emergency PDN connection
1.
An UE is RLOS attached.

2. The user would like to make an emergency call.

3. UE initiates UE requested PDN Connectivity with request type = Emergency, as specified in TS 23.401 [1]. The emergency PDN connection may be accepted or rejected by the network based on the operator policy whether authentication is performed for RLOS attached UE and whether emergency service requires UEs to be authenticated.
4. After the emergency PDN connection is established, the UE performs IMS emergency registration, as specified in TS 23.167 [8].

7.8.3
Impact on existing entities and interfaces
The solution impacts the following nodes:

UE:

A UE is RLOS attach shall be able to detach from RLOS and then do emergency attach, or initiate emergency PDN connection when UE stays RLOS attached, and then perform emergency IMS registration.

MME:
Support of emergency PDN connection for an RLOS attached UE.
**** Next Change ****
.X
Solution #X: EPS attach for RLOS from unauthenticated UE and authenticated UE in limited service state
7.X.1
Functional Description

This is a solution to key issue EPC-2, EPC-3, EPC-4 that defines Attach procedure for RLOS. The solution considers the scenario where the UE requesting RLOS that authentication procedure cannot be performed, or authentication procedure can be performed but failed, or the UE requesting RLOS that can be authenticated but was in limited state due to e.g. in forbidden area. 
In this solution, authentication procedure may be performed for the UEs performing RLOS attach based on operator policy or local regulation. The EPS Attach will continue regardless of the authentication result.
7.X.2
Procedures
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Figure 7.2.2-1: Attach/PDN connectivity procedure for RLOS

0.
A new indication in SIB provided by E-UTRAN indicates that PLMN supports Restricted Local Operator Services. See clause 7.1. 

1. The UE includes an indication in Attach Request message that the Attach is for Restricted Local Operator Services. 

2.  The MME may retrieve the IMSI and/or IMEI(SV) from the UE.
2a. Based on the operator policy, for UEs performing RLOS Attach, the MME may skip authentication, or perform authentication, and then continue the attach procedure regardless of the authentication result.
3.  MME sends Create Session Request towards the PGW as specified in TS 23.401 [5]. The APN included in the dedicated RLOS APN preconfigured in the MME.
4.  PGW establishes an IP-CAN session with the PCRF as described in TS 23.401 [5] and TS 23.203 [6]. 

     If needed the PGW returns to the UE in a PCO the P-CSCF address used for RLOS using procedures defined in TS 23.228 [7] for P-CSCF discovery. The PGW shall block any traffic that is not from or to addresses of network entities (e.g. P-CSCF, captive portal) providing Restricted Local Operator Service.
5.   UE completes the Attach procedure.
7.X.3 Impact on existing entities and interfaces

Impacts in UE and MME to implement the procedures defined in chapter 7.X.2.

· UE
UE includes RLOS indication in Attach request for RLOS.
· MME:
For EPS Attach with RLOS indication, MME may, based on operator policy, skip mutual Authentication procedure and location update to HSS, or perform authentication and continue the attach procedure regardless of the authentication result.
MME use the preconfigured dedicated RLOS APN for initial Attach including RLOS indication.

**** End of Changes ****
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1. UE is RLOS attached (i.e. PDN connectivity Towards RLOS APN is established)
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4. IP-CAN session establishment. RLOS APN, IMSI if available and, IMEI if available, passed on to PCRF
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1. UE is RLOS attached (i.e. PDN connectivity Towards RLOS APN is established)



