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Abstract: the P-CR introduces a solution for slice authentication.

1
Introduction

The FS_eNS study item has been extended to consider Slice specific authentication and authorization using non 3GPP credentials. Specifically, the issue to address is how to provide Network Slice Access authentication and authorization specific for the Network Slice Access authorization that uses User Identities and Credentials different from the 3GPP SUPI and that takes place after the primary authentication which is still required between the UE and the 5GS for PLMN access authorization and authentication. 

2
Proposal

It is proposed to add the following solution to TR 23.740. All the proposed text is new.

START OF CHANGES
6.X
Solution #X: Slice Specific Authentication and Authorization using non 3GPP credentials based on secondary authentication
6.X.1
Introduction
Editor's note:
This clause lists the key issue(s) addressed by this solution.

The solution addresses key issue number XXX.
The 5GS system has introduced secondary authentication at the establishment of a PDU session. Specifically, during the establishment of a PDU session, release 15 has defined that a DN-specific identity (TS 33.501 [29]) of a UE may be authenticated/authorized by the DN, via a DN-AAA server that may belong to the 5GC or to the DN.
The procedure allows both the authentication triggering by the UE (with the UE providing authentication information during the Establishment of the PDU Session), or by the SMF that can reject the PDU Session Establishment if the UE has not provided authentication/authorization information. At any time, a DN-AAA server may revoke the authorization for a PDU Session or update DN authorization data for a PDU Session. According to the request from DN-AAA server, the SMF may release the PDU Session.

Such secondary authentication takes place in 5GS in addition to (and after) the 5GC access authentication handled by AMF. 

6.X.2
Functional description

Editor's note:
This clause outlines solution principles, assumptions and high-level architectures, etc.

It is proposed to re-use the secondary authentication introduced in Release 15 to enable slice authentication.
Specifically, the secondary authentication is used as follows:

-
If access to a specific network slice (i.e. a specific S-NSSAI) needs to be authenticated based on non 3GPP credentials, the slice provider/customer provisions such credentials to the UE with mechanisms out of scope of this solution
-
If access to a specific network slice (i.e. a specific S-NSSAI) needs to be authenticated based on non 3GPP credentials, at the establishment of the first PDU session corresponding to the S-NSSAI that requires authentication, the UE provides the non 3GPP credentials required for the authentication. If the UE does not provide such credentials and the SMF determines that the PDU session corresponding to the S-NSSAI needs to be authenticated, the SMF rejects the PDU session establishment with cause, as in release 15, in order to trigger the UE to provide the corresponding credentials

-
the SMF may authenticate just the first PDU session established corresponding to an S-NSSAI, or may authenticate all the PDU sessions corresponding to the S-NSSAI, depending on network policies.
Editor’s Note: it is FFS how slice authentication is handled when different DNNs of a slice are served by different SMFs.
Editor’s Note: it is FFS how slice authentication is performed if additional DNN authentication (i.e. Rel. 15 secondary authentication) also needs to be performed.
-
the DN-AAA may be part of the 5GC or may belong to the DN of the service provider offering the slice services

-
de-authorization of a slice by the DN-AAA will trigger the PDU session release of all the PDU sessions corresponding to the slice.
Editor’s Note: it is FFS whether and how the failed slice authentication may trigger a change in Allowed NSSAI and a reselection/relocation of the serving AMF.
Editor’s note: it is FFS how the solution applies to the case where connectivity to a slice does not require the establishment of a PDU session.
6.X.3
Procedures

Editor's note:
This clause describes high-level procedures for the solution.
6.X.4
Impacts on existing entities and interfaces
Editor's note:
This clause describes impacts on existing entities and interfaces.

6.X.5
Evaluation

Editor's note:
This clause provides an evaluation of the solution.
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