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Abstract of the contribution: The contribution proposes a small enhancement. It is proposed that the network can decide upon PDU Session establishment whether Reflective QoS should be performed by the UE by inspecting the packet header with “full scope” or “reduced scope”.
1
Discussion
When using Reflective QoS defined in Rel-15 the UE derives packet filters by operating on the entire packet header.

Specifically, when the Protocol ID / Next Header field is set to TCP or UDP, the creation of packet filters for derived QoS rules is scoped on the whole 5-tuple i.e. Source IP address is swapped with Destination IP address, and the Source Port number is swapped with the Destination Port number.

The fixed scope of the packet filters for derived QoS rules restricts the usability of Reflective QoS. Indeed, with this fixed scope definition it is implied that Reflective QoS can be used only in cases where the outbound and inbound traffic flows are using symmetric port numbers. While this may be true for some traffic flows (e.g. TCP) it is not the case for some others (e.g. peer-to-peer communication over UDP).

Observation 1: The fixed scope of the packet filters for derived QoS rules restricts the usability of Reflective QoS.

Another potential issue with the fixed scope of RQoS rules is that it may result in a huge number of derived QoS rules because all the dynamically created packet filters have a very narrow scope (i.e. they only apply to the traffic flow that matches the whole 5-tuple). The expiry of derived QoS rules being controlled by a fixed timer value, in case of high-bandwidth communication with short-lived traffic flows the UE can easily enter a situation with thousands of concurrent derived QoS rules. The huge number of RQoS rules may become a problem both in terms of memory storage in the UE and in terms of processing time when the uplink packet is being bound to a QoS Flow.

Observation 2: The fixed scope of the packet filters for derived QoS rules may become a problem both in terms of memory size in the UE and in terms of processing time when binding uplink packets to QoS Flows.

In many real life scenarios it will be sufficient to derive QoS rules for Reflective QoS by swapping the Source and Destination IP address only. For instance, consider the scenario where the Mobile Network Operator (MNO) has a Service Level Agreement with a 3rd party stipulating that all communications between the UE and the 3rd party’s servers get preferential QoS treatment. In this scenario the MNO may maintain a list of IP addresses corresponding to the 3rd party’s servers and whenever a DL packet with a Source IP address matching the list arrives at the UPF, the UPF will start setting the Reflective QoS Indication in the N3/N9 encapsulation header, which is eventually conveyed to the UE. The number of derived QoS filters in the UE will be proportional to the number of servers with which it communicates in parallel, regardless of the number of Service Data Flows that the UE uses concurrently.

Another scenario is online shopping. The MNO may have an SLA with the 3rd party (online shopping company) stipulating that best-effort QoS be used while the user is browsing the merchandise and filling in the cart, followed by prioritized QoS handling once the user proceeds to payment. To make this scenario work while using Reflective QoS, the MNO can keep a list of IP addresses corresponding only to the 3rd party’s servers that handle the payment transactions.

Observation 3: Based on experience in the field the operator can determine whether it is more practical to use “full scope” or “reduced scope” for packet filters in derived QoS rules.

Similar benefits can be expected with PDU Sessions of Ethernet type when IEEE 802.1Q tagging is used. Namely, in this case too the network can decide whether the derived QoS rules should be applied on both the Source/Dest MAC address pair and the IEEE 802.1Q tag or only on the former.

2
Proposal

Based on the previous discussion it is proposed that the network can decide upon PDU Session establishment whether Reflective QoS should be performed by the UE by inspecting the packet header with “full scope” or “reduced scope”. Specifically:

-
Upon PDU Session establishment of IP type the network indicates to the UE whether the scope of RQoS includes both the Source/Dest IP address pair and the Source/Dest Port number pair, or only the former.

-
Upon PDU Session establishment of Ethernet type the network indicates to the UE whether the scope of RQoS includes both the Source/Dest MAC address pair and the IEEE 802.1Q tag, or only the former.

The expected changes to the specification are minimal. In reference to the call flow copied from TS 23.502 the impacted steps are indicated below:
-
Step 1: UE indicates whether it supports the “reduced scope” for derived QoS rules.

-
Step 12: the network indicates the RQoS scope to the UE.

If the proposal is endorsed, Intel is happy to provide CRs agsint TS 23.501 and TS 23.502 in the next SA2 meeting. 
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