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Discussion
Overview of the functionality provided by CAPIF
As has been previously indicated by us in SA2#127-bis, when looking at the description of Key Issue #3 and related requirements it seems clear that a similar problem space has been explored and specified by SA6 in their work on the Common API Framework (CAPIF). This Framework is documented in TS 23.222 (Stage 2) and TS 29.222 (Stage 3) for Rel-15. Stage 2 is complete and Stage 3 is considered 85% complete. In addition, security aspects are specified in TS 33.122.
Below is a representation of the CAPIF architecture from TS 23.222, with explanatory notations.
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Figure 1: CAPIF architecture
The CAPIF Core Function (CCF) provides following functionality:
· On-boarding/off-boarding API invoker
· Register/de-register APIs, Update APIs
· APIs Discovery
· Entity Authentication/Authorization
· Enables secure communication
· Logging, Monitoring and Auditing the service API invocations
· Controlling the service API access based on configured policies
The API Exposing Function (AEF) can in principle be any entity exposing a Service API defined by 3GPP. As will be described in more detail later, two examples are the SCEF and NEF. 
The API publishing function (APF) enables the API provider to publish the service APIs information in order to enable the discovery of service APIs by the API invoker. 
The API management function (APIMF) enables the API provider to perform administration of the service APIs.
The API Invoker (AI) entities are any entities that invoke the APIs exposed by the CCF and AEF. The AI’s can be located inside or outside the trust domain of the PLMN. They are considered in the TS 23.222 to be external 3rd party applications. However, although CAPIF is designed for consumption of northbound APIs by 3rd party applications, the design principles and solutions can be applied to southbound APIs.
Put in the terminology used when discussing SBA, AEFs are Producers and AIs are Consumers. 
CAPIF integration with SCEF and NEF
As mentioned above, CAPIF has been integrated with two entities, the SCEF and the NEF. The following two figures show this integration, first for the SCEF and second for the NEF.
[image: ]
Figure 2: CAPIF integration with SCEF
The figure shows the CCF interfaced with the SCEF, the SCEF acting in the role of an AEF, APF and APIMF. CAPIF-2/2e is implementing T8 security aspects in this case, and CAPIF-1/1e is used by AIs to discover service APIs, to authenticate and to get authorization, as defined in TS 23.222.
The story is very similar for the NEF, as shown in the next figure.
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Figure 3: CAPIF integration with NEF
Similar principles can be adopted to support the use of the CCF with other entities in SA2’s architecture. 
The interfaces exposed by the NEF and SCEF are “Northbound APIs”, but extending this to the other Network Functions in the 5GCN architecture, and the interfaces (services) they expose seems to be a logical step.
CAPIF in the eSBA Framework
There are a variety of ways in which the eSBA Framework is represented by the solutions so far documented in TS 23.742. We believe the figure below is a generic representation of the relationships between the entities. Different solutions use different names (and we all know that terminology can be unclear in this area) and propose additional entities. Some solutions have additional functions provided by the Framework, but the three shown in the Framework box below are either implicitly or explicitly mentioned by all (and are the functions supported by the Rel-15 NRF).


Figure 4: Simplified representation of the Framework, Consumer and Producer relationships
The figure below puts this in terms of CAPIF, showing how the CAPIF and eSBA terminology aligns, and also shows the additional functionality that CAPIF provides.


Figure 5: Simplified representation of the CCF-based Framework, Consumer and Producer relationships
List of eSBA Framework requirements CAPIF supports
As currently documented in 23.742 the Framework requirements are as follows:
The service framework:
-	shall provide registration and discovery.
-	shall enable efficient communication between service instances and allow distributed scaling.
-	shall enable service communication within one slice, between slices, within one service framework, instance between different service framework instances and between different PLMNs with minimal impact to service.
-	shall enable handling of failure scenarios with minimal impact to service.
-	should enable protection of the system against signaling storms.
-	should support protect the integrity and confidentiality of the communication.
-	should provide the authentication and authorization to access the service.
The text in bold and blue shows those aspects fully supported by CAPIF. The other requirements have partial support in CAPIF (e.g. performance management, fault tolerance, access control, topology hiding etc.) which may need enhancements in Rel-16 CAPIF.
CAPIF deployment option with topology hiding
The CAPIF can be deployed by splitting the services of the NF among multiple AEF entities, of which one acts as the entry point. However there will be single APF and single APIMF as shown in the figure below. 

. 
In this deployment option, the AEF can have several instances like AEF-1, AEF-2 and AEF-3 which can be assigned with different roles. In this illustration, the AEF-1 provides the service communication entry point to the NF service X APIs and NF service Y APIs. The AEF-2 and AEF-3 provide NF service X API and NF service Y API respectively. The AEF-1 can hide the topology of NF services (producer) from the NF (consumer). The AI interacts with NF service (X&Y) APIs on the AEF-1 via CAPIF-2. The AEF-1 acts as proxy for the invocation of the NF service X API or NF service Y API to the AEF-2 or AEF-3 respectively via CAPIF-2. The AI cannot directly interact with NF service X APIs and NF service Y APIs provided by AEF-2 and AEF-3 respectively.
Conclusion
We see the following reasons for inclusion of CAPIF as a solution alternative for Key Issue 3:
· Fulfils many of the requirements for the Framework and so can be a key component of a Framework
· The Stage 2 specification is complete and Stage 3 is at 85% completion (expected to be complete at TSG#81)
· Avoids creating another architecture that will support very similar functionality
· Has mechanisms to support deployments that span trust domains if eSBA deployment scenarios later expand to include these requirements
Our proposal is to add a new solution alternative to TR 23.742. 
Proposal
The following new text is proposed for the TR.
[bookmark: _Toc520098691]6.x	Solution x: Service Framework based on CAPIF
[bookmark: _Toc520098692]6.x.1	Introduction
This solution addresses Key Issues 3 "Improvements to service framework related aspects".
[bookmark: _Toc520098693]6.x.2	High level description
This clause proposes a framework that is based on Rel-15 CAPIF functionality as defined in TS 23.222.
The CAPIF Core Function (CCF) provides following functionality:
· On-boarding/off-boarding API invoker
· Register/de-register APIs, Update APIs
· APIs Discovery
· Entity Authentication/Authorization
· Enables secure communication
· Logging, Monitoring and Auditing the service API invocations
· Controlling the service API access based on configured policies


Figure 6.x.2-1: High level architecture view
Network Function Service Producer implements the following functionality:
-	The API Exposing Function (AEF) can in principle be any entity exposing a Service API defined by 3GPP. 
-	The API publishing function (APF) enables the API provider to publish the service APIs information in order to enable the discovery of service APIs by the API invoker. 
-	The API management function (APIMF) enables the API provider to perform administration of the service APIs.
The API Invoker (AI) entities are any entities that invoke the APIs exposed by the CCF and AEF. The AI’s can be located inside or outside the trust domain of the PLMN. They are considered in the TS 23.222 to be external 3rd party applications. However, although CAPIF is designed for consumption of northbound APIs by 3rd party applications, the design principles and solutions can be applied to southbound APIs.
Put in the terminology used when discussing SBA, AEFs are Producers and AIs are Consumers. 
Framework requirements fulfilled by CAPIF are as follows (in bold):
The service framework:
-	shall provide registration and discovery.
-	shall enable efficient communication between service instances and allow distributed scaling.
-	shall enable service communication within one slice, between slices, within one service framework, instance between different service framework instances and between different PLMNs with minimal impact to service.
-	shall enable handling of failure scenarios with minimal impact to service.
-	should enable protection of the system against signaling storms.
-	should support protect the integrity and confidentiality of the communication.
-	should provide the authentication and authorization to access the service.
The other requirements have partial support in CAPIF (e.g. performance management, fault tolerance, access control, topology hiding etc.) which may need enhancements in Rel-16 CAPIF.
The following provides more detail on the CAPIF reference points.
CAPIF-3, CAPIF-4 and CAPIF-5 are used to perform the following actions:
· CAPIF-3
· Authenticating the Service consumer based on its identity and credentials;
· [bookmark: _GoBack]Providing authorization for the Service consumer prior to accessing the Service producer;
· Authorization verification for the Service consumer upon accessing the Service producer;
· Controlling the service access based on PLMN operator configured policies;
· Logging the service invocations; and 
· Charging the service invocations.
· CAPIF-4
· Publishing the service information by the publishing function.
· CAPIF-5
· Accessing the service invocation logs by the management function;
· Enabling the management function to monitor the events reported due to the service invocations;
· Onboarding new Service consumers by provisioning the Service consumer information at the CAPIF core function, requesting explicit grant of new Service consumers onboarding and confirming onboarding success;
· Offboarding Service consumers;
· Enabling the API management function to configure policies at the CAPIF core function e.g. service invocation throttling, blocking invocation for certain duration; and
· Enabling the API provider to monitor the status of services (e.g. pilot or live status, start or stop status of service API).
CAPIF-1 is used to perform the following actions:
· Authenticating the Service consumer based on its identity and credentials;
· Mutual authentication between the Service consumer and the CAPIF core function;
· Providing authorization for the Service consumer prior to accessing the Service producer; and 
· Discovering the Service producer information.
To support the backward compatibility with Rel-15 the NRF can be used along with the CCF. Rel-15 NFs can continue to interface with the NRF and the NRF can proxy the message to the CCF.
6.x.3	Services and illustrated procedures
The following procedures are taken from TS 23.222, section 8. In the figures the API publishing function can be interpreted as a service producer. 
6.x.3.1	Registration
In CAPIF terminology the registration of a service producer is registration of a Service API.


Figure 6.x.3.1-1: Publish service
1.	The API publishing function sends a service API publish request to the CAPIF core function, with the details of the service API.
2.	Upon receiving the service API publish request, the CAPIF core function checks whether the API publishing function is authorized to publish service APIs. If the check is successful, the service API information provided by the API publishing function is stored at the CAPIF core function (API registry).
3.	The CAPIF core function provides a service API publish response to the API publishing function indicating success or failure result and triggers notifications to subscribed API invokers as described in subclause 8.8.4.
6.x.3.2	Discovery
In CAPIF terminology the discovery of a service producer is discovery of a Service API.


Figure 6.x.3.2-1: Discover service
1.	The API invoker sends a service API discover request to the CAPIF core function. It includes the API invoker identity, and may include query information.
2.	Upon receiving the service API discover request, the CAPIF core function verifies the identity of the API invoker (via authentication). The CAPIF core function retrieves the stored service API(s) information from the CAPIF core function (API registry) as per the query information in the service API discover request. Further, the CAPIF core function applies the discovery policy and performs filtering of service APIs information retrieved from the CAPIF core function.
3.	The CAPIF core function sends a service API discover response to the API invoker with the list of service API information for which the API invoker has the required authorization.
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