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Abstract: this contribution proposes a solution for encrypted traffic detection and verification.
1 Proposed text to TR 23.787
********************************Start of Change********************************
6
Solutions
Editor's Note:
This clause is intended to document the agreed architecture solutions. Each solution should clearly describe which of the key issues it covers and how.
6.X
Solution #x: UE assisted encrypted traffic detection

6.X.1
Functional Description

Editor's Note:
General description, assumption, and principles of the solution.

The solution relies on the exchange of service identification information and its authentication information among the UE, Core Network, and the content provider which are mapped in the Core Network to specific traffic filter information (e.g. IP 5-Tuple). Such information is then used in the traffic sent in the control plane to enable the Core Network to verify the validity of the data and implement policies defined by the policy infrastructure (e.g. QoS, charging, etc.).
Related parameters

Service identification information includes: 

· Service ID: used to refer to the application/service that needs to be identified

· Filter information: used to refer to IP or Non-IP packet characteristics (e.g. 5-Tuple,) corresponding to the HTTPS session.
Editor’s Note: If and how to detect the Non-IP data is FFS.
Authentication information includes: 

· (Authentication) key, which can be transmitted to any UE or network element. UE can get the key via HTTPS session by OTT server. The core network can get this key in term of PFD from PFDF.
This key is stored in PFDF per service ID.
· Random, which is generated by OTT server every time the HTTPS handshake occurs. The UE can get the Random via HTTPS session and further send to core network via UL NAS message.
   Calculated value

· It is calculated by authentication information (Random, Key) using a certain algorithm (e.g. by HASH computation).
Precondition:

-
A Service ID (which may identify a specific application provided by the third party) and related authentication information are negotiated between the Core network and content provider. This is in order to enable appropriate traffic identification, validation and policing by the CN.

-
The authentication information is used to generate a calculated value (e.g. by hash computation) for authentication.
-
Multiple Service IDs can be generated by the content provider, and specific authentication information associated to each Service ID. This enables to distinguish in the Core Network different applications from the same content provider.

-
The Service ID(s) and the corresponding authentication information are made available at the UE, the Core Network and the content provider.
-  Each HTTPS handshake is corresponding to the filter information 
Authentication mechanism
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Figure 6.x-1: Authentication mechanism
Based on figure 6.x-1, if the calculated value-1 equals to calculated value-2, the authentication is successfully passed.
Editor’s Note: It is FFS if the UE may send wrong Service ID and how the SMF can verify if the UE provides the correct Service ID.
6.X.2
Procedures

Editor's Note: Describes the high-level operation, procedures and information flows for the solution.

Before each HTTPS handshake has its corresponding Ethernet, TCP, UDP session. Different HTTPS session between the certain UE and OTT Server has different filter information. 

Each application/service has its own Service ID. The basic mechanism is that every time the HTTPS is established, the UE will tell the core network about the filtering information corresponding to the given HTTPS session that is used for a certain application/service. 

In order to identify that the Service ID and filtering information are valid, the authentication information is introduced for verification. UE acquires Authentication information from OTT server as soon as HTTPS session established. 
Right after HTTPS session established, this filtering information and service ID together with authentication information are sent by UE to the core network. When core network verified it is valid using authentication information, then the core network considers the service ID and filtering information are valid and corresponds the filtering information to the HTTPS session which is related to the Service ID. And the traffic detection will be performed using the filter installed using the filtering information in UPF/PGW-U.

NOTE: the certain algorism computing the calculated value in UE and network sides was installed in advance based on SLA. (Similarly like AKA procedure, the computing function has been installed in USIM and AuC in advance) 
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Figure-6.x.2-1: procedure for encrypted traffic detection
Step 0: During the perform PDU/PDN connectivity procedure, the SMF/PGW-C acquires the service ID which is one to one corresponding to the Application ID from PCF, and the corresponding key from PFDF. A list of service IDs/Appication IDs and the corresponding keys will be transmitted to SMF/PGW-C via PDU/PDN Connectivity.
Step 1: The HTTP TLS handshake is completed in application layer. The mobile network is not aware of this behavior.
Note: it is assumed that the data for HTTP TLS handshake can be allowed in operator’s network e.g. using default bearer or URSP policy based on SLA.
Step 2: Right after the HTTP TLS handshake, the OTT server sends authentication and service related parameters to UE via the established HTTPS session. The parameters includes Service ID, Random, Key .

 UE calculates a Calculated value-1 from RAND and Key 
Step 3: UE sends to SMF Authentication data (RAND,  and result-1 ), Service ID, Flow information (e.g. Flow id and/or 5 Tuple) in SM-NAS 

Step 4: SMF also calculates a Calculated value-2 from service ID, RAND, Key, Filter Information (e.g. IP-5Tuple). If the Calculated value-2 is the same as the Calculated value-1 sent by UE, then the verification is successful and SMF takes the Service ID and flow information as valid.
Note: some of the inputs for calculated value may not be needed
Step 5-6: SMF/PGW-C interacts with UPF/PGW-U to install a filter using filter information to detect the application and also installed other policy rules if needed. 
Step 7: UPF/PGW-U deletes the filter corresponding to the application e.g. when a valid timer expires or the application data is gone.
6.X.3
Impact on existing entities and interfaces
Editor's Note: Impacts on existing nodes or functionality will be added.
This solution avoids any extension on existing user plane protocol. It is using control plane to deliver the related parameters for authentication instead of any user plane impact/extension e.g. extended HTTPS header, with the following impacts:

· The UE shall be able to acquire the authentication parameters sent from OTT server via HTTP session. The UE shall be able to derive the calculated value from service ID and Key and other parameters.

· The SMF/PGW-C shall be able to acquire the key from PFDF, and the Service ID from PCF which has one to one mapping to Application ID. Identify and derive Result from RAND and Key.
· SMF/PGW-C will acquire the key per service ID/Applicaton ID from PFDF during PDU/PDN connectivity procedure
********************************End of Change********************************
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