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Abstract of the contribution: This contribution proposes a solution to Key Issue #1 Encrypted traffic detection and verification in the presence of an agreement between AS and MNO.
1
Discussion

This contribution proposes a solution to Key Issue #1 Encrypted traffic detection and verification in the presence of an agreement between AS and MNO, which leverages existing framework (PCC, SDCI) extending it to prevent fraud. 

The solution is based on the following principles:
· Solution proposes to maximise the reuse the existing framework (PCC, SDCI) and aims to prevent fraudulent use.

· It applies both to 5GC and EPS.

· With TLS 1.3, the Server Name Indication (SNI) is proposed to be encrypted which presents additional challenge to identify/verify the traffic. TLS 1.3 is expected to be adopted soon by most of the content providers and final users. However, the risk that the SNI will be encrypted in TLS, at least in a near or midterm time perspective, is considered quite low. The mechanisms that have been proposed and discussed so far at IETF (e.g. https://tools.ietf.org/html/draft-ietf-tls-sni-encryption-02) have drawbacks, and it’s our understanding that it is quite likely that they will either not be included at all in TLS 1.3 or if included they are not expected to be used to any significant amount.
· Based on the above, the currently defined PFD rules are considered enough to detect encrypted traffic within a foreseeable future. 

· In order to prevent fraudulent use, it is proposed UPF matching domainNames together with IP-addresses returned from DNS server to verify domainNames based PFD detection rules for fraud-prevention purposes. Different methods to implement this exists and how it’s done is assumed to be vendor-specific (a simple method is shown below).
Revision in 4010

Add assumption that the SNI is used to identify the encrypted traffic, as described in Annex X of TS 23.203, 

Add description “The solution uses the Server Name Indication in the TLS header to identify the domain name associated with an encrypted data flow and it is assumed that the Server Name Indication is not obscured. The solution does not work with encrypted data flows using protocols other than TLS (e.g. IPsec).Editorial: 

Remove “DNS server” symbol from the figure.
Add “T8” as an example for northbound interface.
2
Proposal

It is proposed to update TR 23.787 as follows:
*** 1st Change ***

6.X
Solution X to Key Issue #1: Encrypted traffic detection and verification in the presence of an agreement between AS and MNO
6.X.1
Functional Description
This solution proposes the following:

· It is assumed there is an agreement between AS (Content Provider) and MNO which includes the mapping between the application and the corresponding policy.
· It’s assumed that Server Name Indication is used to identify the encrypted traffic, as described in Annex X of TS 23.203
· The solution uses the Server Name Indication in the TLS header to identify the domain name associated with an encrypted data flow and it is assumed that the Server Name Indication is not obscured. The solution does not work with encrypted data flows using protocols other than TLS (e.g. IPsec).

· Solution applies both to 5GC and EPS.
· AF provisions the application´s PFDs by using the Northbound (e.g. T8) API for PFD Management.
· When the UE initiates the application to the AS (e.g. HTTPS encrypted traffic), application policy provisioning procedure may be provisioned from AF to the MNO´s 5GC using existing procedure. 
· When receiving the application policy provision request from AF, the 5GC creates the PCC rule of the application based on the mapping between the application policy and the application, and the 5GC initiates N4 session modification procedure to install the QoS and charging enforcement rules for the encrypted traffic of the application to the UPF.
· When the UE sends the encrypted traffic data corresponding to the application, UPF detects the application traffic based on matching domainNames PFD rules together with the IP-addresses returned from DNS server to verify domainNames based PFD detection rules for fraud-prevention purposes, and when this is done, the UPF applies the QoS and charging enforcement rules to the encrypted traffic.
6.X.2
Procedures

6.X.2.1
Encrypted traffic detection and verification in the presence of an agreement between AS and MNO
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Figure 6.x.2.1-1 Sequence diagram for the proposed solution 

The sequence diagram for the proposed solution is depicted in Figure 6.x.2.1-1 and shows the case of 5GC, but it also applies to EPS. The detailed steps are:

0. As preconditions:
· Before UE initiates application to the AF, the agreements for the mapping between the application and the application policy should be made between the AS (Content provider) and the MNO. 
· Each application of the content provider could be identified as (external)AppId, and make the (external)AppId available in the AF. The application policy corresponding to the corresponding (internal)AppId is stored in PCF.
· AF provisions to MNO the PFD rules for the application through Northbound API for PFD Management. 
· UE triggers PDU session establishment. As part of this, SMF, through PFD pull procedure, fetch the PFD from NEF/PFDF when the PCC-rule with ADC (AppId) is received from PCF (unless the application detection rules are already available) and then provisions it to the UPF 

· UE initiates HTTPS connection to AF, and the AF retrieves the (external)AppId of the application which UE initiates, e.g. according to the URL of the HTTP GET message. 
In th following, steps 1-5 are executed if the application detection is based dynamic PCC rule(s) triggered by AF application policy provisioning request. 
1. AF sends to MNO´s NEF the Application policy provision request message, which includes UE IP and the (external)AppId. MNO´s NEF authorizes the request and maps the (external)AppId to an (internal)AppId.
1a. NEF sends Application policy provision response to the AF.
2. NEF forwards the Application policy provision request message to the PCF using existing procedure.
2a. PCF sends Application policy provision response to the NEF.
3. PCF makes policy decision based on the received AppId, and creates a (Dynamic) PCC-rule with AppId and includes it in the PDU Session modification request to the SMF.
3a. SMF sends the PDU Session modification response to the PCF.

4. SMF generates QoS and charging enforcement rules based on the PCC rules, and sends the QoS and charging enforcement rules to the UPF in the N4 Session Modification request.

NOTE: It is assumed SMF already has the PFDs for the AppId (see preconditions above). If not, SMF triggers the PFD pull procedure to fetch the PFD from NEF/PFDF.
5.  UPF sends N4 Session Modification response to the SMF.

6. UE sends the encrypted traffic data corresponding to the application. UE triggers TCP and TLS connection (specifically, TLS Client Hello message including the SNI field) to an IP address retrieved from DNS for the server-name indicated in the SNI field. For simplicity, DNS, TCP signaling and TLS handshake is not shown.

7. UPF detects that the SNI included in the TLS Client Hello matches with one of the server-names (domainNames) provided in the PFD and verifies that the destination IP address matches with an IP address retrieved from the DNS for the server-name. UPF identifies this traffic as pertaining to the target application and applies the QoS and charging enforcement rules to the correspondingly detected traffic flow.
6.X.3
Impacts on existing entities and interfaces

The following nodes are impacted:

NEF:

· No impact (existing Northbound APIs can be reused).

PCF: 
· No impact.
· Existing procedure is reused for PCF to create the PCC rule corresponding to the (internal)AppId provided by the NEF, and then send the PCC rule to the SMF.
SMF: 

· No impact.
· Existing procedure is reused for SMF to send the QoS and charging enforcement rules to the UPF.
AF:
· No impact.
· Existing procedure is reused for AF to send the application policy provision which contains the (external)AppId to the PCF (through NEF) when the UE initiates the application.
UPF: 

· No impact.

· Existing functionalities are reused. When receiving the UE’s UL packets, the UPF identifies the application traffic by matching domainNames PFD rules together with the IP-addresses returned from DNS server to verify domainNames based PFD detection rules for fraud-prevention purposes. If successful, the UPF enforces the QoS and charging enforcement rules corresponding to the application´s encrypted traffic. If not successful, UPF might block the traffic. These are existing functionality.
UE:

· No impact.
* * * End of Changes * * * 
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