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Abstract of the contribution: This paper triggers a discussion on Initial message protection according to LS from SA3, and proposes that reply SA3 LS to reconsider the proposed solution.
1

Introduction

There is an LS S2-183090 [1] from SA3, it is said that
“

SA3 has agreed to add a method for providing confidentiality to IEs in the initial NAS messages, e.g. Registration Request. The agreed method is to partially cipher the message if the UE has a NAS security context. If the UE does not have a NAS security context, then the IEs that need to be sent ciphered are not sent until the NAS Security Mode Complete message that would follow an unprotected initial NAS message. Those IEs would be then included in the NAS Security Mode Complete message.

Clearly not all the IEs in the initial NAS message can be ciphered, as it is necessary for the AMF to be able to identify the UE, identify the used security context (if any), set up security with the UE and also possibly perform NF re-allocation or selection. For the latter issue SA3 is seeking SA2’s advice on the IEs that need to be sent unciphered in the initial NAS message.
”

The contribution analyses the proposed solution, extracts two features and evaluates two features.
In addition, there is another LS S2-183066 [2] from CT1, it is said that 

“

CT1 has discussed the MO SMS procedure using one step approach in CM-IDLE as captured in 3GPP TS 23.502, subclause 4.13.3.4. It is the CT1 understanding that this procedure differs from the MO SMS over NAS in CM-IDLE (baseline) procedure in 4.13.3.3 by combining the service request message and the initial MO SMS message in one over-the-air message, and thereby saving one over-the-air message for the complete MO SMS procedure when the UE initiates this in CM-IDLE. 

The UL NAS TRANSPORT message specified by CT1 in Rel-15 that is used to carry SMS is not an initial NAS message. To support one step MO SMS in CM-IDLE requires to change UL NAS TRANSPORT message as an initial NAS message and a partial ciphering mechanism to protect the carried SMS. After evaluating the benefits and the cost to support this feature, CT1 intends to address the support for MO SMS procedure using one step approach in CM-IDLE in Rel-16.
” 

CT1 suggests to address partial ciphering mechanism feature in Rel-16.

In general, the proposed changes could not align with current specification, and has fundamental changes for many main procedures. Moreover, the cleartext IEs should be considered in stage 3. In addition, CT1 also suggests to address partial ciphering mechanism feature in Rel-16. Thus, it is proposed to ask SA3 to reconsider the solution.  
2
Discussion
2.1
Proposed Solution
The solution proposed in the LS can be found in clause 6.4.6 in TS 33.501 [3].
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If the UE does not have a NAS security context, then the UE shall send the cleartext IEs to establish a NAS security. After that, the rest of IEs can be sent in the NAS Security Mode Complete message, which is ciphered.

If the UE has a NAS security context, the UE shall partially cipher the initial message. 

Observation 1: The proposed solution involves two features, i.e. 
a. Split IEs in the initial NAS message into two different signallings message

b. Partial ciphering mechanism
2.2
Feature A
The initial NAS message is the first NAS message that is sent after the UE transitions from the idle state. So, the related procedure may at least include,

a. Registration procedure, which include general registration and registration with AMF relocation,  

b. Service request procedure, 

c. Interworking, which include EPS to 5GS Mobility Registration using N26 interface or without N26 interface

d. Non-3GPP access procedure.

Some abnormal cases or rare cases may be also effected.
For example, let consider the impact of proposed solution in registration procedure, according to figure 4.2.2.2.2-1 in TS 23.502 [4]. In step 1, UE sends registration request message to the AMF, the message includes several parameters such as SUCI or 5G-GUTI, last visited TAI, Requested NSSAI, UE 5GC capacity, list of PDU session to be activated, MICO mode preference, Request type flag, etc. In order to fulfil SA3 requirements, in SA2 and CT, we have to identify which parameters should be sent in later message after that NAS security has been established, i.e. in step 9b, in NAS Security Mode Complete message from UE to AMF which is defined in TS 33.501 [3], but not currently included in the procedure. 

At this stage of the specification when it is assumed that stage 2 has been frozen from several meetings, the need to identify which parameters may be sent in later messages, the interaction with CT and SA3 for identifying the grouping of parameters in IE, the need to check several procedures from SA2 point of view (for example also impact on 4G interworking, Non-3GPP access procedure) is not a simple alignment with limited impact. The solution just consider the parameters needed to establish the security context, but there may be some other parameters that need to be used before step 9b, e.g. NSSAI for AMF relocation, TAU request for interworking, etc. 
In addition, the proposed solution is a fundamental change to the procedures above in which the initial NAS message is split and communicated to the network over two different signalling procedures which change the state machine and require the network to maintain an interim state until the remaining information of the initial NAS message is received.
Observation 2: Feature A requires fundamental revisions of procedure which need to be carefully evaluated due to impact on frozen stage 2 specification.

In 5G, the core network shall support SBA, and the NEs are actually designed by different service modular. For example, security function and MM function may be two separate modular.  

Feature A mixes up security function modular and MM function modular, because some of the MM related IEs shall be sent to AMF in NAS Security Mode Complete message which is defined in security function.

Thus, feature A will add more complexity to service based architecture since it mixes up two separate functions.
Observation 3: Feature A will add more complexity to service based architecture since it mixes up security function and MM function.

2.3
Feature B
According to the LS S2-183066 [2], it is clear that CT1 suggests to address the support for MO SMS procedure using one step approach in CM-IDLE in Rel-16, because it requires to change UL NAS TRANSPORT message as an initial NAS message and a partial ciphering mechanism to protect the carried SMS. The solution needs to partial cipher the initial NAS message, which also involves the same feature to the suggested solution. Thus, it is suggested not to consider the proposed changes in Rel-15.

Observation 4: Feature B may not be involved in Rel-15, because CT1 has suggested to involve partial ciphering mechanism feature in Rel-16.
3
Conclusion and Proposal
According to the observations above, 

Observation 1: The proposed solution involves two features, i.e. a. split IEs in the initial NAS message into two different signallings, b. partial ciphering mechanism.
Observation 2: Feature A requires fundamental revisions of procedure which need to be carefully evaluated due to impact on frozen stage 2 specification.
Observation 3: Feature A will add more complexity to service based architecture since it mixes up security function and MM function.

Observation 4: Feature B may not be involved in Rel-15, because CT1 has suggested to involve partial ciphering mechanism feature in Rel-16.
The contribution proposes that,

Proposal 1: Reply SA3 LS with observations above, and ask them not to consider the proposed solution in Rel-15.
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