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Abstract of the contribution: This contribution proposes solutions for Key Issue 14 of TR 23.724, to support multiple QoS flows for Unstructured PDU Sessions.
1.
Discussion
In TS 22.261, several requirements for IoT communications have been described, including:
6.4.2.3
Efficient management for IoT

The 5G network shall optimize the resource use of the control plane and/or user plane to manage (e.g., provide service parameters, activate, deactivate) a UE.
6.4.2.4 
Efficient control plane

The 5G system shall minimize the signalling that is required prior to user data transmission.
NOTE:
The amount of signalling overhead may vary based on the amount of data to be transmitted, even for 
the same UE.
For all traffic, the Priority, QoS, and policy control requirements are specified in clause 6.7, TS 22.261

6.7.2

Requirements

The 5G system shall allow flexible mechanisms to establish and enforce priority policies among the different services (e.g., MPS, Emergency, medical, Public Safety) and users.

NOTE 1:
Priority between different services is subject to regional or national regulatory and operator policies.

The 5G system shall be able to provide the required QoS (e.g., reliability, latency, and bandwidth) for a service and support prioritization of resources when necessary for that service.

The 5G system shall allow decoupling of the priority of a particular communication from the associated QoS characteristics such as latency and reliability.

The 5G system shall be able to support a harmonised QoS and policy framework applicable to multiple accesses.

The 5G system shall be able to support E2E (e.g., UE to UE) QoS for a service. 

NOTE 2:
E2E QoS needs to consider QoS in the access networks, backhaul, core network, and network to network interconnect.

The 5G system shall be able to support QoS for applications in a Service Hosting Environment.


In 5GS Release 15, the unstructured PDU Session supports only one QoS flow. Since there is no packet filter defined for unstructured data, the UPF cannot classify unstructured packets. However, many IoT applications use unstructured data. The IoT devices may require multiple QoS treatments, for example:
· Messages carrying control information and data.

· Messages carrying low priority data (e.g. regular sensor data), 
· Messages carrying high priority data (e.g. alarm data, such as heart attack alarm for healthcare applications). 

According to TS 23.501, clause 5.6.10.3, “there is support for maximum one 5G QoS Flow per PDU Session of Type Unstructured”. Hence if the UE wants to have multiple QoS flows, the UEs have to request multiple PDU Sessions. This will increase the signaling overhead for PDU Session Establishment, handover procedure, more memory for UE context management, and other procedures. Thus the current QoS model for unstructured data does not meet the efficient management requirements and efficient control plane for IoT as specified in clauses 6.4.2.3 and 6.4.2.4 of TS 22.261.
In EPS, the NB-IoT devices can request different QoS treatments by using Exception Report to send emergency messages. While this method supports QoS differentiation, if it is implemented in the 5GS, the CN CP function (SMF or AMF) needs to inform the UPF or NEF whenever a message type of Exception Report to avoid bit rate control. This method does not allow QoS differentiation across UEs and services. Hence the Exception Report also does not meet the priority, QoS, and policy control requirements as specified in clause 6.72 of TS 22.261.
Therefore, it has been agreed to add Key Issue 14 QoS Support for NB-IoT in TR 23.724.
5.14.4
Open issues

If relevant end-user use cases can be identified, the open issues include:

1. The required level of QoS differentiation, if any (e.g. QoS differentiation across different UEs, QoS differentiation across PDU sessions of the same UE, QoS differentiation for different traffic flows within a PDU session of the same UE).
If the 5GS supports multiple QoS flows in one unstructured PDU Session, all the features of QoS model can be well applied to unstructured data, while reducing the signaling overhead. The open issues in Key Issue 14 QoS Support for NB-IoT can be resolved.
2.
Proposal
Proposal 1: It is proposed to add the following solutions to support multiple QoS flows for unstructured PDU Sessions in TR 23.786.

* * * * Beginning of Change * * * *
6.X
Solution #X: UE-Driven Packet Classification

6.X.1
Introduction
This solution is proposed for Key Issues 14, QoS Support for NB-IoT. The NB-IoT devices may use UP solutions to send frequent and small data in the UP. The UE may establish a PDU Session as described in TS 23.502, clause 4.3.2. The NB-IoT devices may require 5GS to support multiple QoS flows in one Unstructured PDU Session. For example, one QoS Flow may be used to carry low priority data such as regular sensor data. Another QoS Flow may be used to carry the emergent messages, such as high temperature alarm, high heart beat rate.
6.X.2
Functional Description
The NB-IoT devices request PDU Session Establishment to send unstructured data. Based on the UE Subscription information in the UDM/UDR, the SMF can assign multiple QoS Rules to the UE. Each QoS Rule is associated with one QoS Flow Identifier (QFI), but there is no Packet Filter Sets. The application in the UE can understand the QoS parameters in the QoS rule(s) (such as 5QI). The UE may have non-standardized packet filtering mechanisms for CIoT protocols, such as CoAP. Based on the QoS requirements and the QoS parameters in the QoS rule(s), the UE has its own logic to perform packet classification and map the UL PDU to QoS Flows.

During the PDU Session Establishment, the SMF also sends multiple QoS Profiles to the (R)AN, each QoS Profile has a unique QFI for one QoS Flow the UE may use.

During the PDU Session Establishment, the SMF also sends multiple N6 Service Data Flow (SDF) templates to the UPF. Each N6 SDF template has an N6 Packet Filter Set (PFS) and each N6 PFS is mapped to one N3/N9 QFI. In case of N6 IP tunnel, the SMF may assign one unique IP address/prefix for each QoS Flow. Alternatively, the SMF may assign the same IP address/prefix for all QoS Flows, but each QoS Flow uses a unique UDP port, or unique Flow Label, or Traffic Class as part of SDF template. The UPF establishes IP tunnel(s) with the AS using the assigned IP address(es)/prefix(es) or UDP port(s).

When the UE sends an UL PDU, the UE uses its own logic to map the UL PDU to QoS Flow. The UE may add a QFI to the UL PDU and sends to the (R)AN. The (R)AN receives the UL PDU, adds a QFI as part of N3 header and sends the N3-encapsulated PDU to the UPF. The UPF removes the N3 encapsulation, adds the N6 tunnel header to the PDU. Different QoS Flows can be associated with a unique N6 IP address/prefix and/or unique UDP port of UPF. The UPF sends the PDU with unique N6 IP packet header to the Application Server (AS).

The AS may send downlink packets to the UE. The AS uses the source information in the N6 tunnel header that the UPF used to send the UL PDU for sending DL packet to the UPF. The UPF receives the DL PDU, uses the mapping between N6 PFS and QFI to classify the PDUs into QoS Flows and send the DL PDU to the (R)AN. The (R)AN sends the DL PDU to the UE using a data radio bearer (DRB) assigned to the QoF Flow.
6.X.3
Support of EPC interworking
Not applicable.

6.X.4
Procedures

The high-level procedure for sending UL unstructured PDU is described in Figure 6.X.4-1.
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Figure 6.X.4-1: High level description of UL unstructured PDU delivery

1.
During PDU Session Establishment procedure, the SMF sends QoS Rules to the UE. The QoS Rules do not contain Packet Filter Sets.

2.
During PDU Session Establishment procedure, the SMF assigns tunnel parameters for N6 interface. In case of IP/UDP tunnel, the SMF assigns IP address(es) and UPD port number for QoS Flow(s).


Some other steps are required but not shown in the procedure. For example, the SMF sends QoS Profiles to the (R)AN, the (R)AN establish DRB(s) for QoS Flows.


If required, one of the QoS Flows may be assigned to carry high priority data, and another QoS Flow is assigned to carry low priority data.

The SMF assigns corresponding QoS Rules to the UEs, QoS Profiles to the (R)AN, QoS and charging policies to the UPF to reflect the Priority Level, Packet Delay Budget requirements, bit rate requirements and other QoS parameters for QoS Flows.
3.
The UE may have non-standardized packet filtering mechanisms. When the UE wants to send UL PDUs, based on the QoS requirements and the QoS parameters in the QoS rule(s), the UE has its own logic to map UL unstructured PDUs into QoS Flows.

4.
The UE sends UL unstructured PDU to the (R)AN using the assigned DRB.

5.
The (R)AN receives the UL PDU. The (R)AN encapsulates the UL PDU with N3 tunnel header.

6.
The (R)AN sends to the N3-encapsulated PDU to the UPF.

7.
The UPF reads the UL QFI, removes the N3 tunnel header. The UPF uses the mapping between UL QFI and N6 tunnel header (e.g. N6 IP source address/prefix) to encapsulate the UL PDU into N6 tunnel PDU format.

8.
The UPF sends UL PDU in the N6 tunnel.

6.X.5
Impacts on existing entities and interfaces
In the UE:
-
Since no Packet Filter Sets are specified for unstructured PDU data, the UE uses its own logic to classify PDUs into QoS Flows in the uplink. The QoS Rules for unstructured QoS Flows do not have Packet Filter Sets.

-
For downlink, the (R)AN uses the assigned DRB(s) for each QoS Flow as the current (R)AN specifications.
In the UPF:
-
The UPF uses the mapping between N3/N9 QFI and N6 tunnel Packet Filter Sets to send UL PDU to the AS. In case of IP/UDP tunnel, each N6 PFS has a unique set of source IP address/prefix, source UDP port number(s), Flow Label.

-
In the downlink, the AS uses the information in the N6 tunnel header to send the DL packets to the UPF. The UPF uses the mapping between N3/N9 QFI and N6 tunnel Packet Filter Sets to classify DL packets into QoS Flows and send to the (R)AN.
6.X.6
Evaluation

Editor's note:
This clause provides an evaluation of the solution.

* * * * Next change * * * * 
6.Y
Solution #Y: QoS control for unstructured PDU sessions
6.Y.1
Introduction

Editor's note:
This clause lists the key issue(s) addressed by this solution.

This solution addresses Key Issue #14, QoS Support for NB-IoT by introducing a mechanism to to differentiate traffic flows within a single unstructured PDU session.

6.Y.2
Functional Description
Editor's note:
This clause outlines solution principles and documents any assumptions made.

6.Y.2.1
QoS Flow mapping for unstructured PDU Session

Similar to the QoS model defined in TS 23.501, the SMF performs the binding of Service Data Flows (SDFs) to QoS Flows based on the QoS and service requirements (e.g. the received PCC rules). The SMF assigns the QFI for a new QoS Flow and derives its QoS profile from the information provided by the PCF. When applicable, the SMF provides the QFI together with the QoS profile to the (R)AN. The SMF provides the SDF template, i.e. Field Position based Packet Filter (see clause 6.Y.2.2) associated with the SDF received from the PCF) together with the SDF template precedence value included in the PCC rule , the QoS related information, and the corresponding packet marking information, i.e. the QFI to UPF. For each SDF, when applicable, the SMF generates a QoS rule. Each of these QoS rules contain the QoS rule identifier, the QFI of the QoS Flow, the Field Position based Packet Filter of the UL part of the SDF template, optionally the Field Position based Packet Filter for the DL part of the SDF template, and the QoS rule precedence value set to the precedence value of the PCC rule from which the QoS rule is generated. The QoS rules are then provided to the UE.
The principle for classification and marking of User Plane traffic and mapping of QoS Flows to AN resources is illustrated in Figure 6.Y.2.1-1.
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Figure 6.Y.2.1-1: Principle for classification and User Plane marking for QoS Flows and mapping to AN Resources for Unstructured PDU Session
In DL, incoming data packets are classified by the UPF based on SDF templates according to the precedence of the PCC rule authorizing the service data flow, (without initiating additional N4 signalling). The UPF conveys the classification of the User Plane traffic belonging to a QoS Flow through an N3 (and N9) User Plane marking using a QFI. The AN binds QoS Flows to AN resources (i.e. Data Radio Bearers of in case of 3GPP RAN). For PDU Session types used by NB-IoT (i.e., IPv6, IPv4, and Unstructured), dedicated bearers are not supported in NB-IoT, so multiple QoS Flows can be band to one AN resource. It is up to the AN to establish they AN resources that QoS Flows can be mapped to, and to release it.
If no match is found and all QoS Flows are related with a DL Field Position based Packet Filter, the UPF shall discard the DL data packet.
In UL, the UE evaluates UL packets against the Packet Filter in the QoS rules for Unstructured PDU Session based on the precedence value of QoS rules in increasing order until a matching QoS rule (i.e. whose packet filter matches the UL packet) is found. The UE uses the QFI in the corresponding matching QoS rule to bind the UL packet to a QoS Flow. The UE then binds QoS Flows to AN resources.

If no match is found and the default QoS rule contains an UL Packet Filter, the UE shall discard the UL data packet.
6.Y.2.2
 QoS Rule for Unstructured PDU Session
The QoS rule for Structured PDU Session contains the following parameters:

-
Field position based Packet Filters (as defined in subclause 6.Y.2.3);
-
QFI;
-
Precedence value.
6.Y.2.3
Field position based Packet Filters
The Field position based Packet Filters is used in the QoS rules or SDF template for Unstructured PDU Session to identify a QoS Flow. The Field position based Packet Filter may contain one or more fields position information and their matching value. The information to generate Field position based Packet Filters can be either provided by an AF or preconfigured in the network.

One example is CoAP (Constrained Application Protocol) over non-IP.

	Version
(2 bit)
	Type
(2 bit)
	Token Length
( 4 bit)
	Code
(8 bit)
	Message ID
(16 bit)

	Token (if any，TKL Bytes)…

	Options (if any)

	11111111
	Payload (if any)


Figure 6.Y.2.3-3 CoAP Message Format
As shown in figure bellowed, Field Position 1, Field Position 2 and Field Position 3 respectively represent the header field that contain Version, Type and Code in the example CoAP packet in Figure 6.Y.2.3-3. The field positions are defined by two attribute, the offset and the length < O, L >.  The offset is defined as the starting position in the packet, in number of bits, and the length field is defined as the number of bits in this field. In addition, a matching value for the referenced part of the unstructured PDU and an operation for the comparison of the set of bits is given.

Some fields in the CoAP packet header can be used for packet classification. For example, the field “Type” indicates a message types of Confirmable (0), Non-confirmable (1), Acknowledgement (2), or Reset (3). Some important message may require one return message of Acknowledgment. Some less important message, such as repeated readings from sensors, may be of type Non-confirmable.
	Field Position
	Field Position Offset
(bit)
	Field Position Length

(bit)
	Operation（=,>,<, or,and,xor),


	Matching Value Example

	Field Position 1
	0
	2
	=
	01



	Field Position 2
	2
	2
	=
	00

(Confirmable)

	Field Position 3
	8
	8
	=
	00000001

(GET)


Figure 6.Y.2.3-2 Examples of Field Position based Packet Filters for CoAP

6.Y.3
Support of EPC interworking

Editor's note:
This clause describes if and how EPC-5GC interworking is supported by this solution.

6.Y.4
Procedures

The high-level procedure for sending UL unstructured PDU is described in Figure 6.Y.4-1.
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Figure 6.Y.4-1: High level description of UL unstructured PDU delivery

1.
During PDU Session Establishment procedure, the SMF sends QoS Rules for Unstructured PDU Session to the UE. The QoS Rules contain Field Position based Packet Filter Sets.

2.
During PDU Session Establishment procedure, the SMF sends SDF Templates with Field Position based Packet Filter Sets and tunnel parameters for N6 interface. In case of IP/UDP tunnel, the SMF assigns IP address(es) and UPD port number for QoS Flow(s).
3.
When the UE wants to send UL PDUs, the UE evaluates UL packets against the Field Position based Packet Filter in the QoS rules for Unstructured PDU Session based on the precedence value of QoS rules in increasing order until a matching QoS rule (i.e. whose packet filter matches the UL packet) is found. The UE uses the QFI in the corresponding matching QoS rule to bind the UL packet to a QoS Flow.
4.
The UE sends UL unstructured PDU to the (R)AN using the assigned DRB. The QFI is attached to the UL PDU.

5.
The (R)AN receives the UL PDU. The (R)AN encapsulates the UL PDU with N3 tunnel header.

6.
The (R)AN sends to the N3-encapsulated PDU to the UPF.

7.
UPF verifies whether QFIs in the UL PDUs are aligned with the QoS Rules for Unstructured PDU Session provided to the UE. The UPF removes the N3 tunnel header and encapsulate UL unstructured PDU with N6 Tunnel Header.
8.
The UPF sends UL PDU in the N6 tunnel.

The high-level procedure for sending DL unstructured PDU is described in Figure 6.Y.4-2.
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Figure 6.Y.4-2: High level description of DL unstructured PDU delivery

1.
During PDU Session Establishment procedure, the SMF sends QoS Rules for Unstructured PDU Session to the UE. The QoS Rules contain Field Position based Packet Filter Sets.

2.
During PDU Session Establishment procedure, the SMF sends SDF Templates with Field Position based Packet Filter Sets and tunnel parameters for N6 interface. In case of IP/UDP tunnel, the SMF assigns IP address(es) and UPD port number for QoS Flow(s).

3.
DN sends DL PDUs carried in N6 Tunnel.

4.
The UPF Classifies DL Unstructured PDU according to SDF templates with Filed Position based Packet Filter for Unstructured PDU Session.
5.
The UPF sends DL Unstructured PDU with QFI to RAN.

6.
The (R)AN binds QoS Flows to AN resources.

7.
The (R)AN sends DL Unstructured PDU to UE.

6.X.5
Impacts on existing entities and interfaces
In the UE:
-
In UL, for unstructured PDU Session, the UE determines and bind the UL packet to a matching QoS rule based on the Field Position based Packet Filter in the QoS rules.

In the UPF:
-
In DL, for unstructured PDU Session, the UPF classifies the incoming data packets based on SDF templates with Field Position based Packet Filters.
6.Y.6
Evaluation

Editor's note:
This clause provides an evaluation of the solution.

* * * * End of Changes * * * *
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