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1
Discussion

Solution #4 proposes to reuse the existing framework (PCC, SDCI) with small enhancement in PCEF (in EPS) or UPF (in 5GS) to prevent fraudulent use (i.e. do traffic verification), with the assumption that the SNI is not encrypted or not obscured. 

TLS SNI encryption is being studied by IETF at https://tools.ietf.org/pdf/draft-ietf-tls-sni-encryption-02.txt  (March 2018).  The draft assumes that only a small fraction of TLS connections will use SNI encryption in the near future 
===== quoting from https://tools.ietf.org/pdf/draft-ietf-tls-sni-encryption-02.txt ====== 
2.4.  Do not stick out

In some designs, handshakes using SNI encryption can be easily differentiated from "regular" and shakes. For example, some designs require specific extensions in the Client Hello packets, or specific values of the clear text SNI parameter. If adversaries can easily detect the use of SNI encryption, they could block it, or they could flag the users of SNI encryption for special treatment.
In the future, it might be possible to assume that a large fraction of TLS handshakes use SNI encryption.  If that was the case, the detection of SNI encryption would be a lesser concern.  However, we have to assume that in the near future, only a small fraction of TLS connections will use SNI encryption.
Based on the above, it’s proposed to have an interim agreement that Solution #4 will be included in the normative phase.

2
Proposal
It is proposed to agree an interim conclusion as follows:
######################## START CHANGE in TR 23.787 ###############################
8
Conclusions

Editor's note:
This clause will capture conclusions from the study.
8.1
Interim conclusion

The following interim conclusion is agreed:
Solution #4 in clause 6.4.1 is to be specified as a solution in the normative phase considering that SNI encryption is not expected to be used for a big fraction of TLS connections. 
 Editor’s Note: Further conclusions are FFS.
######################## END OF CHANGES ###############################
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