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Abstract: This contribution proposes a solution for encrypted traffic detection and verification in the presence of an agreement between AS and MNO.
1 Proposed text to TR 23.787
Encrypted traffic detection and verification solutions Overview
Any encrypted traffic detection and verification solution should have the following goals:

1. Ability to classify traffic with high granularity

2. Maintain encrypted integrity of the stream, and thus privacy of the end user

3. The ability of the Content Provider to control who can identify the classification

The follow list is not a rigorous list of solutions but the most relevant alternatives are covered in this overview.
 Heuristic methodologies

· Behavioral real-time analysis by Deep Packet Inspection solutions. An approach is out of band signaling where Content Providers can signal DPI solutions with the exact classification of the traffic.

Pros:

· This solution has been deployed worldwide.

Cons:

· DPI solutions often rely on traffic signatures to classify traffic. These are byte patterns found in protocols at many layers of the OSI model.  

· With encrypted traffic, these patterns cannot be observed.  In transports like TLS, there are fields viewable to DPI solutions however with the advent of TLS 1.3, the visibility is more restricted.

· Heuristic DPI solution over encrypted traffic results in very expensive solutions in terms of process capacity and operational cost.

Deterministic methodologies

· One type of solution that belongs to this category are the Solutions that identify the encrypted traffic based on IP segments, port numbers, domain name patterns that the content providers share out of the band with the operator.

Pros:

· Despite of fraud risk and high operational cost, this solution has been deployed worldwide. 

Cons:

· IP whitelisting solution lacks the desired level of accuracy, granularity and can be operationally expensive, especially when the white list needs rigorously updated to avoid events of zero rating fraud, false negative identification/validation. 

· One common problem is that a server (content provider side) may provide several services/protocols under the same Ip address-port sets; this condition prevents the SMF/UPF to be able to identify the traffic based on source Ip Address-Port tuple. 

· One important disadvantage of this solution is that in some circumstances because the local regulation, the content provider gets prevented to share this kind of information with the operator. 

· Traffic marking solutions

This solution relies on the capacity that the Content Provider has to places a pattern in the transport layer then this pattern could be used by SMF/UPF in 5G PCEF/TDF in 4G to classify and validate the traffic

Pros: 
· This solution establishes a direct interaction mechanism in between Operator and content provider in a transparent way to the UE. Any improvement or required change in the future, to this mechanism, can be done without any requirement to the massive variety of UEs.
· This solution is transparent to the upper transport layers e.g. TLS protocols and most types of encryption techniques.

· This kind of solutions is compliant with the main goals such as:

· Ability to classify traffic with high granularity

· Maintain encrypted integrity of the stream, and thus privacy of the end user

· The ability of the Content Provider to control dynamically who can identify the classification

Cons:

· The procedure to place a pattern susceptible to encryption in the transport layer, poses a certain challenge that we will need to address in this kind of solution.
********************************Start of Change********************************
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Solutions
Editor's note:
This clause is intended to document the agreed architecture solutions. Each solution should clearly describe which of the key issues it covers and how.
6.X
Solution Key Issue #1: Encrypted traffic detection and verification in the presence of an agreement between AS and MNO 
In this contribution the proposal is to use a Traffic marking solution using Cryptography technique to opaque the marking information. 

6.X.1
Functional Description

Editor's Note:
General description, assumption, and principles of the solution.

In this contribution the proposal is to use a Traffic marking solution using a Cryptography technique to opaque the marking information. 

There are two main components in this proposal.

· Cryptography component

· Marking technique

Related to the Cryptography component this contribution describes one possible solution.

Related to the marking technique this contribution describes in detail one solution based on TCP Option and open the possibility to use TCP sequence number (which does not require any TCP extension) or marking based on the TLS layer.    

Description of the Cryptography component of this proposal

This solution is fundamentally a traffic marking solution using Cryptography technique to opaque the marking.

The method proposed to mark traffic relies on a cryptographic hash function.  This is a special class of hash functions, where they have the following properties:

1) Deterministic

2) Low Computation cost 

3) Non Invertible

4) Small change in input results in large change in output (Diffusion/Avalanche Effect)

5) Low Collisions

There are some decisions to make in how to implement this solution that are competence of CT3 and/or  SA2  but with the intent to clearly illustrate the proposed solution, in this contribution is used for illustration purpose the HCMA_SHA256 as the desired implementation of this function, as defined in RFC 2104 (https://tools.ietf.org/html/rfc2104)

SHA256 is such a hash function that would be computed in the SMF/UPF or PCEF/TDF and in the content provider as well.

A method commonly used to perform message authentication is HMAC (Defined in rfc2104).  HMAC is Keyed/Hashed Message Authentication Code.  It requires a shared key where anyone who possesses the key can perform the algorithm on agreed data to confirm the message is authentic.

For the purpose of traffic classification this approach is used in the operator side to "authenticate" that the marking value is from a content provider that has shared the key used to compute the code.

CT3 may decide to use other different cryptographic technique having similar worth properties.

Description of the Marking component of this proposal

The traffic marking process could be done in the transport layer and some examples for marking in TCP/IP are (this is not a rigorous list):

· Using the TCP Traffic Marking TCP Options (described in detail later in this proposal)

· Using the TCP Sequence Numbers (this approach does not require any extension of TCP or approval from IETF and IANA)
An important advantage of this scheme is that the TCP protocol is so stable with minimum expected changes in the time.
Also the traffic marking process could be done in the TLS protocol and some examples for TLS are:

· Utilizing a TLS Extensions for Traffic Marking
· Utilizing existing TLS Handshake fields
To illustrate the Functional Description in this proposal is used “Using the TCP Traffic Marking TCP Options” which the final decision needs to be taken in CT3 and/or SA2
Using the TCP Traffic Marking TCP Options

The majority of traffic on the internet is carried by the TCP Transport.

The header is defined as:

    0                   1                   2                   3   

    0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |          Source Port          |       Destination Port               |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |                        Sequence Number                                 |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |                    Acknowledgment Number                      |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |  Data |           |U|A|P|R|S|F|                                        |

   | Offset| Reserved  |R|C|S|S|Y|I|            Window                  |

   |       |           |G|K|H|T|N|N|                                         |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |           Checksum            |         Urgent Pointer                |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |                    Options                    |    Padding              |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

   |                             data                                          |

   +-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

The Options portion of the header is an extensible field. IANA controls the allocation of TCP Option types: https://www.iana.org/assignments/tcp-parameters/tcp-parameters.xhtml

Something very similar to traffic marking currently exists. TCP Option Kind 29, TCP-AO, which replaces kind 19 MD5 Signature Option, was designed to provide a signature preventing the spoofing of BGP connections.

In theory this would facilitate traffic marking, however any use of this connection would cause conflicts if servers attempted to facilitate this with end user tcp connections.  It wasn’t designed for use in non BGP TCP connections.

A proposal would be to add a new TCP Traffic marking option, which allowed the TCP option payload to contain an opaque data payload as defined:

Let KTI be the shared key a Content Provider provides to operator to be used on the SMF/UPF or PCEF/TDF.

Let the traffic identification block:

 B = HMAC_hash(KTI+TCP.Option.Timestamp.value+localIP+localPort+remoteIP+remotePort)

When a client establishes a connection to a content provider's service over TCP, the client initiates the connection by sending the TCP SYN packet.

When the server responds via a TCP SYN/ACK packet it shall place B in TCP Option with kind value as assigned by IANA for TCP Traffic Marking.

(Based on the nature of the application, the server may not be able to place the B in the first SYN/ACK message but will be able to mark the next message; in this case the described implementation in this proposal will change a little bit) 

The payload is defined as a short uint 16 of the length of the option flowed by the opaque bytes B defined above.

The SMF/UPF or PCEF/TDF that now sees the SYN/ACK will then compute the same B as sent by the server

If the computed B matches the TCP Options payload, then we can say the key K used was the same key.

Therefore if the content provider associated that specific key with traffic classification says for example Video.  Then the SMF/UPF or PCEF/TDF can classify the traffic as such.

One important advantage is that the traffic is classified once the first SYN/ACK arrives which is very convenient for service function chaining purpose to decide the forwarding process in the right time.

The main drawback with this approach is that it requires a proposal to IETF and IANA which will require time for review and approval. CT3 and/or SA2 will need to take this requirement.

If a Content Provider wants to disable the operator in the middle from being able to compute the HMAC, it simply has to change the key and not share the new key. This allows the Content Provider to control which middle/DPI boxes are allowed to view 

This contribution proposes a mechanism of traffic marking using a Cryptography technique to opaque the marking information. Introduce the parameters KTI for Cryptography and traffic classification purpose. The KTI parameter can be stored in PFDF using the existing procedure for PFD provisioning. 
6.X.2
Procedures

Editor's Note: Describes the high-level operation, procedures and information flows for the solution.
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1 PDU Session Establishment as defined in 23.502 clause 4.3.2.2
2 UE send a TCP SYN message to the content provider server

3 UPF sees the server to UE SYN/ACK message and extract the marking value using DPI capabilities.
4 Cryptographic function is evaluated by the UPF over the extracted marking value using the KTI keys that SMF fetched from the PFDF 
5 Traffic validation and classification is performed in the UPF and sent to the SMF

6 SMF to PCF: If dynamic PCC is deployed, SMF may initiate notification about traffic identification/classification information to the PCF (if subscribed) by performing a Session Management Policy Modification procedure as defined in 23.502 clause 4.16.5. The PCF may provide updated policies.
6.X.3
Impact on existing entities and interfaces
Editor's Note: Impacts on existing nodes or functionality will be added.

The UPF TDF-U shall be able to evaluate cryptographic function over the extracted marking value using the KTI keys that SMF fetched from the PFD

UPF TDF-U shall be able to perform the traffic validation and classification and send the final result to the SMF TDF-C

There is not any impact on the UEs or signaling in the ran interfaces.

In general this proposal guarantee implementations of Low Computation cost with a low impact in a minimum amount of network elements

********************************End of Change********************************
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