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1
Discussion
1.1
QFI change for a derived QoS rule

The current text in 23.501 reads as follows:
Upon reception of a DL packet that is subject to Reflective QoS:

-     if a UE derived QoS rule with a packet filter corresponding to the DL packet does not already exist,
-     the UE shall create a new UE derived QoS rule with a packet filter corresponding to the DL packet; and
-     the UE shall start, for this UE derived QoS rule, a timer set to the RQ Timer value.

-     otherwise the UE shall restart the timer associated to this UE derived QoS rule.
NOTE 2:   Non-3GPP ANs does not need N2 signalling to enable Reflective QoS. Non 3GPP accesses are expected to send transparantly the QFI and RQI to the UE. If the UPF does not include the RQI, no UE derived QoS rule will be generated. If RQI is included to assist the UE to trigger an update of the UE derived QoS rule, the reception of PDU for a QFI restarts the RQ Timer.

The first highlighted sentence implies that the UE checks the existence of a matching derived QoS rule by taking into account only the packet filter. It should be noted though that a derived QoS rule (as any other QoS rule) always includes an associated QFI.

As discussed in the past, there can be use cases where the network decides to change the QFI corresponding to a service data flow on the fly. In such a case the UE should update the derived QoS rule with the new QFI value. This is currently not captured in the text.

Proposal 1: Clarify that when the network changes the QFI of a QoS Flow, the UE shall update the QFI in the derived QoS rule.

1.2
Packet filter parameters in derived QoS rules
The description of derived QoS rules refers to both clause 5.7.6.2 (IP Packet Filter Set) and clause 5.7.6.3 (Ethernet Packet Filter Set).
5.7.5.2
UE Derived QoS Rule

The UE derived QoS rule contains following parameters:

-
One Packet Filter (in the Packet Filter Set as defined in clause 5.7.6.2 or 5.7.6.3;

-
QFI;

-
Precedence value(see clause 5.7.1.9).

The UL packet filter is derived based on the received DL packet by using the source IP address and port number as destination IP address and port number and vice versa.
However, the description on how the UL packet filter is derived refers only to PDU Sessions of IP type. There is no description of how UL packet filter rules are derived for PDU Session of Ethernet type.
Moreover, the description of the IP Packet Filter Set in clause 5.7.6.2 includes parameters other than the address and port numbers (e.g. it includes Protocol ID, TOS / Traffic Class, Flow Label, Security parameter index).

It is not clear whether these additional parameters should also be part of the UL packet filter in the derived QoS rule.
For Rel-15 we would like to propose to restrict the use of Reflective QoS to the following two cases:

-
When Protocol ID / Next Header refers to TCP or UDP: in this case the UL packet filter is derived as in the current description.

-
When Protocol ID /Next Header refers to ESP; in this case the UL packet filter is derived by using the Source and Destination IP address, as well as the Security Parameter Index.

Proposal 2: Clarify that the UL packet filter derivation for PDU Sessions of IP type focusing on TCP/UDP and ESP only.

Regarding PDU Sessions of Ethernet type the situation is a bit complex because of the variable size of the Ethernet header.
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As illustrated in the figure above (copied from https://en.wikipedia.org/wiki/IEEE_802.1Q) there can be three types of Ethernet frames as follows:
A) Simple Ethertype frame (no 802.1Q tagging)

B) Ethernet frame with single 802.1Q tagging

C) Ethernet frame with double 802.1Q tagging. In this case the outer and inner taggings are referred to as S-TAG (service tag) and C-TAG (customer tag), respectively.
For Rel-15 we would like to propose to restrict the use of Reflective QoS for PDU Sessions of Ethernet type only for cases where 802.1Q tagging is used i.e. cases B and C above. For both B and C it is proposed to clarify that the UL packet filter is derived using the pair of Source and Destination MAC addresses, plus the VLAN ID (VID) and Priority Code Point (PCP) in the outer 802.1Q tagging (i.e. in the S-TAG).
Proposal 3: It is proposed to restrict the use of Reflective QoS for PDU Sessions of Ethernet type only for cases where 802.1Q tagging is used (single or double).
2
Proposal

It is proposed to agree the text proposal.
######################### TEXT PROPOSAL FOR TS 23.501 ###########################
5.7.5
Reflective QoS

5.7.5.1
General

Reflective QoS enables the UE to map UL User Plane traffic to QoS Flows without SMF provided QoS rules and it applies for IP PDU Session and Ethernet PDU Session. This is achieved by creating UE derived QoS rules in the UE based on the received DL traffic. It shall be possible to apply reflective QoS and non-reflective QoS concurrently within the same PDU Session.

For a UE supporting reflective QoS functionality, the UE shall create a derived QoS rule for the uplink traffic based on the received DL traffic if reflective QoS function is used by the 5GC for some traffic flows. The UE shall use the derived QoS rules to determine mapping of UL traffic to QoS Flows.

If the 3GPP UE supports Reflective QoS functionality, the UE shall indicate support of reflective QoS to the network (i.e. SMF) during the PDU Session establishment.
5.7.5.2
UE Derived QoS Rule

The UE derived QoS rule contains following parameters:

-
One Packet Filter (in the Packet Filter Set as defined in clause 5.7.6.2 or 5.7.6.3;
-
QFI;
-
Precedence value(see clause 5.7.1.9).

For PDU Session of IP type the UL packet filter is derived based on the received DL packet as follows:

-
When Protocol ID / Next Header is set to TCP or UDP, by using the source and destination IP addresses, source and destination port numbers, and the Protocol ID / Next Header field itself. The network shall use Reflective QoS for UDP flows only if the same UDP port numbers are used in both directions.
-
When Protocol ID / Next Header is set to ESP, by using the source and destination IP addresses, the Security Parameter Index, and the Protocol ID / Next Header field itself. If the received DL packet is an IPSec protected packet, and an uplink IPSec SA corresponding to a downlink IPSec SA of the SPI in the DL packet exists, then the UL packet filter contains an SPI of the uplink IPSec SA.
NOTE 1: In this release of the specification for PDU Sessions of IP type the use of Reflective QoS is restricted to service data flows for which Protocol ID / Next Header is set to TCP, UDP or ESP.
NOTE 2: The handling of downlink packets with RQI indication that do not match the restrictions on Reflective QoS use is left to UE implementation.
For PDU Session of Ethernet type the UL packet filter is derived based on the received DL packet by using the source and destination MAC addresses, as well as the VID and PCP fields. When double 802.1Q tagging is used, only the outer (S-TAG) is taken into account for the UL packet filter derivation.
NOTE 3: In this release of the specification for PDU Sessions of Ethernet type the use of Reflective QoS is restricted to service data flows for which 802.1Q tagging is used.
The QFI of the derived QoS rule is set to the value received in the DL packet.

When Reflective QoS is activated the precedence value for all derived QoS rules is set to a standardised value.

5.7.5.3
Reflective QoS Control

Reflective QoS is controlled on per-packet basis by using the Reflective QoS Indication (RQI) in the encapsulation header on N3 reference point together with the QFI, together with a Reflective QoS Timer (RQ Timer) value that is either signaled to the UE upon PDU Session establishment or set to a default value.

When the 5GC determines that Reflective QoS has to be used for a specific SDF belonging to a QoS Flow, the SMF shall provide the RQA (Reflective QoS Attribute) within the QoS Flow's QoS profile to the NG-RAN on N2 reference pointQoS Flow unless it has been done so before.QoS Flow When the RQA has been provided to the NG-RAN for a QoS Flow and the 5GC determines that the QoS Flow carries no more SDF for which Reflective QoS has to be used, the SMF should signal the removal of the RQA (Reflective QoS Attribute) from the QoS Flow's QoS profile to the NG-RAN on N2 reference point.

NOTE 1:
The SMF could have a timer to delay the sending of the removal of the RQA. This would avoid signaling to the RAN in case new SDFs subject to Reflective QoS are bound to this QoS Flow in the meantime.
When the 5GC determines to use reflective QoS for a specific SDF, the SMF shall include an indication to use reflective QoS for this SDF in the corresponding SDF information provided to the UPF via N4 interface.
When the UPF receives this indication for an SDF, the UPF shall set the RQI bit in the encapsulation header on the N3 reference point for every DL packet corresponding to this SDF.

When an RQI is received by (R)AN in a DL packet on N3 reference point, the (R)AN shall indicate to the UE the QFI and the RQI of that DL packet.
Upon reception of a DL packet with RQI:

-
if a UE derived QoS rule with a packet filter corresponding to the DL packet does not already exist,

-
the UE shall create a new UE derived QoS rule with a packet filter corresponding to the DL packet; and

-
the UE shall start, for this UE derived QoS rule, a timer set to the RQ Timer value.
-
otherwise,

-
if the QFI associated with the downlink packet is different from the QFI associated with derived QoS rule the UE shall update the derived QoS rule with the new QFI.
-
the UE shall restart the timer associated to this UE derived QoS rule.
NOTE 2:
Non-3GPP ANs does not need N2 signalling to enable Reflective QoS. Non 3GPP accesses are expected to send transparently the QFI and RQI to the UE. If the UPF does not include the RQI, no UE derived QoS rule will be generated. If RQI is included to assist the UE to trigger an update of the UE derived QoS rule, the reception of PDU for a QFI restarts the RQ Timer.
Upon timer expiry associated with a UE derived QoS rule the UE deletes the corresponding UE derived QoS rule.
When the 5GC determines to no longer use reflective QoS for a specific SDF, the SMF shall remove the indication to use reflective QoS in the corresponding SDF information provided to the UPF via N4 interface. 
When the UPF receives this instruction for this SDF, the UPF shall no longer set the RQI bit in the encapsulation header on the N3 reference point. 
The UPF shall continue to accept the UL traffic of the SDF for the originally authorized QoS Flow for an operator configurable time.
NOTE 3:
This means that the detection and QoS enforcement instructions which were applied before the SMF removed the indication to use reflective QoS remain active in UL direction while the accounting of the UL traffic is done according to the new instructions. 

NOTE 4:
The operator configurable time has to be at least as long as the RQ Timer value to ensure that no UL packet would be dropped until the UE derived QoS rule is deleted by the UE.
######################### END OF CHANGES ###########################
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