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Revision1:

- removes SEPP in the non-roaming figure

-removes Nsepp occurrence in the roaming diagram

- removes SEPP usage for 3rd parties in two places
- removes the "SHALL" in the note about roaming architectures
- added note below roaming reference point figures that SEPP is not depicted
- added note below NRF reference point figure that SEPP is not depicted
- added note that N31 reference point is defined in SA3 spec
- revised description of SEPP that its functionality on inter-PLMN control plane interfaces is an example which keeps open, e.g. also intra-PLMN. 
- added note that no service-based interface for SEPP is needed as it is just acting as a proxy.
- added NOTE Y: The same or similar proxy functionality may be used within a PLMN’s network to simplify message routing or for other network optimizations – such functions will not be specified in this release of the specifications.
-added supporter
1
Discussion

SA3 has endorsed security goals for the work on SBA in http://www.3gpp.org/ftp/tsg_sa/WG3_Security/TSGS3_88Bis_Singapore/Docs/S3-172533.zip 

One part of this endorsement was to standardize for 5G SBA in Rel-15 the message content authorization
( i.e “Is the consumer legitimized to request or be subscribed to a specific service offered by the producer?”) and that the authorization should consider the network edge, each NF, and the NRF.

There are several options to allocate responsibility for storing, distributing, and enforcing authorization policies in 5G, and each option has specific pros and cons:

· central repository, e.g. the NRF, can take care of the dynamic nature of NFV and orchestration

· each NF, because the NF “knows” best about its service and specific threats

· edge filter elements at trust domain borders, as this is established practice, and reduces filter requirements for internal traffic

All of the above options should be considered and could complement each other, e.g. by having basic authorization policies and enforcements in every NF, which can be overridden by a repository-provided policy in case such repository is available. Edge proxies towards 3rd parties and roaming partners certainly play a key role for defense in depth.
SA3 endorsed also goal #3: A 5G signalling edge proxy is required to protect traffic crossing a security domain boundary, and thus needs to be included in the architecture.

Proposal : To include such a proxy into our architecture (see change)
2. Proposed changes to 23.501:

First Change
4.2
Architecture reference model

4.2.1
General

This specification describes the architecture for the 5G System. The 5G architecture is defined as service-based and the interaction between network functions is represented in two ways.
-
A service-based representation, where network functions (e.g. AMF) within the Control Plane enables other authorized network functions to access their services. This representation also includes point-to-point reference points where necessary.

-
A reference point representation, shows the interaction exist between the NF services in the network functions described by point-to-point reference point (e.g. N11) between any two network functions (e.g. AMF and SMF).

Service-based interfaces are listed in clause 4.2.6. Reference points are listed in clause 4.2.7.

Network functions within the 5GC Control Plane shall only use service-based interfaces for their interactions.

NOTE:
The interactions between NF services within one NF will not be specified in this release.

4.2.2
Network Functions and entities

The 5G System architecture consists of the following network functions (NF). The functional description of these network functions is specified in clause 6.

-
Authentication Server Function (AUSF)

-
Access and Mobility Management Function (AMF)

-
Data Network (DN), e.g. operator services, Internet access or 3rd party services

-
Unstructured Data Storage Function (UDSF)

-
Network Exposure Function (NEF)

-
NF Repository Function (NRF)
-
Network Slice Selection Function (NSSF)
-
Policy Control Function (PCF)

-
Session Management Function (SMF)

-
Unified Data Management (UDM)
-
Unified Data Repository (UDR)
-
User Plane Function (UPF)

-
Application Function (AF)

-
User Equipment (UE)

-
(Radio) Access Network ((R)AN)
-
5G-Equipment Identity Register (5G-EIR)
- 
Security Edge Protection Proxy (SEPP)

4.2.3
Non-roaming reference architecture

Figure 4.2.3-1 depicts the non-roaming reference architecture. Service-based interfaces are used within the Control Plane.
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Figure 4.2.3-1: 5G System architecture

Figure 4.2.3-2 depicts the 5G System architecture in the non-roaming case, using the reference point representation showing how various network functions interact with each other.
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Figure 4.2.3-2: Non-Roaming 5G System Architecture in reference point representation

NOTE 1:
N9, N14 are not shown in all other figures however they may also be applicable for other scenarios.

NOTE 2:
For the sake of clarity of the point-to-point diagrams, the UDSF, NEF and NRF have not been depicted. However, all depicted Network Functions can interact with the UDSF, UDR, NEF and NRF as necessary.

NOTE 3:
The UDM uses subscription data and authentication data and the PCF uses policy data that may be stored in UDR (refer to clause  4.2.5).
NOTE 4:
For clarity, the UDR and its connections with other NFs, e.g. PCF, are not depicted in the point-to-point and service-based architecture diagrams. For more information on data storage architectures refer to clause 4.2.5.
Figure 4.2.3-3 depicts the non-roaming architecture for UEs concurrently accessing two (e.g. local and central) data networks using multiple PDU Sessions, using the reference point representation. This figure shows the architecture for multiple PDU Sessions where two SMFs are selected for the two different PDU Sessions. However, each SMF may also have the capability to control both a local and a central UPF within a PDU Session.
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Figure 4.2.3-3: Applying non-roaming 5G System architecture for multiple PDU Session in reference point representation

Figure 4.2.3-4 depicts the non-roaming architecture in case concurrent access to two (e.g. local and central) data networks is provided within a single PDU Session, using the reference point representation.
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Figure 4.2.3-4: Applying non-roaming 5G System architecture for concurrent access to two (e.g. local and central) data networks (single PDU Session option) in reference point representation

4.2.4
Roaming reference architectures

Figure 4.2.4-1 depicts the 5G System roaming architecture with local breakout with service-based interfaces within the Control Plane.



[image: image6.emf]NRF UDM

Npcf

Nnrf

PCF

Nudm

UE

(R)AN UPF DN

N3 N6

AMF SMF

PCF

Namf Nsmf

Npcf

NRF

Nnrf

N

4

AUSF

Nnef

Nausf

NEF

Nnef

NEF

VPLMN

HPLMN

AF

Naf

Nnssf

NSSF

vSEPP hSEPP


Figure 4.2.4-1 Roaming 5G System architecture- local breakout scenario in service-based interface representation
NOTE 1:
In the LBO architecture. The PCF in the VPLMN may interact with the AF in order to generate PCC Rules for services delivered via the VPLMN. The PCF in the VPLMN uses locally configured policies according to the roaming agreement with the HPLMN operator as input for PCC Rule generation. The PCF in VPLMN has no access to subscriber policy information from the HPLMN.
Figure 4.2.4-3 depicts the 5G System roaming architecture in case of home routed scenario with service-based interfaces within the Control Plane.
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Figure 4.2.4-3 Roaming 5G System architecture - home routed scenario in service-based interface representation

Figure 4.2.4-4 depicts 5G System roaming architecture in case of local break out scenario using the reference point representation.
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Figure 4.2.4-4: Roaming 5G System architecture - local breakout scenario in reference point representation

NOTE 2:
The NRF is not depicted in reference point architecture figures. Refer to Figure 4.2.4-7 for details on NRF and NF interfaces.
NOTE X: For the sake of clarity, SEPPs are not depicted in the roaming reference point architecture figures.
The following figure 4.2.4-6 depicts the 5G System roaming architecture in case of home routed scenario using the reference point representation.
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Figure 4.2.4-6: Roaming 5G System architecture-Home routed scenario in reference point representation
For the roaming scenarios described above each PLMN  implements proxy functionality to secure interconnection and hide topology on the inter-PLMN interfaces. 
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Figure 4.2.4-7: NRF Roaming architecture in reference point representation
NOTE X:
For the sake of clarity, SEPPs are not depicted in figure 4.2.4-7.
4.2.5
Data Storage architectures

As depicted in Figure 4.2.5-1, the 5G System architecture allows any NF to store and retrieve its unstructured data into/from a UDSF (e.g. UE contexts). The UDSF belongs to the same PLMN where the network function is located. CP NFs may share a UDSF for storing their respective unstructured data or may each have their own UDSF (e.g. a UDSF may be located close to the respective NF).
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Figure 4.2.5-1: Data storage architecture for unstructured data from any NF

NOTE 1:
3GPP will specify (possibly by referencing) the N18/Nudsf interface.

As depicted in Figure 4.2.5-2, the 5G System architecture allows the UDM, PCF and NEF to store data in the UDR, including subscription data and policy data by UDM and PCF, structured data for exposure and application data (including Packet Flow Descriptions (PFDs) for application detection, application request information for multiple UEs) by the NEF. UDR can be deployed in each PLMN and it can serve different functions as follows:
-
UDR accessed by the NEF belongs to the same PLMN where the NEF is located.

-
UDR accessed by the UDM belongs to the same PLMN where the UDM is located if UDM supports a split architecture.

-
UDR accessed by the PCF belongs to the same PLMN where the PCF is located.

NOTE 2:
The UDR deployed in each PLMN can store application data for roaming subscribers.
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Figure 4.2.5-2: Data storage architecture

NOTE 3:
There can be multiple UDRs deployed in the network, each of which can accommodate different data sets or subsets, (e.g. subscription data, subscription policy data, data for exposure, application data) and/or serve different sets of NFs. Deployments where a UDR serves a single NF and stores its data, and, thus, can be integrated with this NF, can be possible..
NOTE 4: The internal structure of the UDR in figure 4.2.5-2 is shown for information only.
The Nudr interface is defined for the network functions, such as UDM, PCF and NEF, to access a particular set of the data stored and to read, update (including add, modify), delete, and subscribe to notification of relevant data changes in the UDR. 

Each NF service consumer accessing the UDR, via Nudr, shall be able to add, modify, update or delete only the data it is authorised to change. This authorisation shall be performed by the UDR on a per data set and NF service consumer basis and potentially on a per UE, subscription and/or roaming agreement granularity.

The following data in the UDR sets exposed via Nudr to the respective NF service consumer and stored shall be standardized:
-
Subscription Data,

-
Policy Data,

-
Structured Data for exposure,

-
application request information for multiple UEs (as defined in clause 5.6.7).

Editor's note:
Relevant reference in 5G specification, for each data set, needs to be provided.
Editor's note:
Application data set is FFS.
The content and format/encoding of the 3GPP defined information elements exposed by the data sets shall be standardized.

In addition, it shall be possible to access operator specific data sets by the consumers from the UDR as well as operator specific data for each specific data set, The content and format/encoding of these data or data sets is not subject for standardization.

NOTE 5:
The organization of the different data stored in the UDR is not to be standardized.

4.2.6
Service-based interfaces

The 5G System Architecture contains the following service-based interfaces:

Namf:
Service-based interface exhibited by AMF.

Nsmf:
Service-based interface exhibited by SMF.

Nnef:
Service-based interface exhibited by NEF.

Npcf:
Service-based interface exhibited by PCF.

Nudm:
Service-based interface exhibited by UDM.

Naf:
Service-based interface exhibited by AF.

Nnrf:
Service-based interface exhibited by NRF.

Nnssf:
Service-based interface exhibited by NSSF.

Nausf:
Service-based interface exhibited by AUSF.
Nudr:
Service-based interface exhibited by UDR.

Nudsf:
Service-based interface exhibited by UDSF.
N5g-eir:
Service-based interface exhibited by 5G-EIR.
4.2.7
Reference points

The 5G System Architecture contains the following reference points:

N1:
Reference point between the UE and the AMF.

N2:
Reference point between the (R)AN and the AMF.

N3:
Reference point between the (R)AN and the UPF.

N4:
Reference point between the SMF and the UPF.

N6:
Reference point between the UPF and a Data Network.

NOTE 1:
The traffic forwarding details of N6 between a UPF acting as an uplink classifier and a local data network will not be specified in this release.

N9:
Reference point between two UPFs.

The following reference points show the interactions that exist between the NF services in the NFs. These reference points are realized by corresponding NF service-based interfaces and by specifying the identified consumer and producer NF service as well as their interaction in order to realize a particular system procedure.

N5:
Reference point between the PCF and an AF.

N7:
Reference point between the SMF and the PCF.

N24:
Reference point between the PCF in the visited network and the PCF in the home network.

N8:
Reference point between the UDM and the AMF.
N10:
Reference point between the UDM and the SMF.

N11:
Reference point between the AMF and the SMF.

N12:
Reference point between AMF and AUSF.

N13:
Reference point between the UDM and Authentication Server function the AUSF.

N14:
Reference point between two AMFs.

N15:
Reference point between the PCF and the AMF in case of non-roaming scenario, PCF in the visited network and AMF in case of roaming scenario.

N16:
Reference point between two SMFs, (in roaming case between SMF in the visited network and the SMF in the home network).

N17:
Reference point between AMF and 5G-EIR.

N18:
Reference point between any NF and UDSF.

N22:
Reference point between AMF and NSSF.

N27:
Reference point between NRF in the visited network and the NRF in the home network.

NOTE 2: in some cases, a couple of NFs may need to be associated with each other to serve a UE.
In addition to the reference points above, there are interfaces/reference point(s) between SMF and the charging system (CDF and OCS). The reference point(s) are not depicted in the architecture illustrations in this specification.

NOTE 3:
The functionality of these interface/reference points are defined in TS 32.240 [41].
N31:
Reference point between SEPP in the visited network and the SEPP in the home network.
NOTE 4:
The functionality of N31 reference point is defined in TS 33.501 [29].
4.2.8
Support of non-3GPP access

4.2.8.1
General Concepts to Support Non-3GPP Access

The 5G Core Network supports the connectivity of the UE via non-3GPP access networks, e.g. WLAN access.

Only the support of non-3GPP access networks deployed outside the NG-RAN (referred to as "standalone" non-3GPP accesses) is described in this clause.

In this release of specification, 5G Core Network only supports untrusted non-3GPP accesses.
Non-3GPP access networks shall be connected to the 5G Core Network via a Non-3GPP InterWorking Function (N3IWF). The N3IWF interfaces the 5G Core Network CP and UP functions via N2 and N3 interfaces, respectively.

The N2 and N3 reference points are used to connect standalone non-3GPP accesses to 5G Core Network control-plane and user-plane functions respectively.

A UE that accesses the 5G Core Network over a standalone non-3GPP access shall, after UE attachment, support NAS signalling with 5G Core Network control-plane functions using the N1 reference point.

When a UE is connected via a NG-RAN and via a standalone non-3GPP access, multiple N1 instances shall exist for the UE i.e. there shall be one N1 instance over NG-RAN and one N1 instance over non-3GPP access.

A UE simultaneously connected to the same 5G Core Network of a PLMN over a 3GPP access and a non-3GPP access shall be served by a single AMF if the selected N3IWF is located in the same PLMN as the 3GPP access.

When a UE is connected to a 3GPP access of a PLMN, if the UE selects the N3IWF and the N3IWF is located in a PLMN different from the PLMN of the 3GPP access, e.g. in a different VPLMN or in the HPLMN, the UE is served separately by the two PLMNs. The UE is registered with two separate AMFs. PDU Sessions over the 3GPP access are served by V-SMFs different from the V-SMF serving the PDU Sessions over the non-3GPP access.

The PLMN selection for the 3GPP access does not depend on the N3IWF selection. If a UE is registered over a non-3GPP, the UE performs PLMN selection for the 3GPP access independently of the PLMN to which the N3IWF belongs.

A UE shall establish an IPSec tunnel with the N3IWF to attach to the 5G Core Network over untrusted non-3GPP access. The UE shall be authenticated by and attached to the 5G Core Network during the IPSec tunnel establishment procedure. Further details for UE attachment to 5G Core Network over untrusted non-3GPP access are described in clause 4.12.2 in TS 23.502 [3].

It shall be possible to maintain the UE signalling connection with the AMF over the non-3GPP access after all the PDU Sessions for the UE over that access have been released or handed over to 3GPP access.

N1 NAS signalling over standalone non-3GPP accesses shall be protected with the same security mechanism applied for N1 over a 3GPP access.
User plane QoS differentiation between UE and N3IWF is supported as described in clause 5.7 and TS 23.502 [3] clause 4.12.5.
4.2.8.2
Architecture Reference Model for Non-3GPP Accesses

4.2.8.2.1
Non-roaming Architecture for Non-3GPP Accesses
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Figure 4.2.8.2.1-1: Non-roaming architecture for 5G Core Network with non-3GPP access
NOTE 1:
The reference architecture in figure 4.2.8.2.1-1 only shows the architecture and the network functions directly connected to non-3GPP access, and other parts of the architecture are the same as defined in clause 4.2.
NOTE 2:
The reference architecture in figure 4.2.8.2.1-1 supports service based interfaces for AMF, SMF and other NFs not represented in the figure.

NOTE 3:
The two N2 instances in Figure 4.2.8.2.1-1 apply to a single AMF for a UE which is simultaneously connected to the same 5G Core Network over 3GPP access and non-3GPP access.
NOTE 4
The two N3 instances in Figure 4.2.8.2.1-1 may apply to different UPFs when different PDU Sessions are established over 3GPP access and non-3GPP access.
4.2.8.2.2
LBO Roaming Architecture for Non-3GPP Accesses, N3IWF in same PLMN as 3GPP access
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Figure 4.2.8.2.2-1: LBO Roaming architecture for 5G Core Network with non-3GPP access - N3IWF in the VPLMN

NOTE 1:
The reference architecture in figure 4.2.8.2.2-1 only shows the architecture and the network functions directly connected to support non-3GPP access, and other parts of the architecture are the same as defined in clause 4.2.
NOTE 2:
The reference architecture in figure 4.2.8.2.2-1 supports service based interfaces for AMF, SMF and other NFs not represented in the figure.

NOTE 3:
The two N2 instances in Figure 4.2.8.2.2-1 apply to a single AMF for a UE which is connected to the 5G Core Network over 3GPP access and non-3GPP access simultaneously.
NOTE 4:
The two N3 instances in Figure 4.2.8.2.2-1 may apply to different UPFs when different PDU Sessions are established over 3GPP access and non-3GPP access.

4.2.8.2.3
Home-routed Roaming Architecture for Non-3GPP Accesses, N3IWF in same PLMN as 3GPP access
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Figure 4.2.8.2.3-1: Home-routed Roaming architecture for 5G Core Network with non-3GPP access - N3IWF in the same VPLMN as 3GPP access

NOTE 1:
The reference architecture in figure 4.2.8.2.3-1 only shows the architecture and the network functions directly connected to support non-3GPP access, and other parts of the architecture are the same as defined in clause 4.2.
NOTE 2:
The two N2 instances in Figure 4.2.8.2.3-1 apply to a single AMF for a UE which is connected to the 5G Core Network over 3GPP access and non-3GPP access simultaneously.
4.2.8.2.4
LBO Roaming Architecture for Non-3GPP Accesses, N3IWF in different PLMN from 3GPP access
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Figure 4.2.8.2.4-1: LBO Roaming architecture for 5G Core Network with non-3GPP access - N3IWF in the different PLMN from the 3GPP access

NOTE 1:
The reference architecture in figure 4.2.8.2.4-1 only shows the architecture and the network functions directly connected to support non-3GPP access, and other parts of the architecture are the same as defined in clause 4.2.
NOTE 2:
The reference architecture in figure 4.2.8.2.4-1 supports service based interfaces for AMF, SMF and other NFs not represented in the figure.

NOTE 3:
The two N2 instances in Figure 4.2.8.2.4-1 apply to two different AMFs for a UE which is connected to the 5G Core Network over 3GPP access and non-3GPP access simultaneously.

4.2.8.2.5
Home-routed Roaming Architecture for Non-3GPP Accesses, N3IWF in different PLMN from 3GPP access
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Figure 4.2.8.2.5-1: Home-routed Roaming architecture for 5G Core Network with non-3GPP access - N3IWF in the different VPLMN from the 3GPP access
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Figure 4.2.8.2.5-2: Home-routed Roaming architecture for 5G Core Network with non-3GPP access - N3IWF in HPLMN and different PLMN in 3GPP access

NOTE 1:
The reference architecture in figure 4.2.8.2.5-1 and figure 4.2.8.2.5-2 only shows the architecture and the network functions directly connected to support non-3GPP access, and other parts of the architecture are the same as defined in clause 4.2.
NOTE 2:
The two N2 instances in figure 4.2.8.2.5-1 and figure 4.2.8.2.5-2 apply to two different AMFs for a UE which is connected to the 5G Core Network over 3GPP access and non-3GPP access simultaneously.

4.2.8.3
Non-3GPP Access Reference Points

The description of the reference points specific for the non-3GPP access:

N2, N3, N4, N6: these are defined in clause 4.2.

Y1
Reference point between the UE and the non-3GPP access (e.g. WLAN). This depends on the non-3GPP access technology and is outside the scope of 3GPP.

Y2
Reference point between the untrusted non-3GPP access and the N3IWF for the transport of NWu traffic.

NWu
Reference point between the UE and N3IWF for establishing secure tunnel(s) between the UE and N3IWF so that control-plane and user-plane exchanged between the UE and the 5G Core Network is transferred securely over untrusted non-3GPP access.


3rd Change

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

5GC
5G Core Network

5GS
5G System
5G-AN
5G Access Network

5G-GUTI
5G Globally Unique Temporary Identifier
5G-S-TMSI
5G S-Temporary Mobile Subscription Identifier
5QI
5G QoS Identifier
AF
Application Function

AMF
Access and Mobility Management Function

AS
Access Stratum

AUSF
Authentication Server Function

CP
Control Plane

DL
Downlink

DN
Data Network
DNAI
DN Access Identifier
DNN
Data Network Name

FQDN
Fully Qualified Domain Name

GFBR
Guaranteed Flow Bit Rate

GPSI
Generic Public Subscription Identifier

GUAMI
Globally Unique AMF Identifier

HR
Home Routed (roaming)
LADN
Local Area Data Network
LBO
Local Break Out (roaming)
MFBR
Maximum Flow Bit Rate

MICO
Mobile Initiated Connection Only
N3IWF
Non-3GPP InterWorking Function
NAI
Network Access Identifier

NEF
Network Exposure Function

NF
Network Function

NR
New Radio

NRF
Network Repository Function
NSSAI
Network Slice Selection Assistance Information
NSSF
Network Slice Selection Function

NSSP
Network Slice Selection Policy
PCF
Policy Control Function

PEI
Permanent Equipment Identifier
PER
Packet Error Rate
PFD
Packet Flow Description 
PPD
Paging Policy Differentiation

PPI
Paging Policy Indicator
PSA
PDU Session Anchor
QFI
QoS Flow Identifier
QoE
Quality of Experience

(R)AN
(Radio) Access Network

RQA
Reflective QoS Attribute

RQI
Reflective QoS Indication
SA NR
Standalone New Radio

SBA
Service Based Architecture

SBI
Service Based Interface
SD
Slice Differentiator
SEAF
Security Anchor Functionality
SEPP 
Security Edge Protection Proxy Function
SMF
Session Management Function

S-NSSAI
Single Network Slice Selection Assistance Information

SSC
Session and Service Continuity

SST
Slice/Service Type
SUCI
Subscription Concealed Identifier
SUPI
Subscription Permanent Identifier

UDSF
Unstructured Data Storage Function

UL
Uplink

UL CL
Uplink Classifier

UPF
User Plane Function
UDR
Unified Data Repository

4th Change

6.2.X
SEPP

The Security Edge Protection Proxy Function (SEPP) is a non-transparent proxy and supports the following functionality:

- Message filtering and policing e.g. on inter-PLMN control plane interfaces

- Topology hiding
Detailed functionality of SEPP, related flows and the N31 reference point, are specified in TS33.501 [29]
NOTE X: No service-based interface for SEPP is needed as it is just acting as a proxy.
NOTE Y: The same or similar proxy functionality may be used within a PLMN’s network to simplify message routing or for other network optimizations – such functions will not be specified in this release of this specifications.

                                  End of Changes
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