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1. Problem
The EPS network architecture supports the SWa interface between an untrusted Non-3GPP Access Network (AN) and the 3GPP AAA server (see Fig. 1 below). This interface enables a UE to connect to an untrusted Non-3GPP AN with 3GPP-based access authentication, i.e. by using its 3GPP credentials stored in USIM. However, this capability is not supported in the 5G architecture, which means that a 5G UE can connect to an untrusted Non-3GPP AN by using only non-3GPP credentials, e.g. a username & password. This means that mobile users using 5G UEs will be able to connect to (e.g.) a WLAN only if they have a subscription with this WLAN, or a subscription with a service provider that has roaming agreement with the WLAN. 
This presents several drawbacks in an era when many WLANs are being upgraded to support the HotSpot 2.x specifications and thus EAP-based authentication. Firstly, it can create a very bad user experience: A user switches from a 4G device to a 5G device and discovers that he/she cannot anymore connect to the WLANs he/she could connect before with his/her 4G device (due to lack of 3GPP-based access authentication support in 5G). Secondly, it can also be bad for operators: Since many 5G users will not be able to connect to WLANs with their USIM credentials, a lot of Internet traffic will not be offloaded and will be carried over NG-RAN, possibly creating congestion.
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Fig. 1

Fig. 2 illustrates the two main steps executed when the UE connects to 5GC via untrusted non-3GPP access. In step 1, the UE connects to the untrusted non-3GPP access but cannot use its 3GPP credentials (stored in USIM). The UE must use non-3GPP credentials, e.g. a username / password obtained from a separate subscription to the untrusted non-3GPP access. In step 2, the UE performs the 5G registration procedure and establishes a secure connection to N3IWF. In this step the UE can be authenticated with its 3GPP credentials.
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Fig. 2: Current steps for 5GC access via non-3GPP
2. Solutions

We discuss below two different alternative solutions. Both of them enable a 5G UE to connect to an untrusted non-3GPP access by using its 3GPP credentials.
2.1 Alternative 1: Two-step procedure
This alternative solution requires the following two steps:
· Step 1 is executed when the UE wants to connect to an untrusted non-3GPP access by using its 3GPP credentials (assuming the non-3GPP access supported EAP-based authentication). This step is schematically illustrated below. It requires a new AAA interface (called SWa’) in the architecture. After this step, the UE is connected to the untrusted non-3GPP access but is NOT registered to 5GC.
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· Step 2 is executed when the UE wants also to register to 5GC via untrusted non-3GPP access. In this case, the UE executes the 5G registration procedure (defined in clause 4.12.2 of 23.502) and initiates IKEv2 signalling. This step is schematically illustrated below.
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This alternative solution features the following characteristics:

· If the UE wants to register to 5GC via an untrusted non-3GPP and to connect to the untrusted non-3GPP access with its 3GPP credentials, then steps 1 and 2 will be executed back-to-back (first step 1 and immediately after step 2). This leads to two back-to-back authentication procedures: One in step 1 and another in step 2. This is clearly a drawback.

· The UE can connect to an untrusted non-3GPP without being registered to 5GC.

· The AUSF should be modified to support a new AAA interface (see SWa’).

2.2 Alternative 2: Single-step procedure

This alternative enables a UE to register to 5GC and simultaneously to connect to an untrusted non-3GPP access by using its 3GPP credentials. It uses a single procedure that is largely based on the existing 5G registration procedure with the EAP-5G protocol. Its architecture and the relevant protocols are illustrated below.
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To better explain this solution, the following figure shows the single-step procedure in more details.
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This alternative solution features the following characteristics:

· There is no need to have two back-to-back authentication procedures. A single authentication is executed. The N3IWF key created by this authentication is used later to establish the IPsec SA (advantage).
· The UE cannot connect to an untrusted non-3GPP without being registered to 5GC (drawback???).

· There AUSF is not impacted. 
· The N3IWF is enhanced to behave also as AAA server and the Y2 interface transports also AAA traffic.
· May require extensions to the EAP-5G protocol, e.g. to establish a security context between UE and N3IWF before exchanging NAS messages (drawback).

3. Proposal

It is proposed to discuss the above two alternative solutions and decide which one (if any) should be supported in Rel-15.
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