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Introduction

Recently data storage architecture has been revisited in the context of policy subscription data retrieval. Our understanding is that Operators wish to maximize the use of multi-vendor deployments for UDM, UDR, PCF, NEF.
In this paper, we propose three different options as the possible way forward to address operator’s wishes.

Option 1 (UDM/Nudm for subscription data access, SDSF/Nsdsf for non-subscription data access): 
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Note: All NFs (including PCF, NEF) uses Nudm for policy subscription data retrieval while NEF, PCF uses Nsdsf for application data.

Fully standardized interfaces (SBI) – Nudm and Nsdsf

Advantages:

1) Simplifies independent deployments of subscription data (in UDR) in the HPLMN while Data for Exposure and Application data (in SDSF) is in the local PLMN where the NF is located.

2) Allows differentiation of per UE subscription data (operator’s asset) from other kinds of data.

3) Allows NFs to use a fully standardized interface Nudm for subscription data retrieval. All NFs (including NEF, AMF, SMF, PCF etc) can retrieve UE subscription data in the same manner. Furthermore, NFs use UDM when they require business logic such as subscription based authorization.
4) Enables easy interworking with legacy systems.

5) Enablers support of the same or different DB technologies depending on the type of data.

6) Enables CT4 to specify same or different protocols for subscription data retrieval (considering non-roaming, roaming interface) and from other kinds of data retrieval (local PLMN).

7) Allows a common behaviour for any kind of subscription data e.g. Mobility Management, Session management, Slice related subscription, policy subscription, exposure/monitoring functionality related subscription data.
Comparison Analysis:

For the sake of comparison, we call the proposal in S2-177209 (Ericsson, Verizon) as Option 2 and S2-177249 (AT&T, BT, China Mobile, China Telecom, Deutsche Telecom, KDDI, Orange, Telecom Italia, Sprint, Verizon, Vodafone, Huawei) as Option 3.

Following table compares the 3 proposed data storage architecture options considering various aspects:
	
	Data storage architecture
	Option 1
	Option 2
	Option 3

	1
	Expected Standardized interfaces
	Nudm, Nsdsf
	Nudm for subscription data access;

Non-subscription data not covered
	Nudr (all kinds of data access).

 

	2
	AMF, SMF, SMSF Subscription data access
	Via Nudm
	Via Nudm
	Nudm?

	3
	NEF, PCF subscription data access
	Via Nudm
	Via Nudm
	Via Nudr

	4
	Non-subscription data access
	Via Nsdsf
	Not covered (Ericsson prefers Nsdsf)
	Via Nudr

	5
	# of hops for subscription data access
	Nudm + Optimized internal interface
	Nudm + Optimized internal interface

	Nudm+Nudr AMF, SMF, SMSF procedures are via Nudm

	6
	Roaming and presence of various functions
	UDR/UDM (for subscription data) in the HPLMN only; 
SDSF in the local PLMN (same as client NF); 
	UDR/UDM (for subscription data) in the HPLMN; 

Non-subscription data in the VPLMN
	UDR/UDM (for subscription data) in the HPLMN; 
UDR (for non-subscription data) in the VPLMN

	7
	Interworking with EPS
	HSS collocated with the UDM.
	HSS collocated with the UDM
	Not clear as the proposal splits UDR and UDM

	8
	Interworking with IMS
	IMS subscription in HSS to be present along with UDM
	IMS subscription in HSS to be present along with UDM
	Not clear as the proposal splits UDR and UDM

	9
	Security e.g. SIDF, LI in case of roaming
	It is naturally isolated to UDR/UDM in the HPLMN
	It is naturally isolated to UDR/UDM in the HPLMN.

Deployment needs to ensure independent deployment for various options.

It could be achieved with SDSF or independent UDR deployment.
	Not clear

	10
	Traffic separation for subscription data & non-subscription data retrieval to allow proper dimensioning etc
	UDR/UDM access for subscription data (also s/w logic) clearly separated from non-subscription data access SDSF. 
	Achievable based on deployment.

It could be achieved with SDSF or independent UDR deployment
	UDR access for subscription data and non-subscription data not separated. Unless different instances are deployed for different purpose, one impacting the other is likely.

	11
	Stage 2 impact
	501 to be updated to use UDM for PCF; UDR for non-subscription data to be replaced with SDSF
	501 to be updated to use UDM for PCF; 
Clear differentiation of H-UDR and V-UDR (or SDSF) necessary
	Clear differentiation of H-UDR and V-UDR necessary;

 Also, solution for IWK, IMS need some study. De-stabilizes the spec



	12
	Stage 3 impact
	Nudm, Nsdsf to be fully specified

(as expected no change)
	Nudm to be fully specified for subscription data; 

(as expected, no change)


	Nudm + Nudr for subscription data along with data model based on Data view;

Nudr for non-subscription data



	13
	Roaming interface
	Nudm
	Nudm
	Nudm 
(whether Nudr is a roaming interface or not is unclear)

	14
	Discovery and selection of right DB
	When multiple instances of UDR, SDSF are deployed, consumer can easily select the right DB dynamically using NRF dynamic discovery – SDSF for exposure versus subscription.
	Mainly addresses subscription
	When multiple instances of UDR are deployed, consumer cannot select the right DB dynamically using NRF dynamic discovery – When requester performs discovery of a certain UDR, NRF may indicate multiple UDR instances and the requester has to select the right DB based on trial and error. So far, solution provides no means to differentiate UDR instances nor different UDR services. 

Granularity of discovery is limited to NF type and NF service type.


Summary and Analysis:

Considering various aspects, it is proposed that SA2 adopts options 1 (that includes option 4) as a way forward for data storage architecture.
So far, this P-CR implements Option 1 in TS 23.501.
Proposal

It is proposed to adopt the following changes for 23.501 to reflect the above architecture.
**** First Change ****

4.2.2
Network Functions and entities

The 5G System architecture consists of the following network functions (NF). The functional description of these network functions is specified in clause 6.

-
Authentication Server Function (AUSF)

-
Access and Mobility Management Function (AMF)

-
Data Network (DN), e.g. operator services, Internet access or 3rd party services

-
Unstructured Data Storage Function (UDSF)
-
Structured Data Storage Function (SDSF)
-
Network Exposure Function (NEF)

-
NF Repository Function (NRF)
-
Network Slice Selection Function (NSSF)
-
Policy Control function (PCF)

-
Session Management Function (SMF)

-
Unified Data Management (UDM)
-
Unified Data Repository (UDR)
-
User plane Function (UPF)

-
Application Function (AF)

-
User Equipment (UE)

-
(Radio) Access Network ((R)AN)
-
5G-Equipment Identity Register (5G-EIR)
4.2.3
Non-roaming reference architecture

Figure 4.2.3-1 depicts the non-roaming reference architecture. Service-based interfaces are used within the Control Plane.
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Figure 4.2.3-1: 5G System architecture

Figure 4.2.3-2 depicts the 5G System architecture in the non-roaming case, using the reference point representation showing how various network functions interact with each other.
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Figure 4.2.3-2: Non-Roaming 5G System Architecture in reference point representation

NOTE 1:
N9, N14 are not shown in all other figures however they may also be applicable for other scenarios.

NOTE 2:
For the sake of clarity of the point-to-point diagrams, the UDSF, SDSF, NEF and NRF have not been depicted. However, all depicted Network Functions can interact with the UDSF, SDSF, UDR, NEF and NRF as necessary.

NOTE 3:
The UDM uses subscription data and authentication data and the PCF uses policy data that may be stored in UDR (refer to section 4.2.5).
NOTE 4:
For clarity, the UDR and its connections with other NFs, e.g. PCF, are not depicted in the point-to-point and service-based architecture diagrams. For more information on data storage architectures refer to section 4.2.5.
Figure 4.2.3-3 depicts the non-roaming architecture for UEs concurrently accessing two (e.g. local and central) data networks using multiple PDU Sessions, using the reference point representation. This figure shows the architecture for multiple PDU sessions where two SMFs are selected for the two different PDU sessions. However, each SMF may also have the capability to control both a local and a central UPF within a PDU session.
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Figure 4.2.3-3: Applying non-roaming 5G System architecture for multiple PDU session in reference point representation

Figure 4.2.3-4 depicts the non-roaming architecture in case concurrent access to two (e.g. local and central) data networks is provided within a single PDU session, using the reference point representation.
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Figure 4.2.3-4: Applying non-roaming 5G System architecture for concurrent access to two (e.g. local and central) data networks (single PDU session option) in reference point representation

4.2.4
Roaming reference architectures

Figure 4.2.4-1 depicts the 5G System roaming architecture with local breakout with service-based interfaces within the Control Plane.
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Figure 4.2.4-1 Roaming 5G System architecture- local breakout scenario in service-based interface representation
NOTE 1:
In the LBO architecture. The PCF in the VPLMN may interact with the AF in order to generate PCC Rules for services delivered via the VPLMN. The PCF in the VPLMN uses locally configured policies according to the roaming agreement with the HPLMN operator as input for PCC Rule generation. The PCF in VPLMN has no access to subscriber policy information from the HPLMN.
Figure 4.2.4-3 depicts the 5G System roaming architecture in case of home routed scenario when service-based interfaces within the Control Plane.
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Figure 4.2.4-3 Roaming 5G System architecture - home routed scenario in service-based interface representation

Figure 4.2.4-4 depicts 5G System roaming architecture in case of local break out scenario using the reference point representation.
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Figure 4.2.4-4: Roaming 5G System architecture - local breakout scenario in reference point representation

NOTE 2:
For the sake of clarity the NRF is not been depicted in reference point architecture figures – see Figure 4.2.4-7 for details on NRF and NF interfaces.
The following figure 4.2.4-6 depicts the 5G System roaming architecture in case of home routed scenario using the reference point representation.
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Figure 4.2.4-6: Roaming 5G System architecture-Home routed scenario in reference point representation
NOTE 3:
For the roaming scenarios described above each PLMN can independently implement proxy functionality to simplify interconnection and hide topology on some or all of the inter-PLMN interfaces. The use and functionality of such proxy functions is deployment specific and is not defined in this specification.  The use of a proxy function in one PLMN imposes no requirements on the other PLMN.
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Figure 4.2.4-7: NRF Roaming architecture in reference point representation

***************NEXT CHANGE***************

4.2.5
Data Storage architectures

As depicted in Figure 4.2.5-1, the 5G system architecture allows any NF to store and retrieve its unstructured data into/from a UDSF (e.g. UE contexts). The UDSF belongs to the same PLMN where the network function is located. CP NFs may share a UDSF for storing their respective unstructured data or may each have their own UDSF (e.g. a UDSF may be located close to the respective NF).
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Figure 4.2.5-1: Data storage architecture for unstructured data from any NF

NOTE 1:
3GPP will specify (possibly by referencing) the N18/Nudsf interface.

As depicted in Figure 4.2.5-2, the 5G system architecture allows following data to be stored in UDR:

-
Standardized Subscription data with 3GPP specified information elements to be accessed by AMF, SMF, NEF, PCF and SMSF via Nudm.

One or multiple UDR(s) can be deployed in each PLMN and it can serve different functions as follows:

-
UDR accessed by the UDM FE belongs to the same PLMN where the UDM FE is located if UDM supports a split architecture.


NOTE 2:
The UDR deployed in each PLMN can store application data for roaming subscribers.
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Figure 4.2.5-2: Data storage architecture for subscription data
NOTE 3:
The organization of subscription data and subs policy data stored in the UDR is not to be standardized.
NOTE 3:
There can be multiple UDRs deployed in the network, each of which can serve different kinds of NFs and store data for them, e.g. separate UDRs can be deployed to serve UDM FE and NEF, or to store subscription data, subscription policy data, data for exposure and application data respectively.
UDM may store subscription data locally as described in figure 4.2.5-3.
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Figure 4.2.5-3: Data storage architecture when UDM stores subscription data locally





As depicted in Figure 4.2.5-4, the 5G system architecture allows the NEF to store structured data in the SDSF. SDSF belongs to the same PLMN where the NEF is located. 
The following application data in the SDSF shall be standardized:
-
Packet Flow Descriptions (PFDs) for application detection.

-
application request information for multiple UEs (as defined in clause 5.6.7).

-
data for exposure.


[image: image16.emf]Structured Data

for exposure

Application Data

SDSF

NEF

Data View Provider

Non 

standard 

interface

Nsdsf


Figure 4.2.5-4: Data storage architecture when non-subscription data is stored by NFs in the SDSF
Editor’s note:
Ongoing discussion regarding PFDF needs to be settled prior to updating the figure for PFDF storage and read access.
**** Next Change ****
4.2.6
Service-based interfaces

The 5G System Architecture contains the following service-based interfaces:

Namf:
Service-based interface exhibited by AMF.

Nsmf:
Service-based interface exhibited by SMF.

Nnef:
Service-based interface exhibited by NEF.

Npcf:
Service-based interface exhibited by PCF.

Nudm:
Service-based interface exhibited by UDM.

Naf:
Service-based interface exhibited by AF.

Nnrf:
Service-based interface exhibited by NRF.

Nnssf:
Service-based interface exhibited by NSSF.

Nausf:
Service-based interface exhibited by AUSF.

Nudsf:
Service-based interface exhibited by UDSF.
Nsdsf:
Service-based interface exhibited by SDSF.
N5g-eir:
Service-based interface exhibited by 5G-EIR.

**** Next Change ****
4.2.7
Reference points

The 5G System Architecture contains the following reference points:

N1:
Reference point between the UE and the AMF.

N2:
Reference point between the (R)AN and the AMF.

N3:
Reference point between the (R)AN and the UPF.

N4:
Reference point between the SMF and the UPF.

N6:
Reference point between the UPF and a Data Network.

NOTE 1:
The traffic forwarding details of N6 between a UPF acting as an uplink classifier and a local data network will not be specified in this release.

N9:
Reference point between two UPFs.

The following reference points show the interactions that exist between the NF services in the NFs. These reference points are realized by corresponding NF service-based interfaces and by specifying the identified consumer and producer NF service as well as their interaction in order to realize a particular system procedure.

N5:
Reference point between the PCF and an AF.

N7:
Reference point between the SMF and the PCF.

N24:
Reference point between the PCF in the visited network and the PCF in the home network.

N8:
Reference point between the UDM and the AMF.
N10:
Reference point between the UDM and the SMF.

N11:
Reference point between the AMF and the SMF.

N12:
Reference point between AMF and AUSF.

N13:
Reference point between the UDM and Authentication Server function the AUSF.

N14:
Reference point between two AMFs.

N15:
Reference point between the PCF and the AMF in case of non-roaming scenario, PCF in the visited network and AMF in case of roaming scenario.

N16:
Reference point between two SMFs, (in roaming case between SMF in the visited network and the SMF in the home network).

N17:
Reference point between AMF and 5G-EIR.

N18:
Reference point between any NF and UDSF.

N22:
Reference point between AMF and NSSF.

N27:
Reference point between NRF in the visited network and the NRF in the home network.

NOTE 2: in some cases, a couple of NFs may need to be associated with each other to serve a UE.
In addition to the reference points above, there are interfaces/reference point(s) between SMF and the charging system (CDF and OCS). The reference point(s) are not depicted in the architecture illustrations in this specification.

NOTE 3:
The functionality of these interface/reference points are defined in TS 32.240 [41].
**** Next Change ****
6.2.4
PCF

The Policy Control Function (PCF) includes the following functionality:

-
Supports unified policy framework to govern network behaviour.

-
Provides policy rules to Control Plane function(s) to enforce them.
-    May access subscriber policy data in the UDM.
-

NOTE:
The PCF accesses the UDR located in the same PLMN as the PCF.
**** Next Change ****

6.2.7
UDM

The Unified Data Management (UDM) includes support for the following functionality:

-
Generation of 3GPP AKA Authentication Credentials.

-
User Identification Handling (e.g. storage and management of SUPI for each subscriber in the 5G system).

-
Access authorization based on subscription data (e.g. roaming restrictions).

-
UE’s Serving NF Registration management (e.g. storing serving AMF for UE, storing serving SMF for UE’s PDU session).
-    Support to service/session continuity e.g. by keeping SMF/DNN assignment of ongoing sessions.
-
MT-SMS delivery support.
-
Lawful Intercept Functionality (especially in outbound roaming case where UDM is the only point of contact for LI).
- 
Storage and management of subscription data.. It includes but not limited to the following data:

-
Access control data
-
Mobility Management data
-
Session Management data
-
Policy Data data
-
SMS management.
To provide this functionality, the UDM uses subscription data that may be stored in UDR, in which case a UDM Front End (FE) implements the application logic and does not require an internal user data storage. Several different UDM FEs may serve the same user in different transactions.

NOTE 1:
The interaction between UDM and HSS is implementation specific.
NOTE 2:
The UDM is located in the HPLMN of the subscribers it serves, and access the information of the UDR located in the same PLMN.
**** Next Change ****

6.2.5
NEF

The Network Exposure Function (NEF) supports the following functionality:

-
It provides a means to securely expose the services and capabilities provided by 3GPP network functions for e.g 3rd party, internal exposure/re-exposure, Application Functions, Edge Computing as described in clause 5.13. In addition, it provides a means for the Application Functions to securely provide information to 3GPP network, e.g. Mobility Pattern, communication pattern. In that case the NEF may authenticate, authorize and throttle the Application Functions.

-
It translates between information exchanged with the AF and information exchanged with the internal network function. For example, it translates between an AF-Service-Identifier and internal 5G Core information such as DNN, S-NSSAI, as described in clause 5.6.7.

-
The Network Exposure Function receives information from other network functions (based on exposed capabilities of other network functions). It may implement a Front End (NEF FE) to store the received information as structured data using a standardized interface to a SDSF (interface to be defined by 3GPP). The stored information can be accessed and "re-exposed" by the NEF to other network functions and Application Functions, and used for other purposes such as analytics.
-
NEF may access UDM for subscription related authorization of a certain request (e.g. monitoring, device triggering), retrieving UE’s SUPI (e.g. external ID to IMSI mapping),
NOTE:
The NEF can access the UDM for subscriber data access and it can access the SDSF located in the same PLMN as the NEF.
The services provided by the NEF are specified in clause 7.2.8.
**** Next Change ****

6.2.11
UDR
The Unified Data Repository (UDR) supports the following functionality:

-
Storage and retrieval of subscription data (including policy).



NOTE 1:
Deployments can choose to collocate UDR with UDSF, SDSF.
NOTE 2:
The assumption is that the UDR (Unified Data Repository) in the specification can be extended based on the UDR (User Data Repository) defined in TS 23.335 [22], to support the functionalities and service based Nudr interface defined in the 5GC specifications TS 23.501 and TS 23.502 [3].
**** Next Change ****

6.2.12
UDSF

The UDSF is an optional function that supports the following functionality:

-
Storage and retrieval of information as unstructured data by any NF.

NOTE:
Deployments can choose to collocate UDSF with SDSF, UDR.

6.2.16
SDSF
The Structured data storage function (SDSF) supports the following functionality:

-
Packet Flow Descriptions (PFDs) for application detection.

-
application request information for multiple UEs (as defined in clause 5.6.7).

-
structured data for exposure.

NOTE 1:
Deployments can choose to collocate SDSF with UDR, UDSF.
**** End of Changes ****
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