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1. Introduction 

Spoofing of telephony identities is a global problem, whereby malicious users initiate malicious calls and use identity spoofing tools to hide their real identities and pretend to be someone else. Identity spoofing enables the perpetrators to avoid prosecution and bypass existing mechanisms to block malicious calls. Additionally, legitimate owners of the spoofed identities can be blamed for the malicious calls. Examples of malicious calls are robocalling, voicemail hijacking, identity theft and Telephony DOS. 

Telephony identity spoofing is a problem already present in CS networks, and for which 3GPP had described some recommendations (see  3GPP TR 33.831 – Study on security on spoofed call detection and prevention), though these recommendations have not been widely deployed. The lack of anti-spoofing mechanism in CS networks makes that identities received in IMS from a CS network cannot be fully trusted. In general, there is no generic anti‑spoofing framework spanning across different network technologies. 

With VoIP networks, due to the nature of IP based protocols with end to end signaling procedures and the lack of subscriber authentication and policing by some networks, identity spoofing has become relatively simple to perform. The malicious users just need an entry point to the network which does not verify the identity indicated by the user; this entry point network forwards the SIP requests towards other networks, making the terminating network present forged identities to the called parties.
2.   Discussion  

2.1 IETF Anti-Spoofing Standard Effort
IETF with its STIR workgroup is working on defining measures to detect and react on Telephony Identities spoofing. The IETF STIR solution is based on the signing and verification of Identities in the SIP requests based on the usage of asymmetric keys, that is, private and public keys. The originating party or its network provider uses its private key to sign the communication originator identity, and includes the signature in a new SIP Identity header in the SIP requests. The terminating party or its network provider verifies that the signature received in the SIP request corresponds to the identity of the SIP request originator. To verify the signature, the terminating party needs to obtain the public key of the signer, which is included in the originator’s certificate.  The certificates used in the solution shall be validated and signed by trusted Certificate Authorities. 

Only the networks authoritative for an identity will be able to generate a valid signature. The terminating networks will have their own policies for handling different possible results during the verification of the signatures, e.g. when the verification fails, or when the signing entity is not the authoritative for the signed identity. 

2.2 Adaptation of STIR to VoIP networks
ATIS created a profile out of STIR IETF, called SHAKEN. The ATIS SHAKEN defines how the STIR mechanisms are to be used for signing and verifying asserted identities. Among other aspects, SHAKEN defines the signing and verification to be performed respectively by originating and terminating networks (i.e. not by the subscriber’s devices) and defines additional parameters to be shared between the networks. The current version of SHAKEN also recommends performing the cryptographic signing and verification in an Application Server, which makes the solution communication service specific. The figure below provides an overview of the architecture for the STIR and SHAKEN framework
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Figure 1 :
Overview of IETF STIR and ATIS SHAKEN principles

As stated before, the SHAKEN profile defines additional parameters to the ones defined by IETF STIR, parameters which are to be included in the signature. These parameters are the “attestation level” and the “origination identifier”. These parameters, according to current SHAKEN profile, are present only on the signature and not present in any other SIP header.

The attestation level is a classification set by the originating network and indicates the originating network level of trust for the calling party identity: for users authenticated by the network, the originating network can give full attestation, while for calls received e.g. from a PBX or CS trunk the network indicates the identity cannot be fully trusted (partial or gateway attestation). 

The “origination identifier” is an opaque identifier which does not directly identify a network or access point but can be used to trace back, by offline methods, the entry point to the originating network. In case of malicious calls, the originating network can use the origination identifier to try and identify the perpetrators. Details about the usage of origination identifiers for tracing back are for further analysis. 

The detailed mechanisms for generating signatures, handling them in SIP messages and verifying the signatures are described in IETF and SHAKEN specifications. 
2.3 Adaptation of STIR to IMS Networks
2.3.1
IMS Use Cases for Signing Sessions
Given that the main use of STIR and SHAKEN is the validation of identities between different operators and networks. Hence, for calls which do not leave the local network and both half calls (originating and terminating) are handled by trusted network functions within the operator’s domain, there is no need to cryptographically sign and verify identities if the network originates in IMS network A and terminates in IMS network A. 
Inter-network communications, originating network behavior
An originating work shall always include attestation information. Furthermore, all communication routed towards other networks, shall include a signature of the attested information to enable the verification by any terminating network. 

Inter-network communications, behavior for terminating networks

When receiving SIP terminating requests from other networks any received verification result shall be discarded. If the request includes signed attestation information, the signature shall be verified. The result of the verification shall be reflected in a new verification result which shall be included in the URI of the related attested identity. 
For terminating requests received without signed identity information, origination identifier information and attestation, should be added to the SIP signalling to identify the source of the SIP request to enable traceability of the communication. 
2.3.2
IMS Architecture for Supporting STIR
Based on the above analysis, the following can be concluded: -
·  On the originating side (see Figure 2), Attestation level should be set by a network function in the originating IMS network.
·   Signing and verification are required for communications between different operators and networks, therefore our proposal is to perform signing and verifying when communications reach the IBCF. Local IMS network communications do not reach IBCF, therefore local communication will not be signed nor verified. Only SIP requests routed towards other networks via the IBCF will be signed. When the SIP requests reach the IBCF realizing the Network-Network Interface (NNI), the signature will be added to the outgoing requests. 

· On the terminating side, all incoming communication to an IBCF from external networks are expected to include the Identity header with a signature. The IBCF, if provisioned through policies, may include an attestation regarding the domain where the session came from if the incoming session did not have a signed attestation.  
·     The operators may define different policies in case the signature verification fails, e.g. to continue with the communication setup including an indication that the identity verification failed, continue with the communication setup but anonymizing the calling party Identity or reject the setup with the appropriate error code. 

· For verification, it is recommended that the S-CSCF or IBCF initiates verification towards an AS that performs the actual verification and includes the result. This can be a stand-alone AS or co-located with another AS
To simplify the handling of private keys and certificates within the network, the cryptographic signing and verification of signatures can be externalized to a new network function, STI‑AS/VS (Secure Telephone Identity Authentication Server and Verification Server). That is, the IBCF does not need to perform this action itself, but request them from the STI-AS/VS. 
The following figure shows an example where attestation is performed by entities in the IMS border. 
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Figure 2:  Adding information and signing in originating domain

2.3.2.1
Additional Considerations 
While STIR and SHAKEN targets the applicability of spoofing to Voice sessions, Ericsson views that the identity spoofing is also a problem for other services as e.g. messaging. Messages with forged identities pretending to be banks or other authorities could be used for phishing attacks, therefore we see other communication services need to be also be protected. To enable this, invocation of the signature verification is recommended from a node that is central to several services (e.g. S-CSCF, or IBCF). The actual verification is still performed in an AS.
2.3.2.2
Functionality specified in TS 24.229

CT1 under the work item SPECTRE-CT in rel-14 specified some functionality hosted by an AS as well as UE behaviour. In short, the AS behaviour specified is that on the originating side the AS inserts the SIP Identity header covering either/or both the P-Asserted-Identity and the “From” header field. On the terminating side, the AS decrypts the SIP Identity header and based on the verification result inserts a verstat (Verification Result) tel URI parameter.

The UE knows from the registration that the (home) network supports the verstat parameter and if so, the UE can use the information. CT1 further specified that the UE can use the new 607 (Unwanted) response code, when declining an initial request or included in a Reason header field when tearing down a call.

What can be stated is that the CT1 specified functionality is partial, and not supported in SA2, nor fully aligned with the proposed approach in this paper, although requirements have been defined in SA1 (TS 22.173).
3. Proposal

It is proposed to adopt the above principles for IMS. We propose to have this additional capability as a TEI 15 work item and work through a single CR for TS 23.228 that we believe will support this additional feature.
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SECOND CHANGE
3.2
Symbols

For the purposes of the present document the following symbols apply:

Cr
Reference Point between an AS and an MRFC for media control.

Cx
Reference Point between a CSCF and an HSS.

Dx
Reference Point between an I‑CSCF and an SLF.

Gi
Reference point between GPRS and an external packet data network.
Gm
Reference Point between a UE and a P‑CSCF or between an IP-PBX and a P‑CSCF.

ISC
Reference Point between a CSCF and an Application Server and between a CSCF and an MRB.
Iu
Interface between the RNS and the core network. It is also considered as a reference point.
Ix
Reference Point between IBCF and TrGW.
Ici
Reference Point between an IBCF and another IBCF belonging to a different IM CN subsystem network or between an IBCF and an IP-PBX.

Izi
Reference Point between a TrGW and another TrGW belonging to a different IM CN subsystem network.

Le
Reference Point between an AS and a GMLC.

Ma
Reference Point between an AS and an I‑CSCF.

Mb
Reference Point used for IMS media transport to IP network services.

Mf
Reference Point between a transit function and AS.

Mg
Reference Point between an MGCF and a CSCF.

Mi
Reference Point between a CSCF and a BGCF.

Mj
Reference Point between a BGCF and an MGCF.

Mk
Reference Point between a BGCF/IMS ALG and another BGCF.

Mm
Reference Point between a IBCF/CSCF/BGCF/IMS ALG and an IP multimedia network.

Mr
Reference Point between an CSCF and an MRFC.

Mr′
Reference Point between an AS and an MRFC for session control.

Mp
Reference Point between MRFP and MRFC.
Ms
Reference point between an IBCF and an identity verification Application server
Mw
Reference Point between a CSCF and another CSCF.
Mx
Reference Point between a CSCF/BGCF and IBCF.
Rc
Reference Point between an AS and an MRB.

Sh
Reference Point between an AS (SIP‑AS or OSA‑CSCF) and an HSS.

Si
Reference Point between an IM-SSF and an HSS.

Ut
Reference Point between UE and an Application Server.

THIRD CHANGE
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [68] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [68].

API
Application Program Interface

AS
Application Server

BCSM
Basic Call State Model

BG
Border Gateway

BGCF
Breakout Gateway Control Function

BS
Bearer Service

CAMEL
Customised Application Mobile Enhanced Logic

CAP
Camel Application Part

CDR
Charging Data Record

CN
Core Network

CS
Circuit Switched

CSCF
Call Session Control Function

CSE
CAMEL Service Environment

DHCP
Dynamic Host Configuration Protocol

DNS
Domain Name System

ECN
Explicit Congestion Notification

ENUM
E.164 Number Mapping

GGSN
Gateway GPRS Support Node
GLMS
Group and List Management Server
GMLC
Gateway Mobile Location Centre

GRUU
Globally Routable User Agent URI

GUP
Generic User Profile

HSS
Home Subscriber Server

IBCF
Interconnection Border Control Function

I‑CSCF
Interrogating‑CSCF

IETF
Internet Engineering Task Force

IM
IP Multimedia

IMC
IMS Credentials

IMS
IP Multimedia Core Network Subsystem

IMS ALG
IMS Application Level Gateway

IMSI
International Mobile Subscriber Identifier

IN
Intelligent Network

IP
Internet Protocol

IPv4
Internet Protocol version 4

IPv6
Internet Protocol version 6

IP‑CAN
IP-Connectivity Access Network

IP‑SM‑GW
IP Short Message Gateway

ISDN
Integrated Services Digital Network

ISIM
IMS SIM

ISP
Internet Service Provider

ISUP
ISDN User Part

IWF
Interworking Function

NP
Number portability

MAP
Mobile Application Part

MGCF
Media Gateway Control Function

MGF
Media Gateway Function

MRB
Media Resource Broker

MRFC
Multimedia Resource Function Controller

MRFP
Multimedia Resource Function Processor

NAI
Network Access Identifier

NAPT
Network Address Port Translation

NAT
Network Address Translation

NA(P)T-PT
Network Address (Port-Multiplexing) Translation-Protocol Translation

II-NNI
Inter-IMS Network to Network Interface

OSA
Open Services Architecture

P‑CSCF
Proxy‑CSCF

PCC
Policy and Charging Control

PCEF
Policy and Charging Enforcement Function

PCRF
Policy and Charging Rules Function

PDN
Packet Data Network

PDP
Packet Data Protocol e.g., IP

P‑GRUU
Public Globally Routable User Agent URI

PLMN
Public Land Mobile Network

PSI
Public Service Identity

PSTN
Public Switched Telephone Network

QoS
Quality of Service

RAB
Radio Access Bearer

RFC
Request for Comments

SCS
Service Capability Server

S‑CSCF
Serving‑CSCF

SDP
Session Description Protocol

SGSN
Serving GPRS Support Node

SLF
Subscription Locator Function

SSF
Service Switching Function

SS7
Signalling System 7
STIR
Secure Telephony Identity Revisited 
SIM
Subscriber Identity Module

SIP
Session Initiation Protocol

S‑GW
Signalling Gateway

TAS
Telephony Application Server

T‑GRUU
Temporary Globally Routable User Agent URI

THIG
Topology Hiding Inter-network Gateway

TrGW
Transition Gateway

UE
User Equipment

UMTS
Universal Mobile Telecommunications System

URL
Universal Resource Locator

USIM
UMTS SIM

FOURTH CHANGE
4.0
General

The IP Multimedia CN subsystem comprises all CN elements for provision of multimedia services. This includes the collection of signalling and media related network elements as defined in TS 23.002 [1]. IP multimedia services are based on an IETF defined session control capability which, along with multimedia transport capabilities, utilises the IP-Connectivity Access Network (this may include an equivalent set of services to the relevant subset of CS Services).

In order to achieve access independence and to maintain a smooth interoperation with wireline terminals across the Internet, the IP multimedia subsystem attempts to be conformant to IETF "Internet standards". Therefore, the interfaces specified conform as far as possible to IETF "Internet standards" for the cases where an IETF protocol has been selected, e.g. SIP and RTP.

The IP multimedia core network (IM CN) subsystem enables operators to offer their subscribers multimedia services. The IM CN subsystem should enable the convergence of, and access to, voice, video, messaging, data and web-based technologies for the wireless and wireline user.

The complete solution for the support of IP multimedia applications consists of terminals, IP-Connectivity Access Networks (IP‑CAN), and the specific functional elements of the IM CN subsystem described in this technical specification. Examples of IP-Connectivity Access Network are:

-
the GPRS core network with GERAN and/or UTRAN radio access networks; and

-
EPC core network and E-UTRAN radio access network.

Figure 4.0 below represents the IMS reference architecture including interfaces towards legacy networks and other IP based multimedia systems. Details of the roles of these nodes are described in clauses 4.6, 4.7 and 4.7a.

NOTE 1:
Some entities defined as part of the IMS Subsystem can also be used by other subsystems.

NOTE 2:
The Ici and Izi reference points are only applicable for IP Multimedia Networks that are IMS subsystems.

NOTE 3:
In certain configuration, two entities can exchange SIP messages directly with each other without a reference point being defined between them (e.g., intermediate entitie(s) not record-routed).
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Figure 4.0: Reference Architecture of the IP Multimedia Core Network Subsystem

A description of the functional entities can be found in TS 23.002 [1].

FIFTH CHANGE
4.6.3
Serving‑CSCF

The Serving‑CSCF (S‑CSCF) performs the session control services for the UE. It maintains a session state as needed by the network operator for support of the services. Within an operator's network, different S‑CSCFs may have different functionalities. The functions performed by the S‑CSCF during a session are:

For Registration:

-
May behave as a Registrar as defined in IETF RFC 3261 [12] or subsequent versions, i.e. it accepts registration requests and makes its information available through the location server (e.g. HSS).

-
When a registration request includes an Instance ID with the contact being registered and indicates support for GRUU, the S‑CSCF shall assign a unique P‑GRUU and a new and unique T‑GRUU to the combination of Public User Identity and Instance ID.

-
If a registration request indicates support for GRUU, the S‑CSCF shall return the GRUU set assigned to each currently registered Instance ID.

-
The S‑CSCF shall notify subscribers about registration changes, including the GRUU sets assigned to registered instances.

-
During registration process, the S-CSCF shall provide policy information, if available, for a Public User Identity from the HSS to the P-CSCF and/or UE.

NOTE 1:
For example, the policy information includes MPS IMS Subscription status and policy applicable to enterprise network subscribers.

For Session-related and session-unrelated flows:

-
Session control for the registered endpoint's sessions. It shall reject IMS communication to/from Public User Identity(s) that are barred for IMS communications after completion of registration, as described in clause 5.2.1.

-
May behave as a Proxy Server as defined in IETF RFC 3261 [12] or subsequent versions, i.e. it accepts requests and services them internally or forwards them on, possibly after translation.

-
May behave as a User Agent as defined in IETF RFC 3261 [12] or subsequent versions, i.e. it may terminate and independently generate SIP transactions.

-
Based on the determined served user, handle interaction with Services Platforms for the support of Services

-
Provide endpoints with service event related information (e.g. notification of tones/announcement together with location of additional media resources, billing notification)

-
For an originating endpoint (i.e. the originating user/UE, or originating AS)

-
Obtain from a database the Address of the entry point for the network operator serving the destination user from the destination name (e.g. dialled phone number or SIP URI), when the destination user is a customer of a different network operator, and forward the SIP request or response to that entry point.


If a GRUU is received as the contact, ensures that the Public User Identity of the served user in the request and the Public User Identity encapsulated in the P‑GRUU or associated with the T‑GRUU belongs to the same service profile.

-
When the destination name of the destination user (e.g. dialled phone number or SIP URI), and the originating user is a customer of the same network operator, forward the SIP request or response to an I‑CSCF within the operator's network.

-
Depending on operator policy, forward the SIP request or response to another SIP server located within an ISP domain outside of the IM CN subsystem.

-
Forward the SIP request or response to a BGCF for call routing to the PSTN or CS Domain.
-
Ensure the originating end point is subscribed to the determined IMS communication service.

-
Ensure that the content of the SIP request or response (e.g. value included in Content-Type SIP header, media lines included in SDP) sent or received by the originating endpoint matches the determined IMS communication service definition, based on originating user's subscription.

-
When the INVITE message includes an MPS code or an MPS input string, forward the INVITE, including the Service User's priority level if available.

-
When an MPS user is authorized by an AS for priority service, include the Service User's priority level received from the AS in the INVITE and forward the INVITE.

NOTE 2: The mechanism to provide authorisation by an AS for priority service is out of scope of this specification.

-
Attestation of the identity of the originating subscriber, or invocation of an AS for attestation of the identity of originating subscriber, if configured through operator policies, in accordance with [93] for identity verification purposes. 
NOTE X: 
Only one network element shall perform attestation for an originating subscriber in the originating network.

-
Optionally, if configured through policies, invoke the identity verification AS for signature verification as per [93] if a terminating request includes a signature. 
-
If the request is an originating request from an Application Server:

-
Verify that the request coming from the AS is an originating request, determine the served user and apply procedures accordingly (e.g. invoke interaction with Service Platforms for originating services, etc.).

-
Process and proceed with the request even if the served user on whose behalf the AS had generated the request is unregistered. If the served user is unregistered, the S‑CSCF shall execute any unregistered origination service logic on behalf of the served user before forwarding requests from an AS.

-
Process and proceed with other requests to and from the served user on whose behalf the AS had generated the request.

-
Reflect in the charging information that an AS has initiated the session on behalf of a served user.
-
For a destination endpoint (i.e. the terminating user/UE)

-
Forward the SIP request or response to a P‑CSCF.

-
Modify the SIP request for routing an incoming session to CS domain according to HSS and service control interactions, if the user is to receive the incoming session via the CS domain.

-
Forward the SIP request or response to a BGCF for call routing to the PSTN or the CS domain.
-
Ensure the terminating end point is subscribed to the determined IMS communication service.

-
Ensure that the content of SIP request or response (e.g. value included in Content-Type SIP header, media lines included in SDP) sent or received by the destination end point matches the determined IMS communication service definition, based on terminating user's subscription.

-
If the SIP request contains preferences for characteristics of the destination endpoint, perform preference and capability matching as specified in IETF RFC 3312 [41].
-
For an originating request with a Request URI containing the SIP representation of an E.164 number, and configured per operator policy:

-
the S‑CSCF attempts translation of the E.164 address in the SIP URI to a globally routable SIP URI using the procedures specified in clause 4.3.5. As stated in clause 4.3.5, if the E.164 address translation fails, the request may be forwarded to a BGCF to allow routing to the PSTN and if the translation succeeds, the Request URI is updated and the request is routed based on the SIP URI that was obtained.

NOTE 3:
When requests are sent towards another domain they may, if required, be routed via a local network exit point (IBCF), which will then forward the request to the entry point of the other domain. More details on this can be found in clause 4.14 and Annex I.

Based on local configuration, the S‑CSCF may be provisioned as the contact point within an operator's network for transit IMS scenarios and may perform transit routing functions (see clause 5.19).

Charging and resource utilisation:

-
Generation of CDRs

SIX CHANGE
4.14
Border Control concepts

Based on operator preference, border control functions may be applied between two IM CN subsystem networks or between an IM CN subsystem network and other SIP based multimedia network. These functions are provided by the IBCF and include:

-
Controlling transport plane functions;

-
Supporting functions to allow establishing communication between disparate address realms' SIP applications;

-
Supporting functions to allow establishing communication between IM CN subsystems using different media codecs based on the interworking agreement and session information;

-
Providing network configuration hiding to restrict the following information from being passed outside of an operator's network: exact number of S‑CSCFs, capabilities of S‑CSCFs, or capacity of the network, etc;

NOTE 1:
Network configuration hiding was not intended to be invoked in IMS roaming scenarios when the P‑CSCF and IBCF are both located in the visited network as information available in certain SIP headers may be used by the home network for further processing of signalling messages.

-
Screening SIP signalling information based on source/destination and operator policy (e.g. remove information that is of local significance to an operator) and optionally, for an IBCF located in the home network, policing the IMS Communication Service ID;

-
Generation of CDRs;

-
Invoking an IWF when interworking between different SIP profiles or different protocols (e.g., SIP and H.323) is necessary; in this case the IWF acts as an entry point for the IMS network;

NOTE 2:
IWF and IBCF may be co-located. The IWF is not specified within this release of the specification.

-
Selecting the appropriate signalling interconnect.

-
Indicating whether an incoming SIP request is to be handled as an originating request by subsequent nodes in the IMS network.
-
For an originating session leaving an IBCF, the IBCF of the originating network shall interact with the identity verification AS for the signing of attestation and identity information if available in the incoming request. The IBCF shall include the signed information as per [93].
- 
For a terminating session entering the IBCF without attestation information, the IBCF shall add, if configured through policies, attestation information based on the network from which the request was received.
-
For a terminating session entering the IBCF with signed attestation information, the IBCF may, if configured through policies, invoke the identity verification AS for signature verification as per [93]. 
In case border control concepts are to be applied in an IMS network, the IBCF acts as an entry point for this network (instead of the I‑CSCF), and also acts as an exit point for this network.

NOTE 3:
In this case the IBCF and I‑CSCF may be co-located as a single physical node.

Based on local configuration, the IBCF may perform transit routing functions (see clause 5.19).

More detailed description of these functions is provided in Annex I.

SEVENTH CHANGE
4.16.3
Session setup principles

When establishment of UE initiated IP‑CAN bearer(s) for the media is required it is recommended to reserve IP‑CAN bearer(s) at the reception of the SDP answer. If the UE has been made aware of the operator policies with regards to allowed media for the multimedia telephony service, then the UE may reserve IP‑CAN bearer(s) at the sending of the SIP INVITE request. For multimedia telephony, the UE should only mark resource reservation as required for voice and video.

When there are no requirements for resource reservation or when required resources are available on the originating side, the P‑CSCF on the terminating side may send available session information to the PCRF at the reception of the SDP offer, as in such cases the UE can attempt resource reservation before sending the SDP answer.
The telephony application server can perform attestation of the identity of the originating subscriber and/or signature verification, if one is included, in accordance with [93] for identity verification purposes if configured through operator policies. 
NOTE X: Other application servers than the telephony application server and that are linked in the session can also perform attestation and/or signature verification, if configured through policies to do so.
NOTE Y: Only one network element shall perform attestation for an originating subscriber in the originating network
EIGHTH CHANGE
5.6.3
(PSTN-O) PSTN origination
The MGCF in the IM CN subsystem is a SIP endpoint that initiates requests on behalf of the PSTN and Media Gateway. The subsequent nodes consider the signalling as if it came from a S‑CSCF. The MGCF incorporates the network security functionality of the S‑CSCF. This MGCF does not invoke Service Control, as this may be carried out in the GSTN or at the terminating S‑CSCF.

Due to routing of sessions within the PSTN, this origination procedure will only occur in the home network of the destination subscriber. However, due to cases of session forwarding and electronic surveillance, the destination of the session through the IM CN subsystem may actually be another PSTN termination.
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Figure 5.16: PSTN origination procedure

The PSTN Origination procedure is as follows:

1.
The PSTN establishes a bearer path to the MGW, and signals to the MGCF with a IAM message, giving the trunk identity and destination information.

2.
The MGCF initiates a H.248 command, to seize the trunk and an IP port.

3.
The MGCF initiates a SIP INVITE request addressed to a tel URI or, if directed by operator's local policy, to a SIP URI (using an E.164 address in the user portion and the setting user=phone), includes an initial SDP in the INVITE request, and forwards the request to a configured I‑CSCF, as per the proper S-S procedure. The MGCF should add to the SIP INVITE attestation information based on the trunk identity.
4.
The media stream capabilities of the destination are returned along the signalling path, per the S-S procedures.

5.
MGCF initiates a H.248 command to modify the connection parameters and instruct the MGW to reserve the resources needed for the session.
6.
MGCF decides the offered set of media streams for this session, confirms receipt of the Offer Response and sends the Response Confirmation per the S-S procedures.

7.
Terminating end point responds to the Response Confirmation. If Optional SDP is contained in the Response Confirmation, the Confirmation Acknowledge will also contain an SDP response.

8.
MGW reserves the resources needed for the session.

9.
When the resource reservation is completed, MGCF sends the successful Resource Reservation message to the terminating endpoint, per the S-S procedures.

10.
Terminating end point responds to the successful media resource reservation.

11.
The destination endpoint may optionally perform alerting. If so, it signals this to the originating party by a provisional response indicating Ringing. This message is sent to MGCF per the S-S procedure.

12.
If alerting is being performed, the MGCF forwards an ACM message to PSTN.

13.
When the destination party answers, the terminating and S-S procedures result in a SIP 200-OK final response being sent to MGCF.

14.
MGCF forwards an ANM message to the PSTN.

15.
MGCF initiates a H.248 command to alter the connection at MGW to make it bi-directional.

16.
MGCF acknowledges the SIP final response with a SIP ACK message.
END OF CHANGES
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