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1
Discussion

In SA2#122 S2-174690 [1] was discussed proposing to introduce support for per-flow QoS for PDU sessions of unstructured type. Given the header format of the “unstructured” type PDU session is not defined it is only possible to introduce bitwise packet filters with providing field position information in order to match the SDFs of the PDU session. This would increase significantly the complexity of the entities (UE and UPF) that perform the processing of these packet filters. It also assumes that the PCF will be in position to know and check the field positions for a number of undefined protocols in order to check the information provided from AF. 
In addition to that this approach does not work for: 

· Encrypted unstructured data, i.e. there is no way to match;

· Variable header size, e.g. for example in 6Lowpan, whether a header filed is carried inline depends on the setting in HC1 encoding fields;

· TLV-based protocols or optional header elements that can come in an arbitrary order are examples that occur in real world protocols but cannot be supported by this proposal. This would require regular expressions and the related FSM complexity (or even more depending on what language to detect).
We already have QoS support for PDU sessions of IPv4 or IPv6 type and Ethernet type.

The two use cases proposed in [1]:
Use case 1: surveillance camera can report some message, including video or pictures or alarm reports. The video and picture need QoS flow that support higher bandwidth and alarm reports need low latency and high reliability.

Use case 2: In smart home system, some message related to certain electrical appliances switch should be transmit quickly and reliably, while the reports about temperature and humidity collecting do not need extra priority.
Can be fulfilled with either using these other PDU Session types (if possible) or potentially different at PDU session level i.e. establish different PDU sessions with different priorities of theone QoS Flow that would fulfil the different QoS requirements of the different applications. In this latter case the UL interface between the UE and application is out of scope of 3GPP.

Proposal: It is proposed to not support per-QoS Flow QoS differentiation for unstructured type PDU sessions. At max only one 5G QoS Flow is supported for PDU sessions of Unstructured Type. 
2. References
[1] S2-174690: “23.501: QoS control for unstructured PDU sessions”, Huawei
3. Proposed text to TS 23.501

First Change
5.6.10.3
Support of Unstructured PDU session type

Different Point-to-Point (PtP) tunnelling techniques may be used to deliver Unstructured PDU type data to the destination (e.g. application server) in the Data Network via N6.

Point-to-point tunnelling based on UDP/IP encapsulation as described below may be used. Other techniques may be supported.
When Point-to-Point tunnelling based on UDP/IPv6 is used, the following considerations apply:

-
IPv6 prefix allocation for PDU sessions are performed locally by the (H-)SMF without involving the UE.

-
The UPF(s) acts as a transparent forwarding node for the payload between the UE and the destination in the DN.

-
For uplink, the UPF forwards the received Unstructured PDU type data to the destination in the data network over the N6 PtP tunnel using UDP/IPv6 encapsulation.

-
For downlink, the destination in the data network sends the Unstructured PDU type data using UDP/IPv6 encapsulation with the IPv6 address of the PDU Session and the 3GPP defined UDP port for Unstructured PDU type data. The UPF acting as PDU Session Anchor decapsulates the received data (i.e. removes the UDP/IPv6 headers) and forwards the data identified by the IPv6 prefix of the PDU session for delivery to the UE.

-
The (H-)SMF performs the IPv6 related operations but the IPv6 prefix is not provided to the UE, i.e. Router Advertisements and DHCPv6 are not performed. The SMF assigns an IPv6 Interface Identifier for the PDU session. The allocated IPv6 prefix identifies the PDU session of the UE.
In this release of the specification there is support for maximum one 5G QoS Flow per PDU session of Type Unstructured. 

Next Change
5.7
QoS model

5.7.1
General Overview

The 5G QoS model supports a QoS flow based framework. The 5G QoS model supports both QoS flows that require guaranteed flow bit rate and QoS flows that do not require guaranteed flow bit rate. The 5G QoS model also supports reflective QoS (see clause 5.7.5).

The QoS flow is the finest granularity of QoS differentiation in the PDU session. A QoS Flow ID (QFI) is used to identify a QoS flow in the 5G system. User Plane traffic with the same QFI within a PDU session receives the same traffic forwarding treatment (e.g. scheduling, admission threshold). The QFI is carried in an encapsulation header on N3 (and N9) i.e. without any changes to the e2e packet header. It can be applied to PDUs with different types of payload, i.e. IP packets, unstructured PDUs and Ethernet frames. The QFI shall be unique within a PDU session.

NOTE 1:
Policing of User Plane traffic (e.g. MFBR enforcement) is not regarded as QoS differentiation and is done by UPFs on an SDF level granularity.
Within the 5GS, QoS flows are controlled by the SMF at PDU session establishment or at QoS flow establishment/modification.

When applicable, any QoS Flow is characterised by:

-
A QoS profile provided by the SMF to the AN via the AMF over the N2 reference point or preconfigured in the AN;

-
One or more network-provided QoS rule(s) provided by the SMF to the UE via the AMF over the N1 reference point and/or one or more UE derived QoS rule(s); and

-
SDF Classification and QoS related information (e.g. Session-AMBR) provided by the SMF to the UPF over the N4 reference point.

A QoS Flow may either be 'GBR' or 'Non-GBR' depending on its QoS profile. The QoS profile of a QoS flow contains QoS parameters of this flow as described below (details of QoS parameters are described in clause 5.7.2):

-
For each QoS flow, the QoS parameters shall include
-
A 5G QoS Identifier (5QI); and.
-
An Allocation and Retention Priority (ARP).

-
In case of a GBR QoS flow only, the QoS parameters shall also include:

-
Guaranteed Flow Bit Rate (GFBR) - UL and DL;

-
Maximum Flow Bit Rate (MFBR) - UL and DL; and
-
Notification control.


In case of Non-GBR QoS flow only, the QoS parameters may also include:-
Reflective QoS Attribute (RQA).

Three options to control QoS flows are supported:

1)
For non-GBR QoS flows only, and when standardized 5QIs or pre-configured 5QIs are used, the 5QI value can be used as the QFI of the QoS flow. The default ARP shall be pre-configured in the AN;

NOTE 2:
The above option is intended to be used for non-3GPP ANs (e.g. Fixed AN) scenarios when there is no need for any N1 signalling including PDU session establishment, nor any N2 signalling.
2)
For non-GBR QoS flows only, and when standardized 5QIs or pre-configured 5QIs are used, the 5QI value can be used as the QFI of the QoS flow. The default ARP is sent to RAN at PDU Session establishment and when NG-RAN is used every time the User Plane of the PDU session is activated; and
3)
For GBR and non-GBR QoS flows, an assigned QFI shall be used. The 5QI value may be a standardized, pre-configured or non-standardized.The QoS profile and the QFI of a QoS flow is provided to the (R)AN over N2 at PDU Session establishment or at QoS flow establishment/modification and when NG-RAN is used every time the User Plane of the PDU session is activated. .
NOTE 3:
The options 2 and 3 are intended to be used for 3GPP ANs.
NOTE 4:
Pre-configured 5QI values cannot be used when the UE is roaming. Whenever a 5QI value has not been pre-configured in the (R)AN and not signalled to the (R)AN, the QoS characteristics of the standardized 5QI with the lowest priority level applies.
The UE performs the classification and marking of UL User plane traffic, i.e. the association of uplink traffic to QoS flows, based on QoS rules. These rules may be explicitly provided to the UE (at PDU Session establishment or QoS flow establishment), pre-configured in the UE or implicitly derived by UE by applying reflective QoS. A QoS rule contains a QoS rule identifier which is unique within the PDU session, the QFI of the associated QoS flow, one or more packet filters and a precedence value. Additionally, for an assigned QFI, the QoS rule contains the QoS parameters relevant to the UE. There can be more than one QoS rule associated with the same QoS Flow (i.e. with the same QFI).

A default QoS rule is required for every PDU session. The default QoS rule is the only QoS rule of a PDU session that may contain no packet filter (in this case, the highest precedence value (i.e. lowest priority) has to be used). If the default QoS rule does not contain a packet filter, the default QoS rule defines the treatment of packets that do not match any other QoS rule in a PDU session.

Editor's note:
It is FFS whether there, in addition, is a need for pre-authorized QoS rules be provided to the UE.
The SMF performs the binding of SDFs to QoS flows based on the QoS and service requirements of the SDF (e.g. the received PCC rules). The SMF assigns the QFI for a new QoS flow and derives its QoS parameters from the information provided by the PCF. When applicable, the SMF provides the QFI together with the QoS profile to the (R)AN. The SMF provides the SDF template (i.e. the set of packet filters associated with the SDF received from the PCF) together with the SDF precedence, the QoS related information, and the corresponding packet marking information, i.e. the QFI, the DSCP value and optionally the Reflective QoS Indication to the UPF enabling classification, bandwidth enforcement and marking of User Plane traffic. When applicable, the SMF generates the QoS rule(s) for the PDU Session by allocating QoS rule identifiers, which are unique within the PDU session adding the QFI of the QoS flow, setting the packet filter(s) to the UL part of the SDF template and setting the QoS rule precedence to the SDF precedence. The QoS rules are then provided to the UE enabling classification and marking of UL User Plane traffic.

Editor's note:
Some applications, e.g. IMS, require also the DL part of the SDF template in the QoS rule. Whether the DL of the SDF template has to be sent for every QoS rule is FFS.
The principle for classification and marking of User Plane traffic and mapping of QoS Flows to AN resources is illustrated in Figure 5.7.1-1.
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Figure 5.7.1-1: The principle for classification and User Plane marking for QoS Flows and mapping to AN Resources

In DL incoming data packets are classified based on SDF templates according to their SDF precedence (without initiating additional N4 signalling). The CN conveys the classification of the User Plane traffic belonging to a QoS flow through an N3 (and N9) User Plane marking using a QFI. The AN binds QoS flows to AN resources (i.e. Data Radio Bearers in case of in case of 3GPP RAN). There is no strict 1:1 relation between QoS flows and AN resources. It is up to the AN to establish the necessary AN resources to map the QoS flows to DRBsso that the UE receives the QFI (and reflective QoS (see clause 5.7.5) may be applied).

If no match is found and all QoS flows are related with one or more downlink packet filters, the UPF shall discard the downlink data packet.
In UL, the UE evaluates UL packets against the packet filters in the QoS rules based on the precedence value of QoS rules in increasing order until a matching QoS rule (i.e. whose packet filter matches the UL packet) is found. The UE uses the QFI in the corresponding matching QoS rule to bind the UL packet to a QoS Flow. The UE then binds QoS flows to AN resources.

If no match is found and the default QoS rule contains one or more uplink packet filters, the UE shall discard the uplink data packet.

The following characteristics apply for processing of Downlink traffic:

-
UPF maps User Plane traffic to QoS flows based on the SDF templates

-
UPF performs Session-AMBR enforcement and also performs PDU counting for support of charging.

-
UPF transmits the PDUs of the PDU session in a single tunnel between 5GC and (R)AN, the UPF includes the QFI in the encapsulation header. In addition, UPF may include an indication for reflective QoS activation in the encapsulation header.

-
UPF performs transport level packet marking in downlink, e.g. setting the DiffServ Code point in outer IP header. Transport level packet marking may be based on the 5QI and ARP of the associated QoS flow.

-
(R)AN maps PDUs from QoS flows to access-specific resources based on the QFIand the associated 5G QoS characteristics and parameters, also taking into account the N3 tunnel associated with the downlink packet.

NOTE 4:
Packet filters are not used for the mapping of QoS flows onto access-specific resources in (R)AN.

-
If reflective QoS applies, the UE creates a new derived QoS rule. The packet filter in the derived QoS rule is derived from the (i.e. the header of the) DL packet, and the QFI of the derived QoS rule is is set according to the QFI of the DL packet.

Following characteristics apply for processing of uplink traffic:

-
UE uses the stored QoS rules to determine mapping between UL User Plane traffic and QoS flows. UE marks the UL PDU with the QFI of the QoS rule containing the matching packet filter and transmits the UL PDUs using the corresponding access specific resource for the QoS flow based on the mapping provided by RAN.

-
(R)AN transmits the PDUs over N3 tunnel towards UPF. When passing an UL packet from (R)AN to CN, the (R)AN includes the QFI value, in the encapsulation header of the UL PDU, and selects the N3 tunnel.

-
(R)AN performs transport level packet marking in the uplink, transport level packet marking may be based on the 5QI and ARP of the associated QoS Flow.

-
UPF verifies whether QFIs in the UL PDUs are aligned with the QoS Rules provided to the UE or implicitly derived by the UE (e.g. in case of reflective QoS).
-
UPF performs Session-AMBR enforcement and counting of packets for charging.

For UL Classifier PDU sessions, UL and DL Session-AMBR shall be enforced in the UPF that supports the UL Classifier functionality. In addition, the DL Session-AMBR shall be enforced separately in every UPF that terminates the N6 interface (i.e. without requiring interaction between the UPFs) (see clause 5.6.4).

For multi-homed PDU sessions, UL and DL Session-AMBR shall be enforced in the UPF that supports the Branching Point functionality. In addition, the DL Session-AMBR shall be enforced separately in every UPF that terminates the N6 interface (i.e. without requiring interaction between the UPFs) (see clause 5.6.4).

NOTE 5:
The DL Session-AMBR is enforced in every UPF terminating the N6 interface to reduce unnecessary transport of traffic which may be discarded by the UPF performing the UL Classifier/Branching Point functionality due to the amount of the downlink traffic for the PDU session exceeding the DL Session-AMBR. Discarding DL packets in the UL Classifier/Branching Point could cause erroneous PDU counting for support of charging
The (R)AN shall enforce Max BitRate (UE-AMBR) limit in UL and DL per UE for non-GBR QoS flows. The UE shall perform UL rate limitation on PDU Session basis for non-GBR traffic using Session-AMBR, if the UE receives a session-AMBR.

Rate limit enforcement per PDU session applies for flows that do not require guaranteed flow bit rate. MBR per SDF is mandatory for GBR QoS flows but optional for non-GBR QoS flows. The MBR is enforced in the UPF.

The QoS control for Unstructured PDUs is performed at the PDU session level and in this release of the specification there is only support for maximum of one 5G QoS Flow per PDU session of Type Unstructured. 
When a PDU session is set up for transferring unstructured PDUs, SMF provides the QFI which will be applied to any packet of the PDU session to the UPF and UE.


Next Change
5.8.2
User Plane Function(s)
User Plane Function(s) (UPF(s)) handle the user plane path of PDU sessions. An UPF that provides the interface to a Data Network supports the functionality of a PDU session anchor.

The number of UPFs for a PDU Session is not restricted by the3GPP specifications but specifications support deployments with a single UPF or multiple UPFs for a given PDU session.

For IP type PDU sessions, the PDU session anchor may be IP anchor point of the IP address/prefix allocated to the UE. For an IPv4 type PDU session or an IPv6 not multi-homed PDU session, when multiple PDU session anchors are used (due to UL CL being inserted), only one PDU session anchor is the IP anchor point for the PDU session. For an IPv6 multi-homed PDU session there are multiple IP (IPv6) anchor points as described in clause 5.6.4.3.
Deployments with one single UPF used to serve a PDU session do not apply to the Home Routed case and may not apply to the cases described in clause 5.6.4.

Deployments where a UPF can only be controlled by a single SMF, and deployments where a UPF can be controlled by multiple SMFs (for different PDU sessions) are both supported.
UPF traffic detection capabilities may be used by the SMF in order to control at least following features of the UPF:

-
Traffic reporting (e.g. allowing SMF support for charging).
-
QoS enforcement (The corresponding requirements are defined in clause 5.7).
-
traffic routing (e.g.as defined in clause 5.6.4. for UL CL or IPv6 multi-homing).
Traffic detection and routing information sent by the SMF to the UPF for a PDU session may be associated with Network instance for detection and routing of traffic over N6.
NOTE1:
Network instances can be used for example in following case:

-
The UPF is connected to different DN (DNAI) with possibly overlapping IP addresses.
For IP PDU session Type, the UPF traffic detection capabilities may detect traffic using traffic pattern based on at least any combination of:

-
PDU session.

-
5QI.

-
Source/destination IP address or IPv6 network prefix.

-
Source / destination port.

-
Application Identifier: The Application ID is an index to a set of application detection rules configured in UPF.

-
protocol ID of the protocol above IP.

-
Type of Service (TOS) (IPv4) / Traffic class (IPv6) and Mask.

In the pattern:

-
a value left unspecified in a filter matches any value of the corresponding information in a packet.

-
an IP address or Prefix may be combined with a prefix mask.

-
port numbers may be specified as port ranges.

For Ethernet PDU session Type, the SMF may control UPF traffic detection capabilities based on at least any combination of:

-
PDU session,

-
5QI,

-
802.1q header : VLAN identifier(VID), Priority code point (PCP) in case of simple VLAN tagging and in case of double VLAN tagging per IEEE 802.1ad

-
MAC address with a possibility to identify Multicast/Broadcast addresses,

-
EtherType as defined in IEEE 802.3,

(When the EtherType refers to IP) Any combination of the information defined for the IP PDU session type

In this release of the specification for Unstructured PDU session Type, the UPF does not perform any traffic detection for QoS enforcement. 
UPF selection is described in clause 6.2.

End of Changes
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