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1
Discussion

· User plane integrity protection
In SA3, it has defined 5G support user plane data confidentiality protection. However, user plane data integrity protection is not supported in TS 23.501. We need to include this security function in the security part.
· SUPI privacy 
There is an EN in clause 5.9.1 about the SUPI privacy.
Editor's note:
SUPI may be subject to enhanced privacy protection based on SA WG3 decision. The impact and adjustments needed to be done on SA WG2 is FFS.

According to the LS S3-171489 from SA3, it has been agreed that:
· SUPI privacy shall be based upon home network asymmetric key solution;

· Routing information related to the SUPI is not privacy protected, e.g. MCC/MNC are sent in clear-text over-the-air.
Therefore, we can delete the EN and add general description about the SUPI privacy.
· Security function(s) mapping
There is an EN in clause 6.2.1 and 6.2.8 about the security functions mapping in the AMF and AUSF.
Editor's note:
When there is an update to security architecture defined by SA WG3, security functionality mapping to the overall architecture will be updated.

According to the LS S3-171489 from SA3, it confirms that the SEAF and SCMF defined in SA3 are allocated to NF AMF, the AUSF is allocated to NF AUSF. Therefore, the above editor’s note can be deleted.
2
Proposal

The following changes are proposed to add in the TS23.501:
******************* Start of Change ************************
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

5GC
5G Core Network

5GS
5G System
5G-AN
5G Access Network

5G-GUTI
5G Globally Unique Temporary Identity

5G-S-TMSI
5G S-Temporary Mobile Subscriber Identity
5QI
5G QoS Indicator

AF
Application Function

AMF
Access and Mobility Management Function

AS
Access Stratum
AUSF
Authentication Server Function
CP
Control Plane

DL
Downlink

DN
Data Network

DNN
Data Network Name

FQDN
Fully Qualified Domain Name

GFBR
Guaranteed Flow Bit Rate

GUAMI
Globally Unique AMF ID

LADN
Local Area Data Network

MFBR
Maximum Flow Bit Rate

MICO
Mobile Initiated Connection Only

NAI
Network Access Identifier

NEF
Network Exposure Function

NF
Network Function

NR
New Radio

NRF
Network Repository Function
NSSAI
Network Slice Selection Assistance Information
NSSF
Network Slice Selection Function

PCF
Policy Control Function

PEI
Permanent Equipment Identifier

PFDF
Packet Flow Description Function

QFI
QoS Flow Identity
QoE
Quality of Experience

SA NR
Standalone New Radio

SBA
Service Based Architecture

SBI
Service Based Interface
SEAF
Security Anchor Function
SDSF
Structured Data Storage Function

SMF
Session Management Function

S-NSSAI
Single Network Slice Selection Assistance Information
SUPI
Subscriber Permanent Identifier

UDSF
Unstructured Data Storage Function

UL
Uplink

UL CL
Uplink Classifier

UPF
User Plane Function
UDR
Unified Data Repository
******************* Next Change ************************
5.6.6
Secondary authentication/authorization by a DN-AAA server during the establishment of a PDU session

At the establishment of a PDU Session to a DN:

-
The DN-specific identity (TS 33.501 [29]) that a UE may be authenticated/authorized by the DN.
NOTE: the DN-AAA server may belong to the 5GC or to the external data network.
-
If the UE provides authentication/authorization information corresponding to a DN-specific identity during the establishment of the PDU session, and the SMF determines that authentication/authorization of the PDU session establishment is required based on on the DN policy, the SMF passes the authentication/authorization information of the UE to the DN via the UPF. If the SMF determines that authentication of the PDU session establishment is required but the UE has not provided authentication/authorization information, then the SMF rejects the PDU session establishment.

-
The DN AAA server may authenticate/authorize the PDU session establishment.

Such DN authentication and/or authorization takes place for the purpose of PDU session authorization in addition to:

-
The 5GC access authentication handled by AMF and described in clause 5.2.

-
The PDU session authorization with regard to subscription data retrieved from UDM enforced by SMF.

Based on local policies the SMF may initiate DN authentication and/or authorization at PDU session establishment.

The UE provides over NAS SM information required to support user authentication by the DN.

NOTE 1:
The way for the UE to acquire such information is not defined.

When SMF adds an PDU session anchor (such as defined in clause 5.6.4) to a PDU session DN authentication and / or authorization is not carried out but SMF policies may require SMF to notify the DN when a new prefix or address has been added to or removed from a PDU session.

Indication of PDU session establishment rejection is transferred by SMF to the UE via NAS SM.

At any time, a DN AAA server may revoke the authorization for a PDU session.

******************* Next Change ************************
5.9.1
General

Each subscriber in the 5G system shall be allocated one 5G Subscription Permanent Identifier (SUPI). The SUPI privacy is specified in TS 33.501 [29].

The 5G system supports identification of subscriptions independently of identification of the user equipment. Each UE accessing the 5G system shall be assigned a Permanent Equipment Identifier (PEI).

The 5G system supports allocation of a temporary identifier (5G-GUTI) in order to support user confidentiality protection.

******************* Next Change ************************
5.10.1
General

The security functions in the 5G system include:

-
Authentication of the UE by the network and vice versa (mutual authentication between UE and network).

-
Security context generation and distribution.

-
User Plane data confidentiality and integrity protection.

-
Control Plane signalling confidentiality and integrity protection.
-
User identity confidentiality.
Detailed security related network functions for 5G are described in TS 33.501 [29].

******************* Next Change ************************
6.2.1
AMF

The Access and Mobility Management function (AMF) includes the following functionality. Some or all of the AMF functionalities may be supported in a single instance of an AMF:

-
Termination of RAN CP interface (N2).

-
Termination of NAS (N1), NAS ciphering and integrity protection.

-
Registration management.

-
Connection management.

-
Reachability management.

-
Mobility Management.

-
Lawful intercept (for AMF events and interface to LI System).

-
Provide transport for SM messages between UE and SMF.

-
Transparent proxy for routing SM messages.

-
Access Authentication.

-
Access Authorization.

-
Provide transport for SMS messages between UE and SMSF.
-
Security Anchor Function (SEAF). It interacts with the AUSF and the UE, receives the intermediate key that was established as a result of the UE authentication process. In case of USIM based authentication, the AMF retrieves the security material from the AUSF.

-
Security Context Management (SCM). The SCM receives a key from the SEAF that it uses to derive access-network specific keys.

NOTE:
Regardless of the number of Network functions, there is only one NAS interface instance per access network between the UE and the CN, terminated at one of the Network functions that implements at least NAS security and mobility management.


In addition to the functionalities of the AMF described above, the AMF may include the following functionality to support non-3GPP access networks:

-
Support of N2 interface with N3IWF. Over this interface, some information (e.g. 3GPP cell Identification) and procedures (e.g. Hand-Over related) defined over 3GPP access may not apply, and non-3GPP access specific information may be applied that do not apply to 3GPP accesses.

Editor's note:
The definition which 3GPP information and procedures are not applicable to N3GPP-access and those N3GPP access specific information and procedure needs to be considered are FFS.

-
Support of NAS signalling with a UE over N3IWF. Some procedures supported by NAS signalling over 3GPP access may be not applicable to untrusted non-3GPP (e.g. Paging) access.
Editor's note:
The definition which NAS signalling procedures are not applicable to N3GPP-access and those N3GPP access specific information and procedure needs to be considered are FFS.
-
Support of authentication of UEs connected over N3IWF.
-
Management of mobility, authentication, and separate security context state(s) of a UE connected via non-3GPP access or connected via 3GPP and non-3GPP accesses simultaneously.

-
Support as described in clause 5.3.2.3 a co-ordinated RM management context valid over 3GPP and Non 3GPP accesses.

-
Support as described in clause 5.3.3.4 dedicated CM management contexts for the UE for connectivity over non-3GPP access.
NOTE:
Not all of the functionalities are required to be supported in an instance of a network slice.

******************* Next Change ************************
6.2.2
SMF

The Session Management function (SMF) includes the following functionality. Some or all of the SMF functionalities may be supported in a single instance of a SMF:

-
Session Management e.g. Session establishment, modify and release, including tunnel maintain between UPF and AN node.

-
UE IP address allocation & management (incl optional Authorization).

-
Selection and control of UP function.

-
Configures traffic steering at UPF to route traffic to proper destination.

-
Termination of interfaces towards Policy control functions.

-
Control part of policy enforcement and QoS.

-
Lawful intercept (for SM events and interface to LI System).

-
Termination of SM parts of NAS messages.

-
Downlink Data Notification.

-
Initiator of AN specific SM information, sent via AMF over N2 to AN.

-
Determine SSC mode of a session.
-
Roaming functionality:

-
Handle local enforcement to apply QoS SLAs (VPLMN).

-
Charging data collection and charging interface (VPLMN).

-
Lawful intercept (in VPLMN for SM events and interface to LI System).

-
Support for interaction with external DN for transport of signalling for PDU session authorization/authentication by external DN.

NOTE:
Not all of the functionalities are required to be supported in a instance of a network slice.


******************* Next Change ************************
6.2.8
AUSF

The AUSF supports the following functionality:

-
Supports Authentication Server Function (AUSF) as specified by SA WG3.


******************* End of Changes *************************
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