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Attachments:

1. Overall Description:

SA3 thanks RAN2 for their LS on encrypting broadcasted positioning data. SA3 discussed this issue, and 
requests more information before working on a solution.

R2-1706150 states that secure broadcast may be required because of access control and possibly to ensure integrity of the location information.

Protecting the location information from tampering on the radio link requires a complex solution without mitigating all threats. Threats such as GPS spoofing and forwarding or replaying valid broadcasts from other locations to an UE are likely to remain.
Due to these concerns SA3 has decided not to protect the broadcasted positioning assistance data against such threats.

SA3 has the understanding that RAN2 might want to have a solution where some set of subscribers might require more detailed location information than others.
Question 1: Does RAN2 require a solution that supports multiple subscription levels?
A solution similar to the one in 3G with a shared group key for multiple UEs would be a good baseline. To ensure that it is possible to un-subscribe from this service it would require the system to update the key at UE at regular intervals.

Although the work is beginning SA3 needs more information on the system layout, one concrete question is what nodes need to provide input into the positioning assistance data. 

Question 2: Will eNB specific information be included into the positioning assistance data? 

To be able to limit the number of considered solutions SA3 would also appreciate additional information and requirements that RAN2 agrees.
2. Actions:

To RAN2 group.

ACTION: 
RAN2 is kindly requested to take the information in account, answer the questions and provide additional info that could be of use to SA3. 
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