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Abstract of the contribution: This contribution analyzes the potential candidate solutions and proposes to use transport of NAS messages in IKEv2 procedures.
Discussion 
We strongly recommend transporting of NAS messages in IKEv2 procedures for initial registration via untrusted non-3GPP access. The rationale behind the recommendation is showing below:
In the reply LS of SA3, SA3 expresses concerns for EAP-5G solution:

· The EAP-5G solution introduces additional EAP-5G messages between the UE and the N3IWF.

· The failure case of EAP-5G needs to be especially further clarified.
· IETF may be involved and thus may delay the discussion in Phase 1.
In the reply LS of SA3, SA3 also expresses concerns for IKE NULL solution:

· The NULL IKE solution needs additional IKE_SA_INIT round trip with an expensive Diffie-Hellman exchange for every registration procedure and UE triggered service request procedure in CM-IDLE state.
Regarding the solution of transporting of NAS messages in IKEv2, the only problem is how to support the interactions of Identity Request and Identity response between the UE and the core network when the AMF cannot fetch the context of the UE. Although it is not decided yet whether identity request procedures are to be allowed, (see SA3 LS in S3-172090/S2-17xxxx), two alternatives are foreseen to solve this problem:
· The AMF sends an Identity Request to the UE

Upon receiving Identity request, the N3IWF sends the IKE_AUTH_Response to the UE, indicating the failure of the IPsec establishment, as the N3IWF cannot receive the key to authenticate the UE. The UE initiates a new IKE_SA_INIT exchange between the UE and the N3IWF. Then the Identity Response can be sent to the AMF in VID payload in IKE_AUTH_Request message. However, the IKE_AUTH_Request shall not contain an AUTH payload because the AMF may trigger mutual authentication between the UE and the AMF whenever the AMF receives a new SUPI or concealed SUPI. The IDi payload can be the 5G-GUTI which is helpful for locating the same AMF by N3IWF. 
The NAS signalling exchange in this solution is in line with 5G access procedure. The figure below depicts the procedure as described above.
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Figure 1 Identity Request and Identity Response sent in untrusted non-3GPP access
· The AMF sends an Registration Reject to the UE

Upon receiving Registration Reject, the N3IWF sends IKE_AUTH_Response to the UE indicating the failure of the IPsec establishment. When the UE wants to registration through untrusted non-3GPP access again, a new IKE_SA_INIT must be exchanged, and the IKE_AUT_Request message sends to the N3IWF with a Registration Request in VID payload, but without an AUTH payload. 
This solution is inline with EPS procedure whether the TAU request from the UE is rejected when the GUTI is not recognized by the MME and the UE initiates Attach procedure. The figure below depicts the procedure as described above.
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Figure 2 The AMF reject the registration when the AMF cannot Identify the UE
We can conclude that, another round of IKE_SA_INIT cannot be avoided no matter how the AMF gets the SUPI or concealed SUPI from the UE for both of the VID solution and NULL IKE solution, if the UE still want to access the 5GC via untrusted non-3GPP access. As the AMF cannot fetch the UE context is a rare case, an additional round of IKE_SA_INIT may be less common in NAS in IKEv2 solution which is much better than NULL IKE solution.
Therefore, the NAS in IKEv2 solution enhanced by an additional IKE_SA_INIT exchange is the minor change for both SA2 and SA3 with the benefit of not needing a new security evaluation on the solution.

Proposal
It is proposed to use the solution of transport of NAS messages in IKEv2 procedures and solve the problem of Identity request and response exchange using one of the above alternatives if SA2 agree to allow Identity Request procedures. 
The proposed procedure is based on TS 23.502 v 0.3.0. all the text shall be considered new. The revision marks show the improvement based on the first alternative in the discussion part
BEGIN of CHANGES

4.12.2
Registration via Untrusted non-3GPP Access

This clause specifies how a UE can register to 5GC network via an untrusted non-3GPP access network. It is based on the registration procedure specified in clause 4.2.2.2.
In registration and subsequent registration procedures via untrusted non-3GPP access, the NAS messages are always exchanged between the UE and the AMF. When possible, the UE can be authenticated by reusing the existing UE security context in AMF.
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Figure 4.12.2.X-1: Initial Registration via untrusted non-3GPP access
1.
The UE connects to an untrusted non-3GPP access network with procedures outside the scope of 3GPP and it is assigned an IP address. Any non-3GPP authentication method can be used, e.g. no authentication (in case of a free WLAN), EAP with pre-shared key, username/password, etc. When the UE decides to attach to 5GC network, the UE discovers the IP address of N3IWF in a 5G PLMN as described in TS 23.501 [2], clause 6.3.6.
2.
The UE proceeds with the establishment of an IPsec SA with the N3IWF by initiating the IKEv2 signalling procedure according to RFC 7296 [3] and RFC 5998 [4]. After step 2a all subsequent IKEv2 messages are encrypted and integrity protected.  
3.
The UE sends IKE_AUTH message which shall include a 3GPP-specific Vendor Id (VID) payload which contains NAS Registration Request message. If the UE is already registered to a PLMN via 3GPP access and the N3IWF selected in step 1 is not located in this PLMN, then the UE shall not include its UE Temporary ID in the registration parameters. If the UE has an anchor key from a previous registration (e.g., over a 3GPP access or another non-3GPP access), it may optionally include the AUTH payload computed using a key derived from the anchor key.
Editor's note: It is FFS if the UE can be authenticated by reusing the existing UE security context in AMF.
4.
The N3IWF shall select an AMF based on the received registration parameters and local policy, as specified in TS 23.501 [2], clause 6.3.5. 
5.
The N3IWF shall forward the NAS Registration Request message to the AMF over the N2 interface. The NAS Registration Request is encapsulated in a N2 message that sets up a N2 relationship between the AMF and the N3IWF for this UE and that contains the Access Type (AT), i.e. "untrusted non-3GPP access". 
6.
If the AMF cannot fetch the context of the UE, the AMF sends NAS Identity Request message to fetch UE Identity. The N3IWF forwards the NAS Identity Request message to the UE in IKE_AUTH Response message. The N3IWF also indicates the failure of the IPsec establishment, as the N3IWF cannot receive the key to authenticate the UE. Therefore the IKEv2 SA between the UE and the N3IWF is released. 

7.
The UE initiates a new IKE_SA_INIT exchange between the UE and the N3IWF. The UE sends IKE_AUTH message which shall include a 3GPP-specific Vendor Id (VID) payload which contains NAS Identity Response message. The N3IWF forwards the NAS Identity Response message to the AMF. 
The AMF shall select an AUSF according to the selection procedure specified in TS 23.501 [2] clause 6.3.4, and shall request from AUSF to authenticate the UE. The AUSF shall operate as an EAP server and shall choose an EAP method to authenticate the UE, e.g. based on UE subscription information and information included in the NAI of UE. The AUSF may retrieve UE subscription information from UDM.

NOTE:
It is up to SA WG3 to decide which EAP authentication methods can be used to access 5GC via untrusted non-3GPP access.

8.
An EAP-based mutual authentication procedure takes place between the UE and AUSF. Several EAP request/ response messages may be required between the UE and AUSF depending on the chosen EAP authentication method. Between the UE and N3IWF the EAP messages are encapsulated within IKEv2 messages. Between the N3IWF and AMF the EAP messages are encapsulated within NAS Authentication Request/Response messages which, in turn, are encapsulated in a N2 NAS DL/UL transport messages. Between AMF and AUSF the EAP messages are encapsulated within Auth_Req/Res messages.

9a.
When the EAP-based mutual authentication procedure is successfully completed, the AUSF shall send an Auth_Res (EAP-Success, Security keys) to AMF. The Security keys shall contain one or more master session keys which are used by AMF to derive NAS security keys and security key(s) for N3IWF.

Editor's note:
It is FFS how and when the AMF gets UE subscription data.

9b.
In turn, the AMF shall send a DL NAS Transport message to N3IWF. This message includes the EAP-Success message, the security key(s) for N3IWF and a NAS Security Mode Command (SMC) Request. After this step the N3IWF shall create a UE Context which stores UE-specific information such as the UE identity, the associated N2 connection, etc.

9c-9d. The N3IWF shall send an IKE_AUTH Response (EAP-Success) message to UE, which completes the establishment of the IPsec SA between the UE and N3IWF. This IPsec SA, referred to as the "signalling IPsec SA", shall further be used to securely transport NAS messages between the UE and N3IWF. The NAS messages are encapsulated in GRE over IPsec. The N3IWF may also send the whole NAS SMC Request message in the 3GPP-specific VID payload. After step 6c further IKEv2 messages are exchanged (not shown in figure 4.12.2-1) according to RFC 7296 [3] in order to complete the establishment of the signalling IPsec SA. The signalling IPsec SA shall be configured to operate in transport mode. The SPI value is used to determine if an IPsec packet carries a NAS message or not.

Editor's note:
It is FFS if GRE encapsulation for NAS messages is required.
10.
[Conditional] if the N3IWF did not include the SMC Request in step 9c, the N3IWF shall send to UE the NAS SMC Request received from AMF in step 9b. The UE responds with a NAS SMC Complete message over the IPSec SA, which shall be forwarded by N3IWF to AMF within an N2 UL NAS Transport message.

11.
The AMF shall send a NAS Registration Accept message to N3IWF, within an N2 Initial Context Setup Request, which shall be forwarded to UE via the established signalling IPsec SA. Finally, the UE shall respond with a NAS Registration Complete message which shall be forwarded by N3IWF to AMF within an N2 Initial Context Setup Response.

END of CHANGES

UE
AUSF
8b. DL NAS 
Transport 
(EAP-AKA/Challenge)
8d. IKE_AUTH Req (EAP Challenge)
8e. UL NAS 
Transport 
(EAP-AKA/Challenge)
5. N2 msg (NAS Registration Request)
4. AMF selection
Untrusted 
non-3GPP
Access Network
N3IWF
1b. UE discovers the IP address of N3IWF
1a. UE connects to untrusted non-3GPP access network and allocated an IP address

8c. IKE_AUTH Res (EAP-AKA/Challenge)
2. IKE_SA_INIT
7d. AUSF Selection
11a. N2 Initial 
Context Setup 
Request 
(Registration Accept)
11d. N2 Initial 
Context Setup 
Response 
(Registration 
Complete)
9c. IKE_AUTH Res (EAP-Success, optional VID[SMC Request])
Mutual EAP-based authentication
. . .
9b. DL NAS 
Transport 
(SMC Request, EAP-Success, N3IWF Keys)
AMF
7e. AAA Key Request (UE Id))
8a. AAA Msg
(EAP-AKA/Challenge)
8f. AAA Msg
(EAP-AKA/Challenge)
9a. AAA Key Response
(EAP-Success, SEAF Key)
10a. [NAS over IPsec] SMC Request
10c. UL NAS 
Transport 
(SMC Complete)
10b. [NAS over IPsec] SMC Complete
11b. [NAS over IPsec] Registration Accept
11c. [NAS over IPsec] Registration Complete
3. IKE_AUTH Req (UE Id,
VID[AN Parameters, NAS Registration Request],[AUTH])
EAP-AKA is completed
9d.IKE_AUTH (with AUTH)
(i.e. IPSec SA is established)
6a. Registration Reject
6b. IKE_AUTH Res(AUTHENTICATION_FAILED, VID[Registration Reject])
7a. IKE_SA_INIT

7b. IKE_AUTH Req (UE Id, 
VID[AN Parameters, NAS Registration Request])
6c. IPsec is released
5. N2 msg (NAS Registration Request)



_1564240977.vsd

UE
AUSF
8b. DL NAS 
Transport 
(EAP-AKA/Challenge)
8d. IKE_AUTH Req (EAP Challenge)
8e. UL NAS 
Transport 
(EAP-AKA/Challenge)
5. N2 msg (NAS Registration Request)
4. AMF selection
Untrusted 
non-3GPP
Access Network
N3IWF
1b. UE discovers the IP address of N3IWF
1a. UE connects to untrusted non-3GPP access network and allocated an IP address

8c. IKE_AUTH Res (EAP-AKA/Challenge)
2. IKE_SA_INIT
7d. AUSF Selection
11a. N2 Initial 
Context Setup 
Request 
(Registration Accept)
11d. N2 Initial 
Context Setup 
Response 
(Registration 
Complete)
9c. IKE_AUTH Res (EAP-Success, optional VID[SMC Request])
Mutual EAP-based authentication
. . .
9b. DL NAS 
Transport 
(SMC Request, EAP-Success, N3IWF Keys)
AMF
7e. AAA Key Request (UE Id))
8a. AAA Msg
(EAP-AKA/Challenge)
8f. AAA Msg
(EAP-AKA/Challenge)
9a. AAA Key Response
(EAP-Success, SEAF Key)
10a. [NAS over IPsec] SMC Request
10c. UL NAS 
Transport 
(SMC Complete)
10b. [NAS over IPsec] SMC Complete
11b. [NAS over IPsec] Registration Accept
11c. [NAS over IPsec] Registration Complete
3. IKE_AUTH Req (UE Id,
VID[AN Parameters, NAS Registration Request],[AUTH])
EAP-AKA is completed
9d.IKE_AUTH (with AUTH)
(i.e. IPSec SA is established)
6a. Identity Request
6b. IKE_AUTH Res(AUTHENTICATION_FAILED, VID[Identity Request])
7a. IKE_SA_INIT

7b. IKE_AUTH Req (UE Id,
VID[Identity Response])
7c. Identity Response (UE Id)
6c. IPsec is released



