SA WG2 Temporary Document

Page 2

SA WG2 Meeting #122bis
S2-17bbbb
21 – 25 August 2017, Sophia Antipolis, France
(revision of S2-17xxxx)
Source:
OTD

Title:
TS 23.501: Update to PDU session types
Document for:
Approval
Agenda Item:
6.5.1
Work Item / Release:
5GS_ph1/ Rel-15
Abstract of the contribution: This paper proposes an update to clause 5.6.10 Specific aspects of different PDU session types for PDU session types Ethernet and Unstructured.
1
Introduction
For Lawful Interception (LI) to function, there is a specific need to map a temporary identity into a permanent identity in near real time. Addresses used by an intercept subject UE in communications with the network must be reported.  The 5G System (5GS) presents the potential for other addresses outside of IP protocol (e.g., Ethernet, Unstructured) to be utilized for UE communications.  This contribution proposes changes to address these aspects to facilitate successful LI in the 5GS.
2
Discussion
Currently, Clause 5.6.10.2 Support of Ethernet PDU session type does not include text detailing what addressing protocol will be used to handle Ethernet frames.  For example, the 4G system typically uses IP addresses that can be mapped to specific subject UE communications.  Ethernet frames are generally passed utilizing MAC addressing.  In order for the UPF to correctly route incoming Ethernet frames from the DN, it is a logical assumption that the UPF will store the MAC address of the destination UE.
Clause 5.6.10.3 Support of Unstructured PDU session type indicates that different Point-to-Point (PTP) tunnelling techniques may be used over N6.  If PTP tunnelling using UDP/IP is used for Unstructured PDU sessions, the existing LI solution can use this addressing protocol for mapping to PDU sessions for reporting intercepted data.  If additional non-IP tunnelling techniques are used to process Unstructured type PDU sessions, there may be impacts to the existing LI solution.
3
Proposal
In developing requirements for both Ethernet and Unstructured type PDU sessions, the material described in the discussion section of this contribution should be taken into account.  Specific text changes are provided below to address the LS in from SA3-LI in regards to updating requirements for Ethernet and Unstructured type PDU sessions.
***** START of CHANGE *****
5.6.10
Specific aspects of different PDU session types

5.6.10.1
Support of IP PDU session type

The IP address allocation is defined in clause 5.8.1

5.6.10.2
Support of Ethernet PDU session type

For a PDU session set up with the Ethernet PDU session type, the SMF and the UPF acting as PDU session anchor can support specific behaviours related with the fact the PDU session carries Ethernet frames.

Neither a MAC nor an IP address is allocated by the 5GC to the UE for this PDU session.  The UPF shall store the MAC address, received from the UE, and associate that with the appropriate PDU session for frames received DL from the DN
NOTE 1:
The UE may operate in bridge mode with regard to a LAN it is connecting to the 5GS, thus different MAC addresses may be used as source address of different frames sent UL over a single PDU session (and destination MAC address of different frames sent DL over the same PDU session)

NOTE 2:
Entities on the LAN connected to the 5GS by the UE may be allocated an IP address by the DN but this is not defined

NOTE 3:
In this release, only the UE connected to the 5GS is authenticated, not the devices behind such UE
Different Frames exchanged on a PDU session of Ethernet type may be served with different QoS over the 5GS. Thus, the SMF may provide to the UPF traffic filters based on the Ethernet frame structure. This is further defined in clause 5.7 and 5.8.2.

5.6.10.3
Support of Unstructured PDU session type

Different Point-to-Point (PtP) tunnelling techniques may be used to deliver Unstructured PDU type data to the destination (e.g. application server) in the Data Network via N6.

Point-to-point tunnelling based on UDP/IP encapsulation as described below may be used. Other techniques may be supported.  Regardless of addressing scheme used from the UPF to the DN, the UPF and/or SMF shall be able to map to the address used between the UPF and the DN to the PDU session for reporting purposes. 
When Point-to-Point tunnelling based on UDP/IPv6 is used, the following considerations apply:

-
IPv6 prefix allocation for PDU sessions are performed locally by the (H-)SMF without involving the UE.

-
The UPF(s) acts as a transparent forwarding node for the payload between the UE and the destination in the DN.

-
For uplink, the UPF forwards the received Unstructured PDU type data to the destination in the data network over the N6 PtP tunnel using UDP/IPv6 encapsulation.

-
For downlink, the destination in the data network sends the Unstructured PDU type data using UDP/IPv6 encapsulation with the IPv6 address of the PDU Session and the 3GPP defined UDP port for Unstructured PDU type data. The UPF acting as PDU Session Anchor decapsulates the received data (i.e. removes the UDP/IPv6 headers) and forwards the data identified by the IPv6 prefix of the PDU session for delivery to the UE.

-
The (H-)SMF performs the IPv6 related operations but the IPv6 prefix is not provided to the UE, i.e. Router Advertisements and DHCPv6 are not performed. The SMF assigns an IPv6 Interface Identifier for the PDU session. The allocated IPv6 prefix identifies the PDU session of the UE.

***** END of CHANGE *****
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