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1. Discussion
This document discusses if the encapsulation of NAS messages directly into IKEv2 (aka "NAS-over-IKE solution") can be a feasible solution for supporting 5G registration via non-3GPP accesses. It is a continuation of document S2-174885 presented in SA2#122 which identified several issues about this solution. 
1.1 NAS-over-IKE when AMF requests re-authentication

Fig. 1 below considers a registration procedure via untrusted non-3GPP access when the UE has a valid NAS security context and a 5G-GUTI. In this case, when the AMF receives the NAS Registration Request from the UE, it decides to re-authenticate the UE. 
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Fig. 1: NAS-over-IKE when the AMF decides to re-authenticate the UE
3.
The UE has a valid NAS security context and a 5G-GUTI and sends a NAS Registration Request embedded into an IKE_AUTH messages. This IKE message includes an AUTH payload that is calculated based on the NAS security context (and, particularly, calculated by using the N3IWF key).

6.
When the AMF receives the NAS Registration Request it decides to re-authenticate the UE.

7.
The AMF requests a new SEAF key from AUSF.

CASE 1:

8.
As specified in TR 33.899 for Solution #1.49 (see clause 5.1.4.49.2), "If the AUSF has an anchor key (e.g., EMSK) associated with the received UE identifier and wants to reuse it, the AUSF proceeds to step 9 [i.e. it skips the EAP AKA’ authentication]. Otherwise, EAP AKA’ is performed between the UE and the AUSF/ARPF." In this case, the AUSF decides to start an EAP AKA' authentication.

12. The N3IWF cannot calculate the AUTH payload because it has not received the N3IWF key from the AMF, so it rejects the IPsec SA requested by the UE, with some new error that is specified by 3GPP. The IKE_AUTH respond sent to UE includes the EAP-AKA/Challenge inside the NAS Authentication Request message as required by TS 33.501, clause 6.1.3.1 (Authentication procedure for EAP-AKA') which states that "The SEAF transparently forwards the EAP-Request/AKA'-Challenge to the UE in a NAS message Auth-Req." 
14. The UE starts a new AUTH exchange, this time without including an AUTH payload. The UE includes the EAP-AKA/Challenge inside the NAS Authentication Response message as required by TS 33.501, clause 6.1.3.1 (Authentication procedure for EAP-AKA') which states that "The UE sends the EAP-Response/AKA'-Challenge to the SEAF in a NAS message Auth-Resp."

19. The EAP-AKA’ authentication is successfully completed and the UE receives an IKE_AUTH response with an EAP packet that contains an EAP-Success. Note that although previous EAP packets were encapsulated inside NAS messages (see messages 12 and 14), the case of EAP-Success is different: It should be sent outside a NAS message. This means that over the NWu interface some EAP messages are encapsulated inside NAS messages and some EAP message are not encapsulated inside NAS messages. Also, the AMF sends all EAP-AKA’ message to N3IWF inside NAS messages but it sends the EAP-Success message outside of an NAS message.
CASE 2:

21. In this case (quote from TR 33.899, solution 1.49) "the AUSF has an anchor key (e.g., EMSK) associated with the received UE identifier and wants to reuse it, [so] the AUSF proceeds to step 9", i.e. the AUSF skips the EAP-AKA’ authentication. 
22.
The AUSF derives SEAF key from the anchor key (e.g. EMSK) and sends it to AMF.

Issues related to Case 1:

· The first IPsec SA must fail and another IPsec SA should be requested by the UE. This degrades the performance.
· Some EAP messages are encapsulated inside NAS messages and some other EAP messages are not encapsulated inside NAS messages. In particular, the AMF should encapsulate all EAP messages received from AUSF into NAS messages (as required by TS 33.501, clause 6.1.3.1), but it should not encapsulate the EAP-Success message into a NAS message. On the UE side, this could complicate the implementation because, as shown in the figure below, the IKE layer in the UE should send all EAP messages to the NAS layer, except the EAP-Success message which should be delivered directly to the EAP layer. To avoid this complication, either (a) the NAS layer should be enhanced so that it can receive an EAP-Success message or (b) a new NAS message should be specified that is used only to encapsulate an EAP message. In both cases, NAS extensions would be needed.
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· More importantly, the EAP authentication is executed across two different IKE_AUTH exchanges: The EAP-AKA'/Challenge request from the AUSF to UE is sent over the first IKE_AUTH exchange which fails (see message 12) while the EAP-AKA'/Challenge response from the UE to AUSF is sent over the second IKE_AUTH exchange (see message 14). This is against the assumptions in RFC??? and RFC??? which assume that an entire EAP authentication is executed inside the same IKE_AUTH exchange.

Issues related to Case 2:

· No issues.

1.2 NAS-over-IKE when AMF requests SUPI

The Fig. 2 below illustrates a case when the AMF receives a NAS Registration Request with a 5G-GUTI (step 5) and then decides to request the SUPI of the UE (step 6) because e.g. it cannot retrieve the UE context associated with the 5G-GUTI.
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Fig. 2: NAS-over-IKE when the AMF requests the SUPI

There are two failure cases associated with the above figure, i.e. two cases where the NAS-over-IKE solution does not work. In both cases the first IPsec SA negotiation fails with a new IKE error cause (steps 9) and then the UE attempts to start a second IKE_AUTH exchange to negotiate another IPsec SA. The problem however is that the UE does not know if the second IKE_AUTH exchange should use EAP authentication or not. This is further explained below.
Failure case 1:

10.
The UE starts the second IKE_AUTH exchange without an AUTH payload assuming that an EAP authentication will be required. The NAS message can be either an Identity Response (as per TS 23.502) or a Registration Request (as proposed in S2-174451).
13.
However, the AUSF has an anchor key (e.g. EMSK) that can be reused. In this case, as specified in TR 23.899 (clause 5.1.4.49.2), the AUSF can skip the EAP-AKA’ authentication.
16. Hence the UE starts an IKE_AUTH with EAP but the AUSF does not start an EAP-AKA’ authentication.

Failure case 2:

20.
The UE starts the second IKE_AUTH exchange with an AUTH payload assuming the no EAP authentication will be required. The NAS message can be either an Identity Response (as per TS 23.502) or a Registration Request (as proposed in S2-174451).
23.
However, the AUSF decides to starts EAP-AKA’ authentication because e.g. it does not have an anchor key (e.g. EMSK) that can be reused.

26. Hence the UE starts an IKE_AUTH without EAP but the AUSF decides to start an EAP-AKA’ authentication. In this case, the IPsec SA negotiation will fail again and the UE would need to start a third IKE_AUTH exchange with EAP authentication. However, this behaviour will have the same issues discussed in Fig. 1, case 1.
2. Conclusion
Based on the above discussion it is concluded that:
1. Encapsulating NAS messages directly into IKEv2 is not a feasible solution for 5G registration via untrusted non-3GPP access because it presents many issues, e.g. (a) may lead to several rejections of an IKE_AUTH exchange, (b) may execute the EAP-AKA' procedure not within the same AUTH exchange but across two different AUTH exchanges, (c) may require changes to the NAS layer (e.g. to define a new NAS message that carries the EAP-Success), etc.
2. The main issue of the NAS-over-IKE solution stems from the fact that an IKE_AUTH exchange including an AUTH payload can support only one request/response between the UE and the network. However, in many registration scenarios, there is need to send multiple requests/responses between the UE and the network.  

It is therefore concluded that the NAS-over-IKE solution is not appropriate for 5G registration over untrusted non-3GPP access.
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