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1. Background
SA2 has sent an LS to SA3 (see S2-175263) asking them "whether the encrypted SUPI can be sent by the UE in an identity request/response message to the AMF during a registration procedure, or if there are any restrictions to the signalling in which the encrypted SUPI can be provided." SA3 has responded with a liaison statement in S3-172090.
In this document we discuss the key parts from the SA3 LS (in clause 2), we analyze an alternative procedure cited in the LS and we provide our conclusions (in clause 3).  

2. Comments on Response LS from SA3

This clause includes some quotes from the SA3 response LS and provides some embedded comments with track changes.
"If the AMF is not able to locate the NAS security context of the UE using the 5G GUTI (e.g., AMF has lost the UE context or the 5G GUTI is out of sync between the UE and the AMF), then the AMF can neither check the integrity of the message nor decrypt it. This seems to be the only case where there may be a need for the AMF to request the UE for its encrypted SUPI from the UE."
We agree with that.

The AMF may be unable to retrieve the UE context is several scenarios. For example:

-
The AMF has experienced a fatal error and had to restart so it lost the UE context;

-
The AMF cannot contact the old AMF, e.g. during inter-PLMN mobility, or when the old AMF belongs to an "isolated" network slice that is not available in the new location of the UE;

-
The AMF can contact the old AMF but the old AMF cannot provide the UE context, because it has restarted and lost the UE context, or it experiences extensive congestion and cannot respond, etc.
"In scenario 3, even if the AMF requests the encrypted SUPI from the UE, the AMF must contact the home network to obtain the SUPI. [This applies to roaming cases. But there might also be non-roaming cases (see bullet list above) when the AMF needs to request the SUPI.] If such procedures are allowed in 5GS, there is potential risk of subscriber privacy compromise as a passive eavesdropper or an active attacker may obtain the encrypted SUPI and collude with any one of the operator in the world with whom the home operator has a roaming interconnect relationship. Therefore, from subscriber privacy perspective, 5GS should be designed such that this risk is mitigated. One way to mitigate this risk is to ensure that SUPI is provided to the AMF after the authentication procedure is completed and will provide a stronger subscriber privacy protection. [It is true that the encrypted SUPI can be provided to the AUSF in order to perform first the mutual authentication with the UE and then the unencrypted SUPI can be sent from the AUSF to AMF only after a successful mutual authentication. Our PCR in S2-175682 introduces this behavior in the Registration Procedure in TS 23.502.]"
"Another alternative to allowing identity request procedures as part of the registration procedure is for the AMF to indicate to the UE that it is not recognized and it must send the registration message again with the encrypted SUPI. [This alternative does not solve the "subscriber privacy" concern mentioned in the previous paragraph. A passive eavesdropper or an active attacker may again obtain the encrypted SUPI from the Registration Request message. Also, in the roaming case, the AMF must again contact the home network to obtain the SUPI of the UE. So, indicating to the UE that it must send the registration message again with the encrypted SUPI (instead of sending the Identity Response with the encrypted SUPI) neither provides any benefits, nor it solves the potential "subscriber privacy" concern mentioned in the previous paragraph."
"SA3 agreed that if identity request procedures are to be allowed, then it must be ensured that this bound to the registration procedures. [We also agree with this.] One way to ensure this is by enforcing a rule in the UE that it responds to an identity request only as part of the registration request. [Similar rules exist in TS 24.301, which specify when the UE shall or shall not process a certain NAS message. We see no problem to specify such rules also for 5GS.] However, this approach is not as strong from subscriber privacy perspective as an active attacker may force the UE to send the encrypted SUPI.[An active attacker (e.g. a rogue AMF) can also force the UE to send the encrypted SUPI by indicating to the UE that it is not recognized and it must send the registration message again with the encrypted SUPI. So, in all cases the UE can be forced by an active attacker to send its encrypted SUPI either inside an Identity Response or inside a Registration Request.]"

3. Summary & Conclusions
In summary the response LS from SA3 states that:
-
The identity request/response can be used but it should be confined inside a registration procedure. We agree with that.

-
An alternative procedure could be considered where, instead of sending the encrypted SUPI in an Identity Response, the AMF indicates to the UE that it is not recognized and it must send the encrypted SUPI in an initial Registration Request. Based on the comments we provided in clause 2, we do not believe this alternative brings any benefits. However, we analyze this alternative below and compare it with the procedure that already exists in TS 23.502.

Fig. 1 shows the procedure that exists already in TS 23.502 in which the AMF sends an Identity Request message to UE when it cannot retrieve the UE’s context from the 5G-GUTI. The UE responds with an Identity Response message that includes its encrypted SUPI. This SUPI is encrypted by using the public key of the HPLMN which is provisioned in the UE. The MCC/MNC part of the SUPI is not encrypted so that in roaming cases the VPLMN can determine the HPLMN of the UE.
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Fig. 1

Fig. 2 below shows the alternative procedure cited in the SA3’s LS. The AMF sends again an Identity Request to the UE but this is now treated differently: The UE treats this message as if it was a Registration Reject with cause="start registration with SUPI". Note that instead of sending an Identity Request, the AMF could send a Registration Reject with a special cause value. However, in any case this alternative creates new procedures in the system: 
· The UE treats the Identity Request differently;

· The UE never sends an Identity Response back;

· The AMF starts a timer after sending the Identity Response but stops the timer after receiving a different message;

· A Registration Request with SUPI is sent after the CM-CONNECTED state is established, whereas normally, the Registration Request is the initial message that triggers the transition from CM-IDLE to CM-CONNECTED, etc.
· At the UE side, the Registration Request does not trigger an RRC connection establishment as normally. Instead, the UE transmits the Registration Request inside an existing RRC connection.

More importantly, the fact that the UE sends its encrypted SUPI inside a Registration Request (instead of Identity Response) does not make the system less vulnerable to attacks. Obviously, in both cases, a rogue AMF can send an Identity Request to UE in order to receive the encrypted SUPI of the UE (either inside a Registration Request or inside an Identity Response). So, we do not believe that option 2 can provide any benefits.
[image: image2.emf]UE

AMF

1. NAS Registration Request (5G-GUTI)

2. AMF cannot 

determine SUPI, 

e.g. cannot retrieve 

UE’s context

3a. NAS Identity Request (start an initial attach with SUPI)

4. Delete UE context 

including NAS security 

context and start an 

initial registration over 

the existing RRC 

connection.

3b. Do not release 

the signaling 

connection.

5. NAS Registration Request (encrypted SUPI)

RAN should not select another AMF that’s why 

step 3b is important.

This NAS message is like a Registration Reject 

with a special cause value.

Authentication

Option 2

Start timer

(e.g. T3470)

Stop timer


Fig. 2
In conclusion, we believe that:

· Option 2 introduces new procedures and increases the NAS complexity as compared to Option 1 which is already specified in TS 23.502. 

· Option 2 brings no benefits. We do not see advantages with sending the encrypted SUPI in an initial Registration Request message versus sending the encrypted SUPI in an Identity Response message.

· SA3’s view that the Identification procedure should be used only inside the registration procedure should be supported in the normative specs. We expect CT1 to define rules that indicate when the UE shall or shall not process an Identity Request message (similar rules already exist in TS 24.301).
· SA3’s view that the unencrypted SUPI should be sent to AMF only after a successful mutual authentication should be supported in the normative specs. Our PCR in S2-175682 introduces this behaviour in the Registration Procedure in TS 23.502.
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