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Abstract of the contribution: This contribution is to clarify how to support the discovery for Public Safety use and clean the FFS in Solution 6.2.1 in TR 23.733.
1.
Discussion
After SA2 #120 meeting, there remains a FFS in 6.2.1 TS 23.733:

Editor's note:
It is FFS whether the eRelay Specific code is needed.
During the last meeting, the question about the relationship between the key associated with the restricted discovery message and eRelay Specific Code was raised. 
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In Rel-13, each type of discovery has a code, e.g. ProSe Restricted Code, Relay Service Code. Take UE-to-Network Relay Discovery for instance. As descripted in TS 33.303, the Relay Service Code is not encrypted, whereby other parameters are encrypted. Only when the receiving UE can filter the code, i.e. finding the same code, the receiving UE realizes that it discovers the wanted UE and then finds out the key associated with the code to decode the other parameters.

If there is no code and only one or more keys, the receiving UE cannot decide which key to use and has to try decoding each received discovery message with each key. This is against to the mechanism in Rel-13 and is very inefficient. Besides, the UE can have many results but cannot judge whether the decoded result is right or not without some compared object.
Proposal 1: Using the same security mechanism in Rel-13 restricted discovery, eRelay Specific Code is necessary for eRelay Restricted Discovery.
Currently, eRelay Discovery for commercial use case has been captured in TR 23.733, however, how to discover the Public Safety device has not been discussed.
The following is the PC5_Discovery message for UE-to-Network Relay Discovery Announcement [7]:

Table 11.2.5.1.4: PC5_DISCOVERY message for UE-to-Network Relay Discovery Announcement

	Information Element
	Type/Reference
	Presence
	Length (bits)

	Message Type (NOTE)
	Message Type

12.2.2.10
	M
	8

	Relay Service Code
	Binary

12.2.2.51
	M
	24

	Announcer Info
	Binary

12.2.2.50
	M
	48

	ProSe Relay UE ID
	Binary

12.2.2.49
	M
	24

	Status Indicator
	Binary

12.2.2.67
	M
	8

	Spare
	Binary

12.2.2.56
	M
	80

	MIC
	Binary

12.2.2.11
	M
	32

	UTC-based Counter LSB
	Binary

12.2.2.22
	M
	8

	NOTE:
The Discovery Type is set to "Restricted discovery", the Content Type is set to "UE-to-Network Relay Discovery Announcement or UE-to-Network Relay Discovery Response" and the Discovery Model is set to "Model A".


Table 12.2.2.10.1: Message Type parameter

	Discovery type value (octet 1)

	Bit

	8
	7
	
	
	

	0
	0
	
	
	Reserved

	0
	1
	
	
	Open discovery

	1
	0
	
	
	Restricted discovery

	1
	1
	
	
	Reserved

	

	Content type value (octet 1)

	Bit

	6
	5
	4
	3
	

	0
	0
	0
	0
	announce/response

	0
	0
	0
	1
	query

	0
	0
	1
	0
	application-controlled extension enabled

	0
	0
	1
	1
	Reserved

	0
	1
	0
	0
	UE-to-Network Relay Discovery Announcement or UE-to-Network Relay Discovery Response

	0
	1
	0
	1
	UE-to-Network Relay Discovery Solicitation

	0
	1
	1
	0
	Group Member Discovery Announcement or Group Member Discovery Response

	0
	1
	1
	1
	Group Member Discovery Solicitation

	1
	0
	0
	0
	Relay discovery additional information

	1
	0
	0
	1
	Reserved

	1
	0
	1
	0
	Reserved

	1
	0
	1
	1
	Reserved

	1
	1
	0
	0
	Reserved

	1
	1
	0
	1
	Reserved

	1
	1
	1
	0
	Reserved

	1
	1
	1
	1
	Reserved


	

	Discovery model value (octet 1)

	Bit

	2
	1
	
	
	

	0
	0
	
	
	Reserved

	0
	1
	
	
	Model A

	1
	0
	
	
	Model B

	1
	1
	
	
	Reserved

	

	

	


For Public Safety use, the existing Rel-13 Direct Discovery mechanism for Public Safety use can be reused in Rel-15 eRelay Discovery for Public Safety use. With using the same discovery message, however, to distinguish with the Rel-13 Public Safety, new message type should be defined, which can use the reserved Content type value.

Proposal 2: For Rel-15 Public Safety discovery, the existing UE-to-Network Relay discovery messages are reused with new added message type for Rel-15 Public Safety use.
2.
Proposals

This contribution proposes the following update to Solution 6.2.1.

***** Beginning of changes *****
6.2.1
Solution 1: eRelay Discovery
6.2.1.1
Description

6.2.1.1.1
General

For eRelay Discovery, both eRelay Open Discovery and eRelay Restricted Discovery are supported:
-
eRelay Open Discovery: discovery can take place between an eRelay-UE and eRemote-UE without requiring explicit permission (i.e. a trust relationship). The message broadcasted for eRelay Open Discovery is not encrypted, so any eRemote-UEs can interpret the message.

-
eRelay Restricted Discovery: discovery only takes place between the eRelay-UE and eRemote-UE with explicit permission (i.e. a trust relationship). The message broadcasted for eRelay Restricted Discovery is encrypted, so only the eRemote-UEs with permission can interpret the message.

Editor's note:
The concept of Open eRelay-UE Discovery and Restricted eRelay-UE Discovery has to be reviewed.

The following new parameters are defined:

eProSe Discovery UE ID: assigned by the ProSe Function in the HPLMN to the UE for the eRelay Discovery. The eProSe Discovery UE ID is sent by the announcing or discoverer UE over the air.

eRelay Specific Code：A specific code is allocated by the ProSe Function in the HPLMN for eRelay Restricted Discovery. This code is associated with one eProSe Discovery UE ID of the eRelay-UE. The eRelay Specific Code is sent by the eRelay-UE over the air. The code can be obtained during the trust relationship procedure (described in 6.1.4) or be preconfigured in the UEs


For eRelay Discovery over PC5, it reuses the PC5-D protocol stack that is depicted in Figure 5.1.1.5.1-1 in TS 23.303 [6]:
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Figure 6.2.1.1.1-1: Discovery Plane PC5 Interface protocol stack as in TS 23.303 [6]
Similarly to TS 23.303 [6], two discovery models are possible:

-
Model A uses a single discovery protocol message (Announcement).

-
Model B uses two discovery protocol messages (Solicitation and Response).

6.2.1.1.2
Model A Discovery for Commercial Use
Depicted in Figure 6.2.1.2.2-1 is the procedure for eRelay Discovery with Model A.
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Figure 6.2.1.1.2-1: eRelay Discovery with Model A

For eRelay Open Discovery with Model A:

1.
The eRelay-UE sends an eRelay Open Discovery Announcement message. The parameters contained in this message are described as below:

-
eRelay-UE ID: Layer 2 address that is used for unicast communication and generated by the eRelay UE. The eRelay-UE needs to ensure that the Layer 2 ID for unicast communication is at least locally unique.

-
Announcer Info: provides information about the announcer, corresponds to the eProSe Discovery UE ID of the eRelay-UE.
-
Status Indicator: indicates the status of the eRelay-UE (e.g., radio resource status over Uu, etc.).

-
PLMN ID: indicates the serving PLMN information of the eRelay-UE.

For eRelay Restricted Discovery with Model A:

1.
The eRelay-UE sends an eRelay Restricted Discovery Announcement message. The parameters contained in this message are described as below:

-
eRelay-UE ID: Layer 2 address that is used for unicast communication and generated by the eRelay UE. The eRelay-UE needs to ensure that the Layer 2 ID for unicast communication is at least locally unique.

-
Status Indicator: indicates the status of the eRelay-UE (e.g., radio resource status over Uu, etc.).

-
eRelay Specific Code: associates to an eRelay-UE over the PC5 interface to assist receiving UE for filtering. The Specific eRelay Code is allocated by the ProSe Function in the HPLMN for the Restricted eRelay-UE Discovery.

-
PLMN ID: indicates the serving PLMN information of the eRelay-UE.
6.2.1.1.3
Model B Discovery for Commercial Use
Depicted in Figure 6.2.1.1.3-1 is the procedure for eRelay Discovery with Model B.
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Figure 6.2.1.1.3-1: eRelay Discovery with Model B

For eRelay Open Discovery with Model B:

1.
The eRemote-UE sends an eRelay Open Discovery Solicitation message. The parameters contained in this message are described as below:

-
Discoverer Info: provides information about the announcer, corresponds to eProSe Discovery UE ID of the eRemote-UE.

2.
When receiving the eRelay Open Discovery Solicitation message, an eRelay-UEs responds to the eRemote-UE with an Open eRelay Discovery Response message. The parameters contained in this message are described as below.

-
eRelay-UE ID: link layer identifier that is used for direct communication.

-
Discoveree Info: provides information about the announcer, corresponds to eProSe Discovery UE ID of the eRelay-UE.

-
Status Indicator: indicates the status of the eRelay-UE (e.g., radio resource status over Uu, etc.).

-
PLMN ID: indicates the serving PLMN information of the eRelay-UE.

For eRelay Restricted Discovery with Model B:

1.
The eRemote-UE sends an eRelay Restricted Discovery Solicitation message. The parameters contained in this message are described as below:

-
Discoverer Info: provides information about the discoverer, corresponds to eProSe Discovery UE ID of eRemote-UE.

-
eRelay Specific Code: : associates to an eRelay-UE over the PC5 interface to assist receiving UE for filtering. The Specific eRelay Code is allocated by the ProSe Function in the HPLMN for the Restricted eRelay-UE Discovery.

2.
The eRelay-UE that matches the values of the eRelay Specific Code contained in the solicitation message responds to the eRemote-UE with an eRelay Restricted Discovery Response message. The parameters contained in this message are described as below:

-
eRelay-UE ID: Layer 2 address that is used for unicast communication and generated by the eRelay UE. The eRelay-UE needs to ensure that the Layer 2 ID for unicast communication is at least locally unique.

-
Status Indicator: indicates the status of the eRelay-UE (e.g., radio resource status over Uu, etc.).

-
eRelay Specific Code :associates to an eRelay-UE over the PC5 interface to assist receiving UE for filtering. The Specific eRelay Code is allocated by the ProSe Function in the HPLMN for the Restricted eRelay-UE Discovery.


-
PLMN ID: indicates the serving PLMN information of the eRelay-UE.
6.2.1.1.4
eRelay Discovery for Public Safety Use

Discovery message for Public Safety for Model A and Model B in TS 23.303[6] can be reused with some enhancement: To differentiate with Rel-13 Public Safety UE, new message type can be added to the existing discovery message.
6.2.1.2
Impact analysis

For Open eRelay-UE Discovery:

-
It is a new kind of relay discovery, which is applicable for the eRemote-UE to discover an eRelay-UE, even there is no trust relationship between them. And the PLMN ID is introduced in the Open eRelay-UE Discovery message for better eRelay-UE selection.

For Restricted eRelay-UE Discovery:

-
A Specific eRelay Code is introduced to identify an eRelay-UE over the PC5 interface. The eRemote-UE should obtains the mapping of Specific eRelay Code and eProSe Discovery UE ID of eRelay-UE before performing the Restricted eRelay-UE Discovery.

6.2.1.3
Evaluation

***** End of changes *****
3GPP

SA WG2 TD


_1542184790.doc


(







)







)







eRemote-UE







(







)







eRemote-UE







(







)







eRemote-UE







(







(







)







eRelay-UE







1







-







UE







message







Announcement 







. 







1







5







-







UE







4







-







UE







3







-







UE







eRemote-UE







2







-







UE












Relay Service Code
(0001)
User Info
Discovery Message
Key 1
0001
Encrypted
Non-Encrypted
Relay Service Code
(0010)
Relay Service Code
(0011)
ProSe Relay UE ID
…...
User Info
ProSe Relay UE ID
…...
User Info
ProSe Relay UE ID
…...
UE Stored Code and Key
0100
No Code, abort



_1478935189.doc


PHY







MAC







MAC







ProSe Protocol







ProSe Protocol







UE B







UE A







PHY







PC5-D












_1542183582.doc


eRelay-UE







eRelay-UE







eRelay-UE







eRelay-UE







)







eRemote-UE







(







message







Response 







. 







b







2







message







Solicitation 







. 







1







message







Response 







. 







a







2







)







(







5







-







UE







)







(







4







-







UE







)







(







3







-







UE







)







(







2







-







UE







1







-







UE












