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Abstract of the contribution: This contribution proposes to clarify the concept of eRelay Open Discovery and eRelay Restricted Discovery. It also adds the details of eRelay Open Discovery in Model B.
1.
Discussion
During SA2#119 has been pointed out that the concept of eRelay-UE Discovery should be reviewed (See the editor’s note in TR 23.733):
Editor’s note: The concept of Open eRelay-UE Discovery and Restricted eRelay-UE Discovery has to be reviewed. 
In Rel-13, the UE-to-Network relay discovery is a restricted discovery based on the pre-provisioning of discovery parameters (e.g. relay service code). The Rel-13 UE-to-Network relay discovery is defined in such a way because it is only used for public safety.
However, for the commercial use cases addressed in REAR, it is hard to pre-provision the discovery parameters to all the devices, especially because the relationships between the eRemote-UE and eRelay-UE may be not known in advance. 
Observation 1: For commercial usage, the restricted discovery defined Rel-13 is not sufficient.

Similar as WIFI and Bluetooth, when an eRemote-UE is trying to search for a potential eRelay-UE, certain mechanism such as open discovery are needed for mutual authentication over side path. Furthermore, for some public eRelay-UEs (e.g. hotspot in the commercial centre), they are available for all the eRemote-UEs without any pre-provisioned trust relationship. That is why the open discovery is needed in the REAR. 
Observation 2: For commercial usage, the open discovery is needed for certain use cases.
However, the privacy problem of open discovery prevents its usage in public safety use cases and even commercial use cases.

-
A public safety relay service shall be limited to public safety users (e.g. police officers). The commercial user’s should not be aware of or be able to access the public safety relay service.

-  For commercial relay service open discovery will lead to privacy issues. Since the unencrypted code is linked to the identity of the user and understandable by any other device, the user can be tracked by anyone if open discovery is used. 
Observation 3: Both open discovery and restricted discovery shall be defined for REAR.
In our understanding, the eRelay Open Discovery and eRelay Restricted Discovery have the following differences.
	
	eRelay Open Discovery
	eRelay Restricted discovery

	Scenario
	For public relay service,

- Initial discovery of ordinary commercial users (e.g. the smart watch try to find the smartphone of same user in order to setup trust relationship)

- Public hotspot (e.g. a hotspot in the market centre).
	For private relay service,

- Dedicated discovery ordinary commercial users (e.g. same owner's Smartphone and Smart-watch).

- Public safety users (e.g. fireman or police).

	Discovery message Security
	Integrity protection, but no confidentiality protection
	Integrity and confidentiality protection


According to the above discussion, the key points of this contribution are as follows:

-  Remove the Editor’s Notes that review the concept of eRelay Open Discovery and eRelay Restricted Discovery.

-
Reword the definition of eRelay Restricted Discovery and eRelay Open Discovery.

-
Apply editorial changes on related text.

In addition,
-
add the Model B eRelay Restricted Discovery

-
remove the related Editor’s Note.

2.
Text Proposal
It is proposed to add the following text in TS 23.733.
* * * Begin of Changes * * *
6.2
Solutions to Key Issue 2

6.2.1
Solution 1: eRelay Discovery
6.2.1.1
Description

6.2.1.2.1
General

For eRelay Discovery, both eRelay Open Discovery and eRelay Restricted Discovery are supported:


-
eRelay Open Discovery: discovery can take place between an eRelay-UE and eRemote-UE without requiring explicit permission (i.e. a trust relationship). The message broadcasted for eRelay Open Discovery is not encrypted, so any eRemote-UEs can interpret the message.

-
eRelay Restricted Discovery: discovery only takes place between the eRelay-UE and eRemote-UE with explicit permission (i.e. a trust relationship). The message broadcasted for eRelay Restricted Discovery is encrypted, so only the eRemote-UEs with permission can interpret the message. 
The following new parameters are defined:

eProSe Discovery UE ID: assigned by the ProSe Function in the HPLMN to the UE for the eRelay Discovery. The eProSe  Discovery UE ID is sent by the announcing or discoverer UE over the air.
eRelay Specific Code：A specific code is allocated by the ProSe Function in the HPLMN for eRelay Restricted Discovery. This code is associated with one eProSe Discovery UE ID of the eRelay-UE. The eRelay Specific Code is sent by the eRelay-UE over the air. The code can be obtained during the trust relationship procedure (described in 6.1.4) or be preconfigured in the UEs
Editor’s Note: It is FFS whether the eRelay Specific code is needed.
For eRelay Discovery over PC5, it reuses the PC5-D protocol stack that is depicted in Figure 5.1.1.5.1-1 in TS 23.303 [6]:
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Figure 6.2.x.1-1: Discovery Plane PC5 Interface protocol stack as in TS 23.303 [6]:

Similarly to TS 23.303 [6], two discovery models are possible:

-
Model A uses a single discovery protocol message (Announcement).

-
Model B uses two discovery protocol messages (Solicitation and Response).

6.2.1.2.2
Model A discovery

Depicted in Figure 6.2.1.2.2-1 is the procedure for eRelay Discovery with Model A.
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Figure 6.2.1.2.2-1: eRelay Discovery with Model A

For eRelay Open Discovery with Model A:

1.
The eRelay-UE sends an eRelay Open Discovery Announcement message. The parameters contained in this message are described as below:

-
eRelay-UE ID: Layer 2 address that is used for unicast communication and generated by the eRelay UE. The eRelay-UE needs to ensure that the Layer 2 ID for unicast communication is at least locally unique.

-
Announcer Info: provides information about the announcer, corresponds to the eProSe Discovery UE ID of the eRelay-UE.
-
Status Indicator: indicates the status of the eRelay-UE (e.g., radio resource status over Uu, etc.).

-
PLMN ID: indicates the serving PLMN information of the eRelay-UE.


For eRelay Restricted Discovery with Model A:

1.
The eRelay-UE sends an eRelay Restricted Discovery Announcement message. The parameters contained in this message are described as below:

-
eRelay-UE ID: Layer 2 address that is used for unicast communication and generated by the eRelay UE. The eRelay-UE needs to ensure that the Layer 2 ID for unicast communication is at least locally unique.

-
Status Indicator: indicates the status of the eRelay-UE (e.g., radio resource status over Uu, etc.).

-
eRelay Specific Code: 
Editor's note:
It is FFS whether the eRelay Specific code is needed.
-
PLMN ID: indicates the serving PLMN information of the eRelay-UE.

6.2.1.2.3
Model B discovery

Depicted in Figure 6.2.1.2.3-1 is the procedure for eRelay Discovery with Model B.
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Figure 6.2.1.2.3-1: eRelay Discovery with Model B

For eRelay Open Discovery with Model B:

1.
The eRemote-UE sends an eRelay Open Discovery Solicitation message. The parameters contained in this message are described as below:

-
Discoverer Info: provides information about the announcer, corresponds to eProSe Discovery UE ID of the eRemote-UE.

2.
When receiving the eRelay Open Discovery Solicitation message, an eRelay-UEs responds to the eRemote-UE with an Open eRelay Discovery Response message. The parameters contained in this message are described as below.

-
eRelay-UE ID: link layer identifier that is used for direct communication.

-
Discoveree Info: provides information about the announcer, corresponds to eProSe Discovery UE ID of the eRelay-UE.
-
Status Indicator: indicates the status of the eRelay-UE (e.g., radio resource status over Uu, etc.).

-
PLMN ID: indicates the serving PLMN information of the eRelay-UE.
For eRelay Restricted Discovery with Model B:

1.
The eRemote-UE sends an eRelay Restricted Discovery Solicitation message. The parameters contained in this message are described as below:

-
Discoverer Info: provides information about the discoverer, corresponds to eProSe Discovery UE ID of eRemote-UE.

-
eRelay Specific Code: 
Editor's note:
It is FFS whether the eRelay Specific code is needed.
2.
The eRelay-UE that matches the values of the eRelay Specific Code contained in the solicitation message responds to the eRemote-UE with an eRelay Restricted Discovery Response message. The parameters contained in this message are described as below:

-
eRelay-UE ID: Layer 2 address that is used for unicast communication and generated by the eRelay UE. The eRelay-UE needs to ensure that the Layer 2 ID for unicast communication is at least locally unique.

-
Status Indicator: indicates the status of the eRelay-UE (e.g., radio resource status over Uu, etc.).

-
eRelay Specific Code: 
Editor's note:
It is FFS whether the eRelay Specific code is needed.
-
PLMN ID: indicates the serving PLMN information of the eRelay-UE.



* * * End of Changes * * *
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