SA WG2 Meeting #120
S2-172660
March 27 – 31, 2017, Busan, Korea


Source:
Ericsson, Deutsche Telekom
Title:
Subscription Permanent Identifiers in the 5G System
Document for:
Approval
Agenda Item:
6.5.1 General
Work Item / Release:
5GS_Ph1 / Rel-15
Abstract of the contribution:
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1
Discussion
This contribution proposes an update on the current definition in TS 23.501 for the Subscription Permanent Identifiers allowed in the 5G system as follows:
· In the first place miscellaneous editorials and terminology alignments are proposed. Most relevant is the use of the terms “Subscription” and “Identifier” rather than “Subscriber” and “Identity” for the “Subscription Permanent Identifier”. It is also proposed to align terminology around equipment/device/UE and refer to the 3GPP TS where IMSI and IMEI are defined.  
· It shall be possible to continue using IMSI as a Subscription Permanent Identifier in the 5G system as currently captured in TS 23.501. 

However, 3GPP TS 22.261 on “Service Requirements for the 5G System” also includes requirements for allowing the use of identifiers used for IoT devicesin isolated deployment scenarios e.g. industrial factory automation. In such cases alternative authentication method may be used to enable access to the 5G system. 
·  “The 5G system shall support operator controlled alternative authentication methods (i.e., alternative to AKA) with different types of credentials for network access for IoT devices in isolated deployment scenarios (e.g., for industrial automation).”
In this service requirement, a mobile network operator may provide and operate an isolated network slice for the IoT service provider or for a factory automation. In such case, the MNO is in control of the operation of the alternative authentication in the AMF. In this context the Subscription Permanent Identifier could be based on IMSI but it is also understood that other type of Subscription Permanent Identifiers not based on IMSI could be allowed as well. 
Other service requirements in TS 22.261 are describing a case where a 3rd party is managing identifiers, credentials and authentication methods provided for a private network.

· “For a private network using 5G technology, the 5G system shall support network access using identities, credentials, and authentication methods provided and managed by a 3rd party and supported by 3GPP.”
· “Network access and authorization in an industrial factory deployment is typically provided and managed by the factory owner with its ID management, authentication, confidentiality and integrity.”
In this context, it is assumed that the Subscription Permanent Identifiers managed by a 3rd party will not be in the IMSI format and its corresponding subscription credentials will not be based on 3GPP AKA. Still, according to the SA1 requirements above, they shall be also supported/allowed by the 3GPP 5G system and proposed to be included in TS 23.501 in this pCR. 

It is proposed that Subscription Permanent Identifiers not based on IMSI use the IETF NAI format although it is understood that IMSI based Subscription Permanent Identifiers can be also encoded in NAI format, e.g. as currently in EPC integrated non-3GPP accesses.  

· Finally, Subscription Permanent Identifiers will be subject to enhanced privacy protection in 5G system e.g. with the use of encrypted Subscription Permanent Identifiers and Subscription Temporary Identifiers. These features are however still under discussion in SA WG3 and therefore for the moment only a place holder for this is proposed in TS 23.501 in the form of an Editor’s Note.  
pCR
 
***
BEGIN CHANGES
***
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3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

5GC
5G Core Network

5GS
5G System
5G-AN
5G Access Network

5QI
5G QoS Indicator

5G-RAN
5G Radio Access Network

AF
Application Function

AMF
Access and Mobility Management Function

AS
Access Stratum

CP
Control Plane

DL
Downlink

DN
Data Network

FQDN
Fully Qualified Domain Name
GFBR
Guaranteed Flow Bit Rate

MFBR
Maximum Flow Bit Rate
MICO
Mobile Initiated Connection Only
NAI
Network Access Identifier
NEF
Network Exposure Function

NF
Network Function

NR
New Radio

NRF
Network Repository Function

PCF
Policy Control Function

PEI
Permanent Equipment Identifier

PFDF
Packet Flow Description Function

QFI
QoS Flow Identity

QoE
Quality of Experience

SA NR
Standalone New Radio

SDSF
Structured Data Storage Function

SMF
Session Management Function
SUPI
Subscriber Permanent Identifier
UDSF
Unstructured Data Storage Function

UL
Uplink

UPF
User Plane Function

***
NEXT CHANGE
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5.9
Identifiers
5.9.1
General

Editor's note:
This could include describe different types of identifiers - permanent and temporary identifiers.
Each subscriber in the 5G system shall be allocated one 5G Subscription Permanent Identifier (SUPI). 
Editor's note:
SUPI may be subject to enhanced privacy protection based on SA WG3 decision. The impact and adjustments needed to be done on SA WG2 is FFS.
The 5G system supports identification of subscriptions independently of identification of the user equipment. Each UE accessing the 5G system shall be assigned a Permanent Equipment Identifier (PEI). 
5.9.2
Subscriber Permanent Identifier
A globally unique 5G Subscriber Permanent Identifier (SUPI) shall be allocated to each subscriber in the 5G system.
The following have been identified as valid SUPI types for this Release:
-
IMSI as defined in 3GPP TS 23.003 [xx].
- 
Network Access Identifier (NAI) using the NAI RFC 4282 [yy] based user identification as defined in TS 23.003 [xx].

NOTE:
By using the NAI, it will be possible to also use non-IMSI based SUPIs.
It is possible for a representation of the IMSI to be contained within the NAI for the SUPI e.g. when used over a non-3GPP Access Technology.
In order to enable roaming scenarios, the SUPI shall contain the address of the home network (e.g. the MCC and MNC in the case of an IMSI based SUPI).
For interworking with the EPC, the SUPI allocated to the 3GPP UE shall always be based on an IMSI  to enable the UE to present an IMSI to the EPC.
5.9.3
Permanent Equipment Identifier

A Permanent Equipment Identifier (PEI) is defined for the 3GPP UE accessing the 5G system.

The PEI can assume different formats for different UE types and use cases. The UE shall present the PEI to the network together with an indication of the PEI format being used.

If the UE supports at least one 3GPP access technology, the UE must be allocated a PEI in the IMEI format.

In the scope of this release, the only format supported for the PEI parameter is an IMEI, as defined in 3GPP TS 23.003 [xx].
***
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