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1. Overall Description:
SA2 would like to thank SA3 for their list of questions (S3-170901) and for their LS on user plane security termination (S3-170408).
1. SA3 question 1 : Which states will be used for 5G, both for connection management as well as for mobility management. How are the states defined in 23.501 5.3 related to LTE states?

SA2  answer:  The states handled in the UE and in the AMF for Registration Management and for Connection Management are documented in 23.501 § 5.3

2. SA3 question:   The LS from SA3#86 in S3-170408 (on the architectural implications  of UP security termination) has not yet been answered by SA2. It would  be good to hear SA2's replies.

SA2  answer:  
SA2 assumes that user plane security is provided between the UE and the PDCP layer in the RAN as described in the Proposal 1 of S3-170408
a) “Security is realized in the PDCP layer, taking the possibility of a gNB split into DU and CU into account.”
This is in line with the reply from RAN2 (R2-1702368: “the RAN2 clear preference is to have security in RAN in the PDCP layer”).
SA2 further notes that :
a. In case of Non 3GPP access the UP security is enforced in the N3IWF that acts as an Access Network entity. Enforcing UP security in the CN in case of access via the 3GPP RAN would not fit with an access agnostic architecture.
b. Assuming UP security enforced in the 5G Core would mean that in case of transfer of un-delivered DL PDU from source 5G gNB to a target legacy ENB served by EPC, the source RAN would send PDU that have been encrypted by the 5G Core to the target RAN. Such data transfer would require a deciphering of DL PDU in the Core before these PDU can be sent to the EPS 
c. a previous LS to SA3 (S2-167250) have listed architecture impacts if there were an option to provide user plane security between UE and UPF
d. if required by SA3, SA2  specifications may be updated to support the HPLMN control on a per PDU session basis of whether the VPLMN is allowed to use a N6  interface potentially deployed in an ‘insecure’ location.
Further enhancements (as in proposal 4) could be studied for a later phase of the 5GS.
3. SA3 question:  NAS security termination point (for MM and SM messages): What are the complexities involved in terminating security for MM in AMF and for SM in SMF? 
SA2  answer: 

SA2 has agreed to the following (23.501 § 5.6.2): “A single N1 NAS connection is used for both Registration Management and Connection Management (RM/CM) and for SM-related messages and procedures for a UE. The single N1 termination point is located in AMF. The AMF forwards SM related NAS information to the SMF”

As UE “see” one singleN1 NAS termination (including for NAS security) in the AMF, UE are not aware of the structure of the 5G System ; thus potential future evolution of the 5G System architecture would not raise backward compatibility issues with legacy UE
This is documented in TS 23.501 § 6.2.1:
NOTE:
Regardless of the number of Network functions, there is only one NAS interface instance per access network between the UE and the CN, terminated at one of the Network functions that implements at least NAS security and mobility management.

Terminating NAS security for MM in AMF and for SM in SMF would involve following complexities

a) There can be multiple SMFs as opposed to a single AMF.

b) It would require for each PDU session the negotiation of NAS security parameters between the UE and the corresponding SMF. 

c) This extra NAS security negotiation may require an extra signaling step before PDU session establishment could take place

d)  When the SEAF would initiate a UE re-authentication and thus a change of “master session key” a resynchronization of all NAS security procedures in the different SMF(s) would have to take place.  
e) In case NAS SM security would terminate in SMF in the HPLMN , 
a. this would require an SEAF in HPLMN. The SMF would have to get access to the SEAF in order to fetch the relevant keying material thus a new interface in the architecture would be needed. 
b. the SMF in VPLMN would not be able to issue NAS messages e.g. to reject a NAS SM request due to overload
c. This would break following agreement in SA2 TS 23.501:  “In case of PDU sessions per Home Routed deployment,-
NAS SM terminates in the SMF in VPLMN” 
SA2 would also like to understand the scenarios that would require different NAS security termination points (for AMF and SMF messages)
4. SA3 question:  There is a discussion in SA3 about separating AMF and SEAF and having one SEAF cater to potentially many AMFs. In this context, it would be helpful to know whether SA2 sees the AMF as part of the core network, assumed to be physically protected, or whether the AMF could reside in a physically accessible, i.e. insecure, location (wall of a shopping mall has been mentioned)? A further question to SA2 would be about the involved complexities in separating AMF and SEAF. The replies could differentiate between 5G phases 1 and 2.

SA2  answer: 

For services that require very low latency (industrial process control) SA2 briefly discussed the potential deployment of a distributed AMF in a potentially not operator controlled location and thus potentially split from the SEAF functionality but could not agree on whether this kind of deployment would reduce the Control Plane latency as the AMF would anyhow have to contact a centrally locate SEAF to fetch security material e.g. at Hand-Over, Service Request, etc…. 

Even if deployments would benefit from the split between the N1/N2 termination functionalities of the AMF and a central SEAF, both could be considered as part of the same AMF.
 SA2 currently agreed System Architecture in TS 23.501 section 4.2 assumes SEAF to be part of AMF. For 5G Phase 1 SA2 assumes that the AMF is part of the core network, i.e. resides in a physically protected and secure location. .  
5. SA3 question:   The reply LS from SA2 in S3-170020 = S2-167250 (from the SA2 Nov  meeting) to SA3's LS from SA3#85 in Nov did not completely answer the questions by SA3, see questions 2, 3, 4 on slices, as discussions were still ongoing in SA2. Has discussions in SA2 progressed sufficiently  in the meantime to answer these questions?

SA2  answer: 

These points are addressed in another LS from SA2.
6. SA3 question:    Are there still architectural reasons to have IMSI paging in 5G? This is related to IMSI privacy.

SA2  answer: 

SA2 has not identified any requirement to perform IMSI paging in the 5G System but will specify that an entity (such as AMF) that allocates a Temporary Identifier to the UE shall securely store the relationship between this Temporary Identifier and the SUPI (e.g. IMSI) of the UE. 
2. Actions:

To SA3 group.

ACTION:
SA2 kindly asks SA3 to take into account the answers above.
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