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Abstract of the contribution: This solution proses a solution where the eRelay-UE and eRemote-UE are authenticated and authorised independently.
1. Discussion
Key issue 1 “Authentication and Authorisation for Indirect 3GPP Communication”
Two first bullets focus on how the authorization of indirect communication shall be perform 
-	How does the network authorise whether a UE can act as an eRelay-UE?
-	How does the network authorise whether the eRemote-UE can access the network through an eRelay-UE?
There are two level of authorisations in ProSe. Subscription based authorisation performed by the MME, that authorises the UE to use ProSe network functions and notify the eNB that the UE is allowed to use ProSe network functions. Then there is the Service authorisation performed by the ProSe Function. Upon successful Service authorisation, the UE get’s provisioned with ProSe service information.
Observation 1: Both authorisation procedures needs to be performed; UE capability authorization based on subscription (MME) in the attach procedure and Service authorization by ProSe Function.
Proposal 1: UE capability authorization based on subscription is performed by MME during attach procedure and Service Authorization (Layer 2 relay/indirect communication) is performed by ProSe Function after the attach was accepted.
Key Issue 1 third bullet 
“-	How does the network authenticate the eRemote-UE through an eRelay-UE (including the cases eRemote-UE attaches to network via eRelay-UE, as well as UE is already authenticated by the network via Uu using existing mechanism and then switches to eRelay-UE path)?”
Proposal 2: The eRelay forwards the AS/NAS message to eNB respectively MME and the network authenticates and authorises an eRemote UE using legacy authentication methods (AS/NAS security methods). E.g.The NAS message is encrypted by the stored UE security context and the MME can authenticate the UE based on successful decryption of the NAS message. 
The network might have the stored UE contexts in different MMEs since the eRelay-UE and eRemote-UE might be registered to different MMEs. Therefore it makes sense to send the individual NAS messages to their respected MME to get the message authenticated. 
Proposal 3: eRelay UE and eRemote UE are authenticated individually.
2. Conclusion
The following observation and proposals shall be considered.
Observation 1: Both authorisation procedures needs to be performed; UE capability authorization based on subscription (MME) in the attach procedure and Service authorization by ProSe Function.
Proposal 1: UE capability authorization based on subscription is performed by MME during attach procedure and Service Authorization (Layer 2 relay/indirect communication) is performed by ProSe Function after the attach was accepted. 
Proposal 2: The eRelay forwards the AS/NAS message to eNB respectively MME and the network authenticates and authorises an eRemote UE using legacy authentication methods (AS/NAS security methods). E.g.The NAS message is encrypted by the stored UE security context and the MME can authenticate the UE based on successful decryption of the NAS message
Proposal 3: eRelay UE and eRemote UE are authenticated individually.

3. Proposal
We propose to update TR 23.733 with a solution reflecting above observations and proposals.
* * * Start of changes * * * *

[bookmark: _Toc475113868][bookmark: _Toc475113951][bookmark: _Toc475435404]6.1.x	Solution x: Independent UE Authentication and Authorization for Indirect 3GPP Communication via MME
6.1.x.1 	Description
6.1.x.1.1	General
This solution applies to key issue 1 on authentication and authorization for Indirect 3GPP Communication, specifically on how the network authorizes an eRelay-UE to act as a relay and authorizes an eRemote-UE to receive network service indirectly via the eRelay-UE.
[bookmark: _GoBack]Editor’s Note: It is FFS whether and how initial attached of the eRemote-UE can be supported via indirect 3GPP communication. This depends partly on the response from SA3 how UE identities can be shared with another UE.
As the authentication and authorization functions resides in the core network, this solution proposes that the MME performs the authentication and authorization functions of an eRemote-UE and eRelay-UE Independently. The Independent authorization in this solution is the main difference compared to solution 3 in clause 6.1.3, solution 3 proposes authorizes both the eRelay and the eRemote UE in one common MME at the same time.
6.1.x.1.2	Option A: Two phase Independent Authorization alternative
In this two phase authorization approach, eRelay-UE authorization is performed before the eRemote-UE can send a NAS message to the network.









Figure 6.1.x.1.2-1: Two step Authorization for the Indirect Communication 
1. The eRelay-UE and the eRemote-UE (initial) attaches to the network according to legacy attach procedures in TS 23.401. A UE context is created in respective MME and a GUTI is assigned to the respected UE.
2. The eRelay-UE and the eRemote UE performs service authorisation with the ProSe Function usingto legacy attach procedures in TS 23.303. Service authorization for indirect 3GPP communication is provided. 

NOTE: This step can be omitted if the UE have already been (pre)provisioned and (pre)authorized.
3.	The eRemote-UE and eRelay-UE perform PC5 discovery procedure. The eRemote-UE is in ECM_IDLE and the eRelay-UE can be in either ECM_IDLE or ECM_CONNECTED (e.g stayed in ECM_CONNECTED since step1).
4.	Triggered by upper layers the eRemote-UE initiate one-to-one communication with the eRelay-UE, by sending an INDIRECT_COMMUNICATION_REQUEST to the eRelay-UE.
 
Editor’s note: It is FFS whether this is a new message or if it is old message with a new message type. 
5.	Triggered by the request received from the eRemote-UE, the eRelay-UE sends the NAS Request message (eRelay-UE identity e.g. GUTI, S-TMSI) to eRelay-UE’s MME, requesting authorization to perform indirect 3GPP communication service with the role of L2-Relay. The NAS Request message is encapsulated in a RRC message to the eNB., The eNB use the eRelay identity to derive the eRelay MME identity and forwards the NAS message in a S1-MME control message.

NOTE: If the eRelay-UE is already in ECM_CONNECTED and is authorized to perform eRelay service then step 5 to 7 can be omitted.
6.	The MME performs eRelay-UE authorization check based on NAS message validation.and if needed check with the HSS whether the subscription allows indirect 3GPP communication relay service.eRelay-UE identifier.
7.	The MME sends the NAS acceptResponse message to the eNB. This message is contained in an S1_MME control message Initial Context Setup Request. eRelay-UE. The eNB is also informed by the MME if the eRelay-UE is authorized to provide L2-relay service. If the eNB received an S1-AP Initial Context Setup Request the eNB sends the RRC Connection Reconfiguration message including the EPS Radio Bearer Identity to the UE, and the NAS Accept message will be sent along to the eRelay-UE.
8.	The eRelay-UE sends the INDIRECT_COMMUNICATION_RESPONSE message to the eRemote-UE.
9.	If the INDIRECT_COMMUNICATION_REQUEST was accepted the eRemote-UE sends a NAS message (eRemote-UE identity e.g. GUTI, S-TMSI) to the eRemote-UE’s MME. The NAS Request message is encapsulated in a RRC message to the eNB. The eRelay forwards the message to the eNB using RAN specified L2 relay method. The eNB use the eRemote identity to derive the eRemote MME identity and forwards the NAS message in a S1-MME control message.

NOTE: The NAS message can be any type e.g.an attach message to perform registration procedure or a service request message to establish user plane.

Editor’s Note: It is FFS how the eNB or eRelay-UE will add the identifier of the eRelay-UE to the eRemote-UE’s NAS message.
10.	The MME performs authorization check based on NAS message validation.and if needed check with the HSS whether the subscription allows indirect 3GPP communication service.eRemote-UE identifier. The MME register in the UE context that the eRemote UE is linked to the eRelay-UE identified by the added identifier added to the NAS message.
Editor’s Note: It is FFS whether the eRelay-UE context in the eRelay-UE’s MME should be updated with the identifier of the eRemote-UE that the eRelay-UE is providing L2 relay service to.
11.	The MME sends the NAS accept message to the eNB. This message is contained in an S1_MME control message Initial Context Setup Request. If the eNB received an S1-AP Initial Context Setup Request the eNB sends the RRC Connection Reconfiguration message including the EPS Radio Bearer Identity to the eRemote-UE, and the NAS Accept message will be sent along to the eRemote-UE.
Response message to the eRemote-UE. The eNB is also informed by the MME if the eRemote-UE is authorized to receive L2-relay service. 

6.1.x.1.3	Option B: One phase authorization alternative
In this one phase authorization approach, when the eRemote-UE includes the NAS message in the indirect communication request message.



Figure 6.1.x.1.3-1: One step Authorization for the Indirect Communication
1. The eRelay-UE and the eRemote UE (initial) attaches to the network according to legacy attach procedures in TS 23.401. A UE context is created in respective MME and a GUTI is assigned to the respected UE.
2. The eRelay-UE and the eRemote UE performs service authorisation with the ProSe Function usingto legacy attach procedures in TS 23.303. Service authorization for indirect 3GPP communication is provided. 

NOTE: This step can be omitted if the UE have already been (pre)provisioned and (pre)authorized.
3.	The eRemote-UE and eRelay-UE perform PC5 discovery procedure. The eRemote-UE is in ECM_IDLE and the eRelay-UE can be in either ECM_IDLE or ECM_CONNECTED.
4.	Triggered by upper layers the eRemote-UE initiate one-to-one communication with the eRelay-UE, by sending an INDIRECT_COMMUNICATION_REQUEST to the eRelay-UE. The eRemote-UE includes a NAS message in the INDIRECT_COMMUNICATION_REQUEST message. The NAS Request message is encapsulated in a RRC message to the eNB.

NOTE: The NAS message can be any type e.g.an attach message to perform registration procedure or a service request message to establish user plane.
 
Editor’s note: It is FFS whether this is a new message or if it is old message with a new message type. 
5.	Triggered by the request received from the eRemote-UE, the eRelay-UE sends the NAS Request message (eRelay-UE identity e.g. GUTI, S-TMSI)  to eRelay-UE’s MME, requesting authorization to perform indirect 3GPP communication service with the role of L2-Relay. The NAS Request message is encapsulated in a RRC message to the eNB, The eNB use the eRelay identity to derive the eRelay MME identity and forwards the NAS message in a S1-MME control message.

NOTE: If the eRelay-UE is already in ECM_CONNECTED and is authorized to perform eRelay service then step 5 to 7 can be omitted.
6.	The MME performs eRelay-UE authorization check based on NAS message validation.and if needed check with the HSS whether the subscription allows indirect 3GPP communication relay serviceeRelay-UE identifier.
7.	The MME sends the NAS acceptResponse message to the eNB. This message is contained in an S1_MME control message Initial Context Setup Request. If the eNB received an S1-AP Initial Context Setup Request the eNB sends the RRC Connection Reconfiguration message including the EPS Radio Bearer Identity to the UE, and the NAS Accept message will be sent along to the eRelay-UE.eRelay-UE. The eNB is also informed by the MME if the eRelay-UE is authorized to provide L2-relay service. If the eRelay-UE is not authorized to provide L2-relay service then the eRelay-UE will send a reject message to the eRemote-UE as a response to the INDIRECT_COMMUNICATION_REQUEST.
8.	The eRelay-UE forwards the eRemote NAS message (eRemote-UE identity e.g. GUTI, S-TMSI) embedded in INDIRECT_COMMUNICATION_REQUEST message to the eRemote-UE’s MME.to the eNB using RAN specified L2 relay method. The eNB use the eRemote identity to derive the eRemote MME identity and forwards the NAS message in a S1-MME control message.
NOTE: Step 8-10 mightcan be performed independently in parallel to step 5-7, depending whether the RAN solution would allow such. 
Editor’s Note: It is FFS how the eNB or eRelay-UE will add the identifier of the eRelay-UE to the eRemote-UE’s NAS message.
9.	The MME performs authorization check based on NAS message validation.and if needed check with the HSS whether the subscription allows indirect 3GPP communication serviceeRemote-UE identifier. The MME register in the UE context that the eRemote UE is linked to the eRelay-UE identified by the added identifier added to the NAS message.
Editor’s Note: It is FFS whether the eRelay-UE context in the eRelay-UE’s MME should be updated with the identifier of the eRemote-UE that the eRelay-UE is providing L2 relay service to.
10.	The MME sends the NAS Response accept message to the eNB. This message is contained in an S1_MME control message Initial Context Setup Request. If the eNB received an S1-AP Initial Context Setup Request the eNB sends the RRC Connection Reconfiguration message including the EPS Radio Bearer Identity to the eRemote-UE, and the NAS Accept message will be sent along to the eRemote-UE.message to the eRemote-UE. The eNB is also informed by the MME if the eRemote-UE is authorized to receive L2-relay service. 
11. The eRelay-UE sends an INDIRECT_COMMUNICATION_RESPONSE message including the the RRC Connection Reconfiguration message and NAS acceptresponse message from the eRemote-UE’s MME.
NOTE: If step 5-7 and step 8-9 are performed in parallel, then the eRelay needs to wait for both response messages  from the eRelay-UE’s MME and eRemote-UE’s MME.
6.1.3.2	Impact analysis
6.1.3.3	Evaluation
Option B have a potential race condition issue between the two idepentent NAS responses reaching the eRelay UE in non-optimal order i.e. The eRemote-UE NAS response before the eRelay-UE NAS response..

* * * End of changes * * * *
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