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1. Overall Description:
1. SA3 question:   The LS from SA3#86 in S3-170408 (on the architectural implications  of UP security termination) has not yet been answered by SA2. It would  be good to hear SA2's replies.

SA2  answer:  Considering following points, SA2 sees Proposal 1 bringing a simple and secure solution :
a. In case of Non 3GPP access the UP security is enforced in the N3IWF that acts as an Access Network entity. Enforcing UP security in the CN in case of access via the 3GPP RAN would not fit with an access agnostic architecture.
b. Assuming UP security enforced in the 5G Core would mean that in case of transfer of un-delivered DL PDU from source 5G gNB to a target legacy ENB served by EPC, the source RAN would send PDU that have been encrypted by the 5G Core to the target RAN. Such data transfer would require a deciphering of DL PDU in the Core before these PDU can be sent to the EPS 
c. the answer from RAN2 asking about visibility of the IP header
Further enhancements (as in proposal 4) could be studied for a later phase of the 5GS.
2. SA3 question:  NAS security termination point (for MM and SM messages): What are the complexities involved in having different NAS security termination points.

SA2  answer: 

SA2 has agreed to the following (23.501 § 5.6.2): “A single N1 NAS connection is used for both Registration Management and Connection Management (RM/CM) and for SM-related messages and procedures for a UE. The single N1 termination point is located in AMF. The AMF forwards SM related NAS information to the SMF”

As UE “see” one singleN1 NAS termination (including for NAS security) in the AMF, UE are not aware of the structure of the 5G System ; thus potential future evolution of the 5G System architecture would not raise backward compatibility issues with legacy UE
This is documented in TS 23.501:
NOTE:
Regardless of the number of Network functions, there is only one NAS interface instance per access network between the UE and the CN, terminated at one of the Network functions that implements at least NAS security and mobility management.

3. SA3 question:  There is a discussion in SA3 about separating AMF and SEAF and  having one SEAF cater to potentially many AMFs. In this context, it  would be helpful to know whether SA2 sees the AMF as part of the core  network, assumed to be physically protected, or whether the AMF could  reside in a physically accessible, i.e. insecure, location (wall of a  shopping mall has been mentioned)? A further question to SA2 would be  about the involved complexities in separating AMF and SEAF. The  replies could differentiate between 5G phases 1 and 2.

SA2  answer: 

SA2 assumes that the AMF is part of the core network, i.e. resides in a physically protected and secure location. This assumption is applicable to both 5G phase 1 and phase 2.
4. SA3 question:   The reply LS from SA2 in S3-170020 = S2-167250 (from the SA2 Nov  meeting) to SA3's LS from SA3#85 in Nov did not completely answer the questions by SA3, see questions 2, 3, 4 on slices, as discussions were still ongoing in SA2. Has discussions in SA2 progressed sufficiently  in the meantime to answer these questions?

SA2  answer: 

These points have not yet been finalized.
5. SA3 question:    Is IMSI paging still needed in 5G? This is related to IMSI privacy.

SA2  answer: 

SA2 has not identified any requirement to perform IMSI paging in 5G System. 
6. SA3 question:     What security work is expected from SA3 in relation to the   northbound API?

SA2  answer: 

SA2 assumes that SA3 will define generic security features (e.g. Client authentication, confidentiality and integrity protection) on the northbound API interface of the SCEF and of the NEF. This may require further discussions with SA6 now working on a “Study on Common API Framework for 3GPP Northbound APIs”

ftp://ftp.3gpp.org/tsg_sa/TSG_SA/TSGS_75/Docs/SP-170279.zip
The objectivs for this Study suggest that this is done in coordination with relevant SA WGs and it includes also security aspects.

7. SA3 question:     which states will be used for 5G, both for connection management as well as for mobility management.

SA2  answer:  They are documented in 23.501 § 5.3

2. Actions:

To SA3 group.

ACTION:
SA2 kindly asks SA3 to take into account the answers above.
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