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1. Overall Description:
SA2 would like to thank RAN2 for the LS reply on “State of SA3 discussions on NG security architecture.”

SA2 has discussed the questions from RAN2:

Question to SA3 and SA2: 

Considering the option to provide e2e UP security between UE and UPF in the home network as part of  NextGen architecture, RAN2 would like to understand if the intent is to move ciphering of user plane data from the RAN to the UPF. RAN2 would also like to understand if as a result of doing so, the IP headers would not be visible in RAN anymore. If IP headers were not visible in RAN, RAN2 would like to point out that for instance:

1. RAN would not be able to perform ROHC.
2. RAN would not be aware of the traffic.

More studies would be needed in RAN2 to assess the detailed impacts.


SA2 would like to observe that the proposals being discussed are not based on the intention of moving ciphering (or integrity protection if agreed in 5G) from the RAN to UPF, but to introduce UE-UPF UP security in addition and independently of the AS security to provide more security options for services that have different security requirements.
 
SA2 is aware of the impact on header compression. Regarding traffic identification, SA2 will rely on SA3 discussion on the specific mechanisms that would enable RAN awareness of the traffic.


2. Actions:
To RAN2 group.
ACTION: 	SA2 kindly asks SA2 to consider the clarifications above.

3. Date of Next TSG-SA WG2 Meetings:
TSG-SA WG2 #121		2017.05-15 – 2017.05.19	Hangzhou, CN
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