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1. Overall Description:
RAN2 would like to thank SA2 and SA3 for the LS on “State of SA3 discussions on NG security architecture.”

RAN2 has discussed the first question from SA3 and the corresponding answer from SA2:

1. Question to SA2: 
What are the architecture impacts if there were an option to provide e2e UP security between UE and UPF in the home network as part of  NextGen architecture?
SA2 answer:
0. Providing UP ciphering in an UPF  in NGC may impact UP header compression (e.g. NGC is responsible of any UP header compression or UP header compression cannot apply). SA2 suggests discussing the impact of SA3 proposed solutions with RAN.
0. Providing UP security in HPLMN means the VPLMN may need for any PDU session to receive the necessary information from the HPLMN to fulfil its potential legal obligation (LI and RD) 
0. Providing UP security in NGC would require an interface between the Network Function hosting the SEAF/SCMF and SMF (both located in the PLMN where UP security is enforced).
0. Providing UP security in HPLMN means an interface between SMF and the Network Function holding the SEAF/SCMF functionality (unless collocated) in HPLMN. This may mean that there are 2 SEAF: one in VPLMN (that starts the authentication for the UE to be able to register to an AMF) and another one in HPLMN.
0. Providing UP security in NGC may imply another negotiation of security algorithms (between the UE and the network) beyond the negotiation of security algorithm done at UE registration to an AMF.

Whether ciphering the user plane between the UE and an UPF in NGC impacts the RAN ability to apply policies requires further study.

Considering the option to provide e2e UP security between UE and UPF in the home network as part of  NextGen architecture, RAN2 would like to understand if the intent is to move ciphering of user plane data from the RAN to the UPF. RAN2 would also like to understand if as a result of doing so, the IP headers would not be visible in RAN anymore. If IP headers were not visible in RAN, RAN2 would like to point out that for instance:

1. RAN would not be able to perform ROHC.
2. RAN would not be aware of the traffic.

More studies would be needed in RAN2 to assess the detailed impacts.

2. Actions:
To SA3 group.
ACTION: 	Please clarify the intent of having ciphering in UPF as well as the impacts this would have on IP header visibility to the RAN.
To SA2 and SA3 group.
ACTION: 	Please consider the RAN2 feedback on IP header visibility.

3. Date of Next TSG-RAN WG2 Meetings:
TSG-RAN WG2 #97		2017.02-17 – 2017.02.17	Athens
TSG-RAN WG2 #97bis		2017.04-03 – 2017.04.07	Spokane

