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1
Discussion
For enabling access to NextGen core over untrusted non-3GPP access in a way that re-uses the existing NG2/NG3 interfaces, it is proposed to make the following (additional) agreements:
1. For the attach procedure over untrusted non-3GPP access it is proposed to move forward with the procedure specified in solution 8.7, which is very similar with the attach procedure specified in solution 8.8. This attach procedure is based on the high-level message flow shown below. The advantage of this attach procedure is that it is very similar to the attach procedure used over 3GPP access, it can be used with any type of EAP authentication, does not require a new EAP method (e.g. for encapsulating NAS messages into EAP), the UE utilizes the existing IKEv2 procedure to attach to NextGen core, and it does not require modified NAS behaviour in the CN. 
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2. For the control-plane, it is proposed that only IKEv2 is utilized between the UE and N3IWF as specified in solutions 8.6, 8.7 and 8.8. New IPsec child SAs should be negotiated with IKEv2. Since IKEv2 is needed on the control-plane, introducing additional CP protocols should be avoided.
3. For each PDU session, a separate IPsec child SA is used. This child SA is established with IKEv2 signalling as specified in solutions 8.6, 8.7.

4. Each PDU session is associated with one or more QoS rules. The UE uses these QoS rules to derive QoS information for every PDU transmitted within the PDU session. This QoS information is used by the UE for transmitting the PDU with a certain level of WLAN QoS and for marking the outer IP packet that encapsulates the PDU before sending it to N3IWF (e.g. marking with a precedence or DSCP value). This QoS information is also sent to N3IWF for marking the corresponding PDU over NG3. 
Proposed Changes

8.8.2
Interim Agreements on common AN-CN interface

The following list contains the current agreements on the common AN-CN interface:

1.
Non-3GPP accesses are either embedded into the NextGen RAN (referred to as "non-standalone" non-3GPP accesses) or are deployed outside the NextGen RAN (referred to as "standalone" non-3GPP accesses).

2.
The "non-standalone" non-3GPP accesses are outside the scope of this TR. The stage-2 aspects of "standalone" non-3GPP accesses are in the scope of this TR shall be defined by SA2.

3.
A standalone non-3GPP access may support both trusted and untrusted non-3GPP accesses. However, currently only untrusted non-3GPP accesses are considered. Trusted non-3GPP accesses will be considered at a later phase of this work.

4.
The NG2/NG3 interfaces are used to connect the standalone non-3GPP accesses to CP functions and UP functions respectively.

5.
In this release it is assumed that UEs that access the NextGen CN over non-3GPP access utilize the 3GPP NextGen NAS signalling.

6.
The following high-level architecture is used for standalone untrusted non-3GPP accesses. The details of this architecture will be specified in this TR. The name of N3IWF may need to change.
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Figure 8.8.2-1: High-level architecture for standalone untrusted non-3GPP accesses
7.
Over untrusted non-3GPP access:

a)
The UE discovers and selects the N3IWF with the similar procedure as the ePDG selection in TS 23.402 [17].

b)
The UE uses IKEv2 to establish an IPsec tunnel with the selected N3IWF. During this IPsec tunnel establishment the UE is attached to the NextGen CN via NG2. The main principles of the attach procedure are specified in clause 6.8.8.2.1. The details of this procedure will be considered during the normative phase of the work.
c)
After authentication, NAS messages are exchanged between the UE and CP functions via the established IPsec tunnel and via NG2. The N3IWF transparently forwards the NAS messages via NG2.

d)
IKEv2 and IPsec are used on the interface between the UE and the N3IWF. If there is need for a 3GPP-specific control-plane protocol over IPsec (for SM / QoS purposes) between the UE and N3IWF will be considered during the normative phase of work.
e)
Regardless how many PDU sessions the UE has, there is only one IKE security association between the UE and N3IWF.
f)
For each PDU session a separate IPsec SA is created. Additionally, a separate IPsec SA per QoS level may optionally be created.
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