3GPP TSG SA WG2 Meeting #118
S2-167101
14 – 18 November 2016, Reno, Nevada, USA
(revision of S2-16430)
Source:
Huawei, HiSilicon, China Unicom
Title:
Solution of carrying NAS directly as IKEv2 parameter for untrusted WLAN access
Document for:
Discussion and approval
Agenda Item:
6.10.8
Work Item / Release:
FS_NextGen /Rel-14
Abstract of the contribution: This contribution comprises two parts: 1) completes the alternative when the NAS message is carried directly as IKEv2 parameters. 2) clarify that the first IPSec CHILD SA is used to transport NG1 messages and a second IPSec CHILD SA is established to transport user plane data .
1. Introduction
1.1 NAS messages carried directly as IKEv2 parameters
Two alternatives of transporting NAS messages during attach procedure are described in solution 8.2:

1) NAS messages are carried inside EAP payload, to avoid impact on the IKEv2 protocol. 
2) NAS messages are carried directly as IKEv2 parameters (e.g. inside 3GPP-specific IKEv2 Configuration Payloads).
Currently only alternative 1) is describe, so this paper proposes the addition of the attach procedure for Alternative 2).

1.2 Two IPSec CHILD SAs are used to transport NG1 messages and user plane data separately.
After attach procedure is completed, both user plane data and NG1 messages should be transport on the IPSec tunnel(s) between UE and N3ASF. So, in order to distinguish NG1 messages from user plane data, two solutions can be taken into consideration.
1) The first Child SA can be used to transport NG1 messages and a second Child SA should be established to dedicatedly transport user plane data. So, N3ASF and UE can distinguish NG1 messages from user plane data based on the SPI value of IPSec tunnel.
2) To uplink IPSec packet, a special destination IP address or Port number can be used by N3ASF to distinguish NG1 messages from user plane data. To downlink IPSec packet, the special IP address and Port number should be marked as the source IP address and Port number and used by UE to distinguish NG1 messages from user plane data.
In this contribution, solution 1) is described to solve this problem.
2
Proposal

It is proposed to add the following revisions to TR 23.799.
BEGIN CHANGES

6.8.x
Solution 8.x: Transfer NAS in IKEv2 for untrusted non-3GPP access

6.8.x.0
Overview
This solution is similar to Solution 8.2 with the following difference:
-
During Attach, NAS message is carried directly as IKEv2 parameters (e.g. inside 3GPP-specific IKEv2 Configuration Payloads) between the UE and the N3ASF. 

-
After Attach, the first Child SA established during Attach procedure is used to transfer NAS messages between the UE and the N3ASF.
6.8.x.1
Architecture description
Figure 6.8.x.1-1 depicts the architecture for untrusted non-3GPP access used in this solution.
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Figure 6.8.x.1-1: High-level architecture for standalone untrusted non-3GPP accesses
6.8.x.2
Function description

The call flow in Figure 6.8.x.2.3a-1 describes Attach procedure via WLAN access to a NextGen core with the difference with the flow depicted in Figure 6.8.2.2.3-1: 
-
NAS message is carried directly as IKEv2 parameters (e.g. inside 3GPP-specific IKEv2 Configuration Payloads). 
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Figure 6.8.2.2.3a-1: Example of Attach procedure
The call flow is self-explanatory with the following exception:
Step2.
UE includes Attach Request message in the IKE_AUTH Request message. The Attach Request message could be included in the vendor specific payload or the Configuration payload. AUTH is not included in this step.
Step7.
CP Functions decides to use EAP authentication method. In this case, EAP-REQ is included in the Authentication Challenge message.
Step8.
N3ASF forwards the EAP payload to the UE within IKEv2 message. 
Step18.
CREATE_CHILD_SA Request is sent to the N3ASF to create a second Child SA to transport user plane data if there is PDU session establishment during Attach procedure.

Step19.
N3ASF responds with CREATE_CHILD_SA Response. 
NOTE 1: the diagram flow does not represent the separation and interaction in NFs involved in Authentication. 
Depicted in Figure 6.8.x.2.3a-2 is NG1 protocol stack during the Attach procedure when NAS messages is carried directly as IKEv2 parameters. 
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Figure 6.8.x.2.3a-2: NG1 Protocol stack during Attach procedure
Once the Attach procedure is complete, the NG1 messages for subsequent SM procedures are expected to be the same as for 3GPP access. To uplink packet, N3ASF receive NG1 message from UE transported on the first Child SA established in step 1 to 17 depicted in Figure 6.8.x.2.3a-1 and send the NG1 message to the CP functions. N3ASF receive user plane data from UE transported on the second Child SA established in step 18 to 19 depicted in Figure 6.8.x.2.3a-1 and send the user plane data to the UP functions. To downlink packet, UE receive NG1 message from N3ASF transported on the first Child SA established in step 1 to 17 depicted in Figure 6.8.x.2.3a-1 and handle the NG1 message with control plane protocol. UE receive user plane data from N3ASF transported on the second Child SA established in step 18 to 19 depicted in Figure 6.8.x.2.3a-1 and handle the user plane data with user plane protocol. SPI value can be used to distinguish the two Child SAs by N3ASF and UE.
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Figure 6.8.x.2.3a-3: NG1 protocol stack in subsequent SM procedures
6.8.x.3
Solution evaluation

Editor's note:
This clause will contain evaluation on the system impacts, e.g. UE, access network and non-access network.
END of CHANGES
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