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Abstract of the contribution: This pCR proposes a solution for Key Issue 3 in TR 23.751, based on reflective QoS.
Discussion
This solution is related to key issue 3 (UE Determination of the QoS to apply to an uplink IP packet for untrusted WLAN) and is based on solution 1 for Key Issue 1.

Solution 1 for Key Issue 1 states that the ePDG shall derive the DSCP of the IPsec child SA outer IP header from the QCI and shall route the downlink IP packets towards the IPsec child SA that is mapped to the QCI.

Solution 1 for Key Issue 1 also states that for the uplink, that the UE should be  provided with sufficient information by the network to determine which SA to be associated with a given IP flow. One of the solutions is that the UE gets that information from the user plane, based on the "reflective QoS" principles described in TS 23.139 [x] clauses 6.3.1 and 6.3.3.
Proposal

The following changes to TR 23.751 are proposed:

FIRST CHANGE
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[x]
3GPP TS 23.139: "3GPP system – fixed broadband access network interworking".

 

NEXT CHANGE
6.x
Solution x:  Solution to Key Issue 3 for untrusted WLAN based on reflective QoS
6.1.1
Description
This solution is related to key issue 3 (UE Determination of the QoS to apply to an uplink IP packet for untrusted WLAN) and is based on solution 1 for Key Issue 1.

Solution 1 for Key Issue 1 states that the ePDG shall derive the DSCP of the IPsec child SA outer IP header from the QCI and shall route the downlink IP packets towards the IPsec child SA that is mapped to the QCI.

Solution 1 for Key Issue 1 also states that for the uplink, that the UE should be  provided with sufficient information by the network to determine which SA to be associated with a given IP flow. 
In this solution, the UE gets the information required for the uplink mapping from the user plane,  based on reflective QoS principles described in TS 23.139 [x] clauses 6.3.1 and 6.3.3:
During authentication procedure:
· The decision to apply Reflective QoS is performed as part of the 3GPP AAA signalling for UE authentication. The 3GPP AAA server takes the decision to apply Reflective QoS based on the capabilities of the UE, the type of access and local policies and then informs the UE.

· If the UE supports Reflective QoS, then the UE shall indicate support of reflective QoS to the 3GPP AAA server during the authentication procedure using EAP-AKA signalling.

· In response to the UE indication, the 3GPP AAA server may provide an indication to the UE on whether Reflective QoS shall be applied during the UE authentication procedure using EAP-AKA signalling.

DSCP marking of uplink traffic by the UE: 
· For each incoming downlink IP packet the UE checks if a DSCP marking rule for the n-tuple of this IP packet exists. If the rule does not exist, then a new marking rule is added. Otherwise, the DSCP value and the time stamp for this marking rule are set.
· The uplink n-tuple in each marking rule is made from the downlink n-tuple of that rule by swapping address (and port) destination and source. 
· For each outgoing IP packet the UE checks if a marking rule for this IP packet exists. If the n-tuple of the packet matches the uplink n-tuple of a marking rule, then the DSCP value of the packet is set to the DSCP value of that marking rule. The time stamp for that rule is set.

· The n-tuples correspond to the n-tuples of the inner header of the packet. In all scenarios, the DSCP value of the marking rule is the DSCP value of the outer header of the packet.

· A marking rule is removed when a certain period of time has passed since the time stamp.

· The function of reflective QoS will overwrite DSCP markings set by the UE application.

· For IP flows initiated from the UE, uplink packets will not be marked until a marked downlink packet is received with the downlink n-tuple that matches the received uplink n-tuple.

NOTE:
This solution relies on the assumption that there is not more than one IPsec SA per DSCP value of the outer header of the packet. For example, it does not work if the ePDG sets an IPsec SA per bearer, when two bearers have the same QCI.
6.x.2
Impacts on existing nodes and functionality
UE: 

· the UE is impacted to support reflective QoS 
6.x.3
Solution evaluation
END OF CHANGES
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