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Abstract of the contribution: 
1. 
Discussion
This document updates solution 8.7 which specifies how standalone non-3GPP accesses (both trusted and untrusted) can be connected to NextGen core network by re-using the NG2/NG3 interfaces. The proposed changes focus on the untrusted non-3GPP accesses. Changes for the trusted non-3GPP accesses will be considered at a later phase of this work (in line with the interim agreements in clause 8.8.2) and remain FFS. 

The following changes/clarifications are made to the solution 8.7 for untrusted non-3GPP access:
1. Initial attach: The initial attach procedure is modified so that it can support any EAP authentication method. This means that, during the IPsec tunnel establishment, any EAP authentication procedure can be performed. Two figures are introduced to show how a UE can attach to NextGen core with EAP-AKA’ and EAP-TLS. It is expected that SA3 will decide which EAP methods can be used (presently, EAP-AKA’, EAP-TLS and EAP-TTLS are being discussed).
A high-level overview of the initial attach procedure is shown below and compared against the attach procedure over 3GPP access. Note that the UE uses the normal IKEv2 procedure with embedded EAP authentication and the N3IWF provides interworking between IKEv2 and NG2-AP. The main role of N3IWF is to ensure that (a) an attach procedure over untrusted non-3GPP access can be executed by using the same NG2 message flow as the one used during an attach procedure over 3GPP access and (b) the NAS behaviour remains the same. This harmonizes the attach procedure across all types of accesses. Note also that the EAP authentication takes place between the UE and AUSF: the AUSF behaves as EAP server and the N3IWF encapsulates the EAP messages into NAS Authentication messages. 
	Attach procedure over 3GPP access
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	Attach procedure over untrusted non-3GPP access
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2. Control plane model: Apart from IKEv2, there is no other control-plane protocol between the UE and N3IWF. As shown in the following figure, the NAS messages sent by the UE are directly encapsulated in UDP/IP datagrams and sent to the "NAS IP address" provided to UE via IKE/EAP signalling. The Adaptation Layer shown in the figure facilitates the use of NAS over IP: It receives NAS messages and forwards them to the "NAS IP address". It also initiates the attach procedure when the NAS layer sends an Attach Request and notifies the NAS layer when the attach procedure has been completed. This Adaptation layer is an internal layer in the UE and its operation can be implementation-specific.

[image: image3.emf]NAS

Remote IP

ESP (IPsec)

IPv4/v6

WLAN

Remote IP

ESP (IPsec)

IPv4/v6

L2/L1

NG2-AP

NG2

Lower

Layers

NG2-AP

NG2

Lower

Layers

NAS

NG1

Un-Trusted

WLAN

Access

Network

NG2

NWu

CP Functions

N3IWF UE

UDP UDP

AMF

Adaptation 

Layer


3. User plane model: The solution uses a separate IPsec child SA for every PDU session and supports flow-based QoS within every PDU session.
The UE derives QoS information (e.g. a Flow Priority Indicator (FPI) or other parameters) for every PDU of a PDU session by comparing the PDU against the QoS rules of the PDU session. This QoS information is used by the UE for transmitting the PDU with a certain level of WLAN QoS and for marking the outer IP packet that encapsulates the PDU before sending it to N3IWF (e.g. marking with a precedence or DSCP value). This QoS information is also sent to N3IWF for marking the corresponding PDU over NG3. 
Start of changes
6.8.7
Solution 8.7: Support standalone non-3GPP access via NG2/NG3
Editor's note: This solution supports access to NetGen core via both trusted and untrusted non-3GPP accesses. The details of the trusted non-3GPP accesses will be handled at a later phase of this work and remain FFS.
6.8.7.1
Architecture description

The proposed architecture is shown in Fig. 6.8.7.1-1 and is based on a new network function called the Non-3GPP Interworking Function (N3IWF). The N3IWF enables UEs to attach to the NextGen core either via trusted non-3GPP access or via untrusted non-3GPP access. In both cases, the NG2 interface is used to carry out the attach procedure. After attachment, a secure connection is established between the UE and the N3IWF via which NAS signaling can be exchanged between the UE and the CP functions.
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Figure 6.8.7.1-1: Architecture to enable 3GPP and non-3GPP access to NextGen Core via NG2/NG3
The N3IWF forms the key functional element which supports the connection of standalone non-3GPP access networks to NextGen CP/UP functions via the NG2/NG3 interfaces respectively. The term 'standalone' signifies the fact that the non-3GPP access network can operate independently from the 3GPP access network (i.e. without any tight integration).

In some deployments, the trusted non-3GPP access can be configured to forward all AAA traffic directly to N3IWF. In such cases, the AAA Proxy is not required (thus shown with dotted outline).
The primary characteristics of the solution are the following:

1.
The N3IWF is used to enable access to NextGen CP functions via standalone trusted and untrusted non-3GPP accesses by re-using the NG2 interface.

2.
From the UE point of view, the N3IWF has a role similar to TWAG for trusted non-3GPP (WLAN) access and a role similar to ePDG for untrusted non-3GPP access.

3.
The N3IWF supports network slice selection based on "assistance information" provided by the UE within the EAP-AKA' messages (see details below).

4.
Over trusted non-3GPP access the UE can attach to NextGen CN by re-using the existing EAP-AKA' authentication procedure. There is no need to define a new EAP authentication method (e.g. for carrying NAS messages within EAP packets) and there is no need to transfer EAP messages over NG2.

5.
Over untrusted non-3GPP access, the UE can attach to NextGen CN by re-using the existing IKEv2 procedure with EAP authentication. There is no need to define a new EAP authentication method (e.g. for carrying NAS messages within EAP packets).
6.
From the NextGen CN point of view, an Attach over non-3GPP access (trusted or untrusted) is carried out via NG2 with the same procedure as an Attach over 3GPP access. However, the NextGen CN is informed that the UE attaches over a certain type of non-3GPP access so it can adopt its behaviour accordingly (e.g. does not initiate paging over WLAN access, does not transition the UE to CN Idle state, etc.).

7.
The standalone non-3GPP access may include one or more N3IWFs. When the UE moves from a non-3GPP access served by one N3IWF to a non-3GPP access served by another N3IWF (which is considered a very rare event), the UE performs a full attach to NextGen core. That is, inter-N3IWF mobility is not currently supported.

The following new reference points are used:

Y1: Reference point between the UE and the non-3GPP access (e.g. WLAN). This is outside the scope of 3GPP and is used for non-3GPP access signalling (e.g. WLAN association, local IP address assignment, etc).

NWt: Reference point between the UE and the N3IWF via trusted non-3GPP access. It is similar to the SWw reference point specified in TS 23.402 [17] clause 16 (between UE and trusted WLAN). It is used to support the EAP-AKA' authentication procedure, for establishing a DTLS connection between the UE and N3IWF and for transferring NAS signalling via the DTLS connection. It is also used to support user-plane communication.

NWu: Reference point between the UE and the N3IWF via untrusted non-3GPP access. It is similar to the SWu reference point specified in TS 23.402 [17] (between the UE and ePDG). It is used for establishing an IPsec connection between the UE and N3IWF and for transferring NAS signalling via the IPsec connection. It is also used for supporting user-plane communication.

NWa: Reference point between the AAA proxy in a trusted non-3GPP access and the N3IWF. It is used to transfer AAA signalling.
6.8.7.2
Function description
6.8.7.2.1
Overview

A high-level overview of the procedures applied to attach the UE to NextGen CN via trusted and untrusted non-3GPP access is illustrated in Fig. 6.8.7.2.1-1. The figure shows WLAN as an example of non-3GPP access but it is applicable to other non-3GPP accesses too. The key characteristic of these procedures is that the N3IWF starts an Attach procedure over NG2 on behalf of the UE when the UE carries out the normal EAP-AKA' procedure (over trusted access) or when the UE carries out the normal IKEv2/EAP procedure (over untrusted access). The N3IWF functions as an EAP authenticator and the UE is authenticated by the NextGen CN (not by the N3IWF) as explained below.
Although Fig. 6.8.7.2.1-1 shows "EAP-AKA’ embedded in IKEv2", any EAP authentication method can be used during the IPsec tunnel establishment.
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Figure 6.8.7.2.1-1: High-level overview of control-plane procedures

6.8.7.2.2
Protocol architecture for Trusted non-3GPP access
In subsequent clauses the WLAN access is used as an example of non-3GPP access in order to better explain the solution. However, any non-3GPP access that supports EAP authentication can be used.

The protocols utilized when the UE attaches to NextGen via a trusted WLAN access network are shown in figure 6.8.7.2.2-1. The UE attaches to NextGen core during the EAP-AKA' procedure. In fact, the EAP-AKA' and the NextGen Attach procedures are executed in parallel as explained in clause 6.8.7.2.4.

The Interworking function is a functional component of N3IWF that performs interworking between EAP-AKA' signaling and NG2 signaling and, specifically, initiates an attach procedure toward NextGen core on behalf of the UE. The Adaptation Layer in the UE enables the operation of the Non-Access Stratum (NAS) layer over EAP-AKA' (as opposed to RRC layer). It starts an EAP-AKA' procedure when the NAS layer requests network attachment and enables interworking between EAP-AKA' and NAS messages. For example, the Adaptation layer receives an Attach Request from the NAS layer and copies the IEs in the Attach Request into the EAP-RSP/AKA-Identity message. The operation of Adaptation layer and Interworking function during the attach procedure is further discussed in clause 6.8.7.2.4.
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Figure 6.8.7.2.2-1: CP protocols used during attachment via trusted non-3GPP access

After the UE completes the EAP-AKA' procedure and attaches to NextGen core, the UE can exchange NAS signaling with the CP functions using the protocol architecture shown in figure 6.8.7.2.2-2. The UE may use the NG1 interface to request a PDU session, e.g. to communicate with an external data network through the NextGen core and the trusted WLAN. The Relay layer in the N3IWF relays NAS messages coming from the UE via the DTLS connection to CP functions via the NG2 interface, and vice versa.

In the figure 6.8.7.2.2-2 (i.e. after attachment) the Adaptation layer implements a control-plane protocol between the UE and N3IWF: It creates and maintains an "access stratum" connection (i.e. a DTLS connection), it encapsulates NAS messages into Adaptation layer "UL/DL NAS Transport" PDUs and transparently forwards them, and it creates and maintains UP connections between the UE and N3IWF for carrying the traffic of PDU sessions. These UP connections are referred to as Non-3GPP UP (N3UP) connections.
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Figure 6.8.7.2.2-2: CP protocols used after attachment via trusted non-3GPP access

Figure 6.8.7.2.2-3 shows the protocols used to transport the traffic of a PDU session between the UE and the UP functions. When the UE requests a new PDU session (via NAS signaling) the Adaptation layer establishes a new N3UP connection between the UE and N3IWF and creates a new network interface in the UE bound to this N3UP connection (see details in clause 6.8.7.2.5). The N3UP connection may be associated with several QoS rules.

The N3UP layer shown in figure 6.8.7.2.2-3 implements a user-plane protocol between the UE and N3IWF. It encapsulates the UP data received from the upper layer (e.g. from Ethernet or IP layer) into N3UP PDUs. Each N3UP PDU includes a header that can contain PDU session information and QoS information (e.g. a Flow Priority Indicator (FPI), a Reflective QoS Indicator (RQI) or other parameters according to the selected QoS solution). As shown in figure 6.8.7.2.2-3 the N3UP layer performs also QoS handling (i.e. QoS marking, queuing, etc).

NOTE:
If the N3UP connection between UE and N3IWF utilizes IP (L3 connection), then the N3UP layer operates on top of IP/WLAN (not over WLAN only as shown in figure 6.8.7.2.2-3).
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Figure 6.8.7.2.2-3: UP protocols used for a PDU session via trusted non-3GPP access
6.8.7.2.3
Protocol architecture for Untrusted non-3GPP access
The protocols utilized when the UE attaches to NextGen via an untrusted WLAN access network are shown in figure 6.8.7.2.3-1.

The Adaptation layer in the UE represents a layer that facilitates the use of NAS over UDP/IP. Essentially, the Adaptation layer encapsulates NAS messages into UDP datagrams and forwards them to the "NAP IP address" (see details below). In addition, the Adaptation layer in the UE discovers the IP address of N3IWF (e.g. by using the existing procedures for ePDG discovery) and informs the NAS layer that the lower layers are ready. When the NAS layer sends an Attach Request to the Adaptation layer, the Adaptation layer triggers the establishment of an IPsec tunnel with the N3IWF. This tunnel is established with the existing IKEv2 with embedded EAP procedure. During the establishment of the IPsec tunnel, the Interworking function (IWF) in N3IWF starts an attach procedure over NG2 of behalf of the UE and attaches the UE to NextGen core. The N3IWF encapsulates EAP authentication messages into NAS Authentication messages and forwards them to CP functions (e.g. AMF) over NG2.
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Figure 6.8.7.2.3-1: CP protocols used during attachment via untrusted non-3GPP access
After the IPsec tunnel between the UE and N3IWF is established, the protocol architecture shown in figure 6.8.7.2.3-2 is used for CP signalling. The UE can send NAS messages to N3IWF via the IPsec tunnel which are relayed to the NAS layer in the CP functions, and vice versa. Again, the Adaptation layer in the UE is used to enable to operation of NAS over UDP/IP: It receives NAS messages, encapsulates them into UDP/IP datagrams and forwards them to the "NAS IP address" that was received by the UE during the IKEv2/EAP signalling (see figure 6.8.7.2.6-1 for details). The N3IWF receives the NAS messages over UDP/IP, encapsulates them into NG2 "UL NAS Transport" messages and forwards them to CP functions over the appropriate NG2 connection.
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Figure 6.8.7.2.3-2: CP protocols used after attachment via untrusted non-3GPP access

Figure 6.8.7.2.3-3 shows the protocols used to transport the traffic of a PDU session between the UE and the UP functions. When the UE requests a new PDU session (via NAS signaling), a new IPsec child SA is created that is bound to the IP address assigned to this PDU session (assuming IP type of PDU session). The UE internally creates a new network interface bound to this IPsec child SA. During the PDU session establishment the UE may receive (via NAS signaling) one or more QoS rules.
The N3UP layer shown in figure 6.8.7.2.3-3 implements a user-plane protocol between the UE and N3IWF over the established child IPsec tunnel. It encapsulates the UP data received from the upper layer (e.g. from Ethernet or IP layer) into N3UP PDUs. Each N3UP PDU includes a header that can contain QoS information (e.g. a Flow Priority Indicator (FPI), a Reflective QoS Indicator (RQI) or other parameters according to the selected QoS solution). As shown in figure 6.8.7.2.3-3 the N3UP layer performs also QoS handling (i.e. QoS marking, queuing, etc).

NOTE 1:
Some of the functionality of N3UP shown in figure 6.8.7.2.3-3 (e.g. queuing and scheduling) may reside below the ESP layer.
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Figure 6.8.7.2.3-3: UP protocols used for a PDU session via untrusted non-3GPP access
6.8.7.2.4
Attach via Trusted Non-3GPP Access

Figure 6.8.7.2.4-1 shows the signaling when the UE attempts to connect to a WLAN (the WLAN is used as an example non-3GPP access). The UE is authenticated by the NextGen core network (via NG2) and is authorized to access the WLAN. This authentication and authorization is performed by "attaching" the UE to the NextGen core.

Editor's note: It is FFS how the signalling shown in figure 6.8.7.2.4-1 can be modified to cover also the cases when the UE uses an EAP authentication method other than EAP-AKA'.
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Figure 6.8.7.2.4-1: Attach procedure via Trusted WLAN using the NG2 interface

1.
The UE discovers and associates with the WLAN according to the existing procedures. At this point, the NAS layer in the UE sends an Attach Request to the Adaptation layer in order to attach to the NextGen over the WLAN.

2.
The WLAN starts the IEEE 802.1x access control procedure by transmitting an EAP-REQ/Identity request. Note that 802.1x messages (i.e. EAP-over-LAN) are not shown in the figure. The UE provides an identity along with a realm, which is primarily used for routing purposes (as per RFC3748). Based on the provided realm, the WLAN access network routes the EAP-RSP/Identity message to the N3IWF, which then requests a specific identity (e.g. a permanent or temporary) from the UE. From the WLAN access network point of view, the N3IWF serves as an AAA server.


If the UE supports network slice selection over non-3GPP access, the UE may provide slice selection 'assistance information' in one of the following two ways:

-
The UE includes a new EAP-AKA' attribute (defined by 3GPP) in the AKA-Identity message. This new attribute is used to carry the slice selection 'assistance information' from the UE.

-
Alternatively, the UE may decorate the provided identity with slice selection 'assistance information'. For example, if the UE provides its IMSI identity "295023820005424", then the decorated identity could be "295023820005424%<assistance info>". A special character can be used to separate the identity from the 'assistance information'.

Editor's note: The method used for network slice selection needs to be aligned with the agreements in KI#1. This may require further study.
3.
The N3IWF selects a network slice instance based on the 'assistance information'. Then it creates an Attach Request (identity, type) message on behalf of the UE and sends this message to the CP functions of the selected slice instance over NG2. The identity IE includes the identity received in step 2g and the type IE indicates that this is an attach request over trusted non-3GPP access. The UE sends to N3IWF the information required to create the Attach Request by including the appropriate attributes in message 2f (EAP-RES/AKA-Identity). These attributes will be defined by 3GPP.


The Attach Request message in this scenario is a simple message that carries the UE identity, the type IE and the identity of the WLAN access (e.g. the ESSID). This message is essentially used to authenticate the UE and to authorize access to the trusted WLAN network. It does not need to carry IEs specific to 3GPP access, such as old LAI, DRX params, etc.

NOTE 1:
If the Attach Request in step 3b needs to include more IEs from the UE, these IEs could be sent by the UE in step 2f (i.e. include more attributes in AKA-Identity).

4.
The CP functions send an Authentication Request (RAND, AUTN, TEKs) back to N3IWF. The TEKs are the Transient EAP Keys (i.e. K_aut and K_encr) which are used to protect the EAP-AKA' signalling between the UE and N3IWF. The TEKs keys are generated as specified in RFC5448. These keys are included in the Authentication Request only when the type IE in the Attach Request indicates non-3GPP access. Depending on SA3 decisions, the Authentication Request message may include additional IEs than those shown in the above figure.
5.
The N3IWF sends an EAP-REQ/AKA-Challenge message to UE. The RAND, AUTN received in step 4 are included in this message. Also the AT_MAC is calculated based on the K_aut key received in step 4. If there is need to send encrypted parameters to the UE (inside the AT_ENC_DATA attribute), these parameters are encrypted based on the K_encr key received in step 4.

6-8. The UE verifies the AUTN, generates the session keys (MSK, EMSK, K_aut, K_encr, etc) and derives the Result (RES) which is sent to N3IWF in an EAP-RSP/AKA-Challenge message. The N3IWF sends an Authentication Response (RES) to CP functions over NG2. As normally, the CP functions verify RES and, if correct, they respond with an Attach Accept message. This message may include parameters (referred to as IEs in the above figure) that should be transferred to UE, e.g. a new temporary UE identity.


In step 8c the N3IFW receives also the session keys (MSK, EMSK) which are needed to protect the WLAN air interface traffic. The MSK is further transferred to the WLAN access network (in step 13a) in order to derive the Pairwise Master Key (PMK), as defined in the IEEE 802.11 specification.

9.
The N3IWF derives a 'DTLS key' (e.g. from EMSK) which will be needed later for the establishment of a secure DTLS connection with the UE. The same 'DTLS key' is also derived by the UE after the successful authentication in step 15.

10.
The N3IWF sends an EAP-REQ/AKA-Notification message to UE which includes the address of N3IWF and other parameters (IEs) that were included in the Attach Accept message (e.g. a new temporary identity). After step 10b, the Adaptation layer in the UE creates an Attach Accept message and sends it to the NAS layer. Note: A legacy UE will ignore the address of N3IWF and the other parameters (IEs).

11-12. The UE responds with an EAP-RES/AKA-Notification which triggers the N3IWF to send an Attach Complete message to CP functions.

13.
The EAP authentication procedure completes with an EAP-Success message. The N3IWF creates a UE Context which stores information such as the UE MAC address, the UE identity (included in the Attach Accept message), the EAP-AKA' identities of the UE (e.g. a pseudonym and/or fast re-authentication identities), etc.

14.
At this point, the UE is connected to the WLAN access network and can establish layer-3 connectivity, e.g. by receiving IPv4 address via DHCP. The UE can then use the WLAN for NSWO traffic.

15.
After successful authentication the UE derives the 'DTSL key' as discussed above.

16.
The Adaptation layer in the UE receives the address of N3IWF and the 'DTLS key' and establishes a secure DTSL connection to N3IWF (DTLS with pre-shared key as defined in RFC 6347). Note that the same procedure has been specified to protect the WLCP signalling between the UE and a TWAG (see TS 33.402).

17.
The Adaptation layer in the UE notifies the NAS layer that the attachment via trusted WLAN access is completed. It also provides to the NAS layer the IEs provided by the network in the Attach Accept message (and received by the UE in step 10b).


After this step, the NAS layer in the UE may initiate NAS signalling with the CP functions in the network in order e.g. to setup a PDU session over WLAN access.

Editor's note: The attach procedure shown in figure 6.8.x.2.4-1 needs to be updated to indicate how NAS security is setup between the UE and CP functions.

6.8.7.2.5
PDU session setup via Trusted Non-3GPP Access

A PDU session is established via trusted non-3GPP access as shown in the figure below.
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Figure 6.8.7.2.5-1: PDU session setup via Trusted WLAN

1.
UE sends a Session Setup Request message via the established DTLS channel which is relayed by N3IWF to the CP functions. Essentially, message 1a is an Adaptation layer "UL NAS Transport" message which encapsulates the Session Setup Request.

2.
The CP functions send a Resource Setup Request message to N3IWF via NG2. This message is the same as the one used for 3GPP access and may include QoS rules that can be applied for flow-based QoS (as per solution 2.2). In turn, the Adaptation layer in N3IWF initiates a new N3UP connection setup procedure and transmits an Adaptation layer "N3UP Setup Request" to UE. The purpose of this setup procedure is to establish an N3UP connection between the UE and N3IWF that can be used to transport all traffic of the PDU session. The Transport info includes information required to establish this connection e.g. a MAC address of N3IWF (same as in SaMOG), information for setting up a L2 or L3 tunnel, etc.

Editor's note: The type of N3UP connection established between the UE and N3IWF is FFS.
3.
After the N3UP connection is setup, the CP functions setup the UP with the UP functions over NG4.

4.
The CP functions respond with a Session Setup Complete message which typically includes an assigned IP address/prefix for PDU sessions of IP type, the selected SSC mode, etc.

5.
The Adaptation layer in the UE creates a new network interface (e.g. a new IP interface) and binds this interface to the established N3UP connection. All traffic sent by the UE on this interface will be transferred to N3IWF via the N3UP connection and then to the corresponding NG3 tunnel.

6.
Data traffic (PDUs) sent over the N3UP connection is encapsulated into a N3UP header, which can carry e.g. a Flow Priority Indicator (FPI), a Reflective QoS Indicator (RQI) or other parameters according to the selected QoS solution.
6.8.7.2.6
Attach via Untrusted Non-3GPP Access
The attach procedure via untrusted non-3GPP access is shown in figure 6.8.7.2.6-1. This figure illustrates a scenario when the UE is authenticated with EAP-AKA’. However, any EAP-based authentication method can be used as explained below.
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Figure 6.8.7.2.6-1: Attach procedure via Untrusted WLAN using the NG2 interface and EAP-AKA’
1.
The UE discovers and associates with the WLAN. Any non-3GPP authentication method can be used, e.g. no authentication (in case of a free WLAN), EAP with pre-shared key, username/password, etc. When the UE decides to connect to NextGen core, the UE discovers the IP address of N3IWF by executing the existing procedure for ePDG discovery and proceeds with the establishment of an IPsec tunnel as discussed below.
2.
The normal IKEv2 signalling initiates as per RFC7296 (IKEv2) and RFC5998 (EAP-only authentication in IKEv2). The N3IWF behaves as EAP authenticator and retrieves the identity of the UE (step 2d). If the UE supports network slice selection over non-3GPP access, the UE may provide slice selection 'assistance information' in the EAP-Response/Identity message. This 'assistance information' may be included in one of the following two ways:

-
The UE includes a new EAP attribute (defined by 3GPP) in the EAP Identity message. This new attribute is used to carry the slice selection 'assistance information' from the UE.

-
Alternatively, the UE may decorate the provided identity with slice selection 'assistance information'. For example, if the UE provides its IMSI identity "295023820005424", then the decorated identity could be "295023820005424%<assistance info>". A special character can be used to separate the identity from the 'assistance information'.

Editor's note: The method used for network slice selection needs to be aligned with the agreements in KI#1. This may require further study.
3.
The N3IWF selects a network slice instance based on the 'assistance information'. Then it creates an Attach Request (identity, type) message on behalf of the UE and sends this message over NG2 to the CP functions (e.g. to AMF) serving the selected slice instance. The identity IE includes the identity received in step 2d and the type IE indicates that this is an attach request over untrusted non-3GPP access.

The Attach Request message in this scenario is a simple message that carries the UE identity, the type IE and possibly the identity of the WLAN access (e.g. the ESSID). This message is essentially used to start the authentication of UE and to authorize the IPsec tunnel establishment. It does not need to carry IEs specific to 3GPP access, such as old LAI, DRX params, etc.

In this example, the network chooses to authenticate the UE (e.g. based on subscription information or network policy) with EAP-AKA’.
4.
The Authentication Vectors are retrieved from SDM.
5.
The normal EAP-AKA’ mutual procedure takes place between the UE and the AUSF (which is inside the CF functions box). The N3IWF receives EAP messages from the UE, encapsulates them into NAS Authentication messages and forwards them to CP functions via the appropriate NG2 connection. The AUSF operates as an EAP server.
6.
After successful authentication, the CP functions (e.g. the AMF) send an Attach Accept message to N3IWF. The N3IWF sends an EAP-REQ/AKA-Notification message to UE which includes the IP address to be used for NAS signalling ("NAS IP address") and other parameters (IEs) that were included in the Attach Accept message (e.g. a new temporary identity). The UE responds with an EAP-RES/AKA-Notification which triggers the N3IWF to send an Attach Complete message to CP functions. The EAP authentication procedure completes with an EAP-Success message. The N3IWF creates a UE Context which stores information such as the assigned IP address of UE, the UE identity, the associated NG2 connection, etc.
7.
At this point, an IPsec tunnel is established between the UE and N3IWF which can be used for securely transferring NAS signalling. All NAS messages sent by the UE are transmitted over UDP/IP/IPsec. The destination IP address for NAS signalling is the "NAS IP address" received by the UE in step 6b. This NAS IP address is assigned by N3IWF and may be a virtual IP address used only internally in the N3IWF.
8.
If needed, NAS security can be negotiated between the UE and CP functions via the established IPsec tunnel. This NAS security provides end-to-end security between the UE and CP functions.
Except EAP-AKA’, any other EAP method can be used during the IPsec tunnel establishment. As an example, an attach procedure via untrusted non-3GPP access is shown in figure 6.8.7.2.6-2 which utilizes EAP-TLS. The difference from the previous figure is only the messages within the blue rectangle entitled "Mutual authentication with EAP-TLS". Again, the N3IWF operates as an EAP authenticator, creates the Attach Request on behalf of the UE which triggers the authentication procedure over NG2 and completes the attach procedure after successful authentication. It also terminates the IPsec tunnel with the UE and transparently forwards NAS messages. Note also that the authentication is carried out between the UE and the AUSF (inside the CP functions). The N3IWF in the middle relays EAP messages between IKEv2 and NAS: it takes the EAP-TLS messages via IKEv2, encapsulates them into NAS Authentication messages and forwards them to CP functions (and vice versa).
NOTE 1:
It is up to SA3 to decide which EAP authentication methods can be used to access NextGen core via untrusted non-3GPP access.
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Figure 6.8.7.2.6-2: Attach procedure via Untrusted WLAN using the NG2 interface and EAP-TLS







6.8.7.2.7
PDU session setup via Untrusted Non-3GPP Access


A PDU session is established via untrusted non-3GPP access as shown in the figure below.
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Figure 6.8.7.2.7-1: PDU session setup via Untrusted WLAN

1.
UE sends a NAS Session Setup Request message via the established IPsec tunnel which is relayed by N3IWF to the CP functions.
2.
The CP functions send a Resource Setup Request message to N3IWF via NG2. This message is the same as the one used for 3GPP access and may include QoS rules that can be applied for flow-based QoS (as per solution 2.2). The N3IWFis triggered to establish a new IPsec child SA with the UE (so it sends a Create Child SA Request). After the new IPsec child SA is established, the N3IWF sends an NG2 Resource Setup Response message over NG2.
3.
Signalling takes place over NG4 to setup the UP functions.
4.
The CP functions respond with a NAS Session Setup Complete message which typically includes an assigned IP address/prefix for PDU sessions of IP type, the selected SSC mode, QoS rules, etc.
5-6. Finally the UE creates a new network interface that is bound to the new IPsec child SA and to the IP address assigned to the PDU session.
6.8.7.3
Solution evaluation


6.8.7.3.1 Attach over Untrusted non-3GPP Access
As shown in the figure below, the proposed attach procedure over untrusted non-3GPP uses the same message flow over NG2 as the one used in the attach procedure over 3GPP access. Therefore, a common NG2 procedure is used for both types of accesses. The main difference is that, in the attach procedure over untrusted non-3GPP access:
1.
The NAS Authentication messages carry EAP packets (assuming EAP-based authentication is used); and

2.
The Attach Request and the Attach Complete messages are created by the N3IWF on behalf of the UE. Also, IEs in the Attach Accept that need to be transferred to UE are included in a transparent container in the EAP-Notification.
Apart from the common NG2 message flow, the proposed attach procedure enables the UE to use the normal IEKv2/EAP procedure to attach to the NextGen core. Also, any EAP-based authentication method is supported between the UE and CP functions (e.g. EAP-AKA’, EAP-TLS, EAP-TTLS, etc.).
	Attach procedure over 3GPP access
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	Attach procedure over untrusted non-3GPP access
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Figure 6.8.7.3.1-1
6.8.7.3.2 Control plane model

After the attach procedure, NAS signalling can be exchanged between the UE and CP functions via the established IPsec tunnel. The UE uses an Adaptation layer to enable the operation of NAS over UDP/IP. The role of Adaptation layer is to initiate the attach procedure when it receives an Attach Request from the NAS layer and to notify the NAS layer when the attach procedure has been completed. Also, the Adaptation layer encapsulates NAS messages into UDP/IP packets and sends them to the "NAS IP address". The Adaptation layer is an internal layer in the UE and its operation can be implementation-specific. In some implementations the Adaptation layer may be implemented as part of the NAS layer.
Apart from IKEv2, the solution uses no other control-plane protocol between the UE and N3IWF. The IKEv2 is used to establish the fist IPsec child SA (for NAS signalling) and a separate IPsec child SA for every PDU session.
6.8.7.3.3 User plane model

The solution uses a separate IPsec child SA for every PDU session and supports flow-based QoS within every PDU session. 
The UE derives QoS information (e.g. a Flow Priority Indicator (FPI) or other parameters) for every data PDU of a PDU session by comparing the data PDU against the QoS rules of the PDU session. This QoS information is used by the UE for transmitting the PDU with a certain level of WLAN QoS and for marking the outer IP packet that encapsulates the PDU before sending it to N3IWF (e.g. marking with a precedence or DSCP value). This QoS information is also sent to N3IWF for marking the corresponding PDU over NG3.
The QoS information is also sent by the UE to N3IWF inside a new header (called N3UP header) and it is used by N3IWF to mark the PDU over NG3 accordingly.
End of changes
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