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Abstract of the contribution: This document discusses how PDU sessions can be setup over untrusted non-3GPP access by using the IKEv2 protocol.
1
Discussion
This document addresses the following open issue (see TR 23.799 clause 8.8.2):

"IKEv2 and IPsec are used on the interface between the UE and the N3IWF. If there is need for a 3GPP-specific control-plane protocol over IPsec (for SM / QoS purposes) between the UE and N3IWF will be considered during the normative phase of work."

Based on the discussion in clause 2 below, it is proposed that it is not necessary to specify a new control-plane protocol between the UE and N3IWF. With the appropriate vendor-specific extensions the IKEv2 protocol can be used for setting up IPsec child SAs and associating each of them with a certain QoS profile and a PDU session.

It is also proposed that an IPsec child SA can be associated (during setup) with one or more QoS flows. To enable this multiplexing an additional encapsulation layer (e.g. GRE) should be utilized on the UP of the NWu interface.
2
PDU Session Setup with IKEv2
2.1 
One QoS flow per IPsec child SA

Fig. 1 below illustrates how a PDU session over untrusted non-3GPP access can be created by using IKEv2 signalling.
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Fig. 1: One IPsec child SA per QoS flow
1.
The UE sends a NAS Activate PDU Session Request message via the established IPsec SA for NAS signalling. This message is transparently forwarded by N3IWF to CP functions in 5GCN.

2a.
The normal PDU session setup interactions take place according to the PDU session setup procedure over 3GPP access.

2b.
The CP functions determine the pre-authorized QoS rules for the requested PDU session and send a N2 Request message to N3IWF to establish the access resources for this PDU session. This message contains the QoS profiles of the pre-authorized QoS rules, e.g. QoS profile#1 and QoS profile#2. For simplicity, it is assumed here that the pre-authorized QoS rules are A-type QoS rules. For B-type QoS rules, the N2 Request message includes not only the QoS profiles but also the QoS parameters for these QoS profiles. The N2 Request includes also the NAS Activate PDU Session Accept message that should be forwarded to UE.
NOTE:
The QoS profile is also referred to in some documents as "QoS flow identity".

3.
Based on its own policies and configuration, the N3IWF decides to establish an IPsec child SA for each QoS profile (in other words, an IPsec child SA per QoS flow).

4.
The N3IWF sends to UE an IKE Create_Child_SA request according to the IKEv2 specification in RFC7296. As specified in RFC7296, a new child SA "MAY be initiated by either end of the IKE SA after the initial exchanges are completed." The IKE Create_Child_SA request includes a Vendor Id (VID) payload which contains (a) the QoS Profile#1 that is associated with the new child SA and (b) the identity of the PDU session associated with this child SA. It also contains other payloads (as per RFC7296) such as the SA payload and the Traffic Selectors (TS) for the initiator (N3IWF) and the responder (UE), etc.

The Vendor Id (VID) payload shall be specified by 3GPP and shall be able to carry (a) a QoS profile, (b) QoS parameters for B-type QoS profiles, and (c) a PDU session identity.


It is noted that:

a.
The QoS Profile#1 is provided to UE in order to associate the child SA with a certain QoS profile and be able to use its QoS rules to determine the IPsec child SA that should be used for an UL packet. This is further illustrated in Fig. 3.
b.
Since the UE selects an IPsec child SA based on its QoS rules, the Traffic Selectors TSi, TSr may not be used, e.g. they could be set to (0, 0-65535, 0.0.0.0-255.255.255.255).
c.
During the IPsec child SA establishment the UE is not assigned an IP address. All IPsec child SAs belonging to the same PDU session share the same IP address/prefix allocated to UE with SM signalling. 


After the UE responds with an IKE Create_Child_SA response (step 4b), the N3IWF creates the second IPsec child SA for the QoS profile#2.

5.
The N3IWF forwards the NAS Activate PDU Session Accept to UE via the established IPsec SA for NAS signalling. This accept message includes the allocated IPv4 address or IPv6 prefix, the selected SSC mode, the authorized QoS rules for the PDU session, etc.

6.
The N3IWF sends an N2 Request Ack.

7.
Further normal PDU session setup interactions take place according to the PDU session setup procedure over 3GPP access.
8.
The UE creates a new network interface (e.g. a new IP interface) associated with the PDU session and applies the provisioned/derived QoS rules to determine the QoS profile associated with an UL user-plane packet. The QoS profile then determines which IPsec child SA should be used to forward the UL user-plane packet.
9.
The UE sends every user-plane packet to N3IWF via one IPsec child SA selected based on the QoS rules. The N3IWF forwards the user-plane packet to N3 and marks the N3 traffic according to the QoS profile associated with the IPsec child SA.

Fig. 2 shows the UP processing in the UE and N3IWF (for simplicity only the uplink direction is shown) in an example scenario where the UE has one PDU session with three QoS flows and each QoS flow is transferred over a separate IPsec child SA.
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Fig. 2

2.2 
Multiple QoS flows per IPsec child SA

Fig. 3 illustrates another approach of a PDU session setup over untrusted non-3GPP access where the N3IWF decides to use a single IPsec child SA for the entire PDU session (not one IPsec child SA per QoS profile). In this case, the Vendor Id payload in step 4a includes multiple QoS profiles, so the IPsec child SA will multiplex the traffic of several QoS flows.
[image: image3.emf]Untrusted 

non-3GPP

Access

UE N3IWF CPfunctions

1b. [N2] UL NAS Transport

1a. [NAS] Activate PDU Session Request

(PDU Session ID, SSC mode, type, …)

UPfunctions

2b. [N2] Request

(QoS profile#1, 

QoS profile#2,

PDU Session ID,

CN Tunnel Info,

Activate PDU Session 

Accept)

6. [N2] Request Ack

5. [NAS] Activate PDU Session Accept

(IP address/prefix, SSC mode, QoS rules,...)

8. Create a new network 

interface for the PDU 

session

9b. Outer IP hdr / UDP / ESP / user PDU 9d. IP hdr / N3 hdr / user PDU

4a. IKE_Create_Child_SA Req

(SA, TSi, TSr, VID(QoS Profile#1, QoS Profile#2, 

PDU Session ID))

4b. IKE_Create_Child_SA Res

(SA, TSi, TSr)

9c. Map between IPsec 

child SAs and N3 

markings 

3. Decide to establish 

only one IPsec child SA

IPsec SA for NAS signaling

9a. Map between QoS 

Profiles and IPsec child 

SAs

2a. PDU Session setup interactions

AMF, SMF, 

PCF, etc.

7. Further PDU Session setup 

interactions

Child SA for 

all QoS flows


Fig. 3: One IPsec child SA per PDU session
However, when a single IPsec child SA multiplexes all QoS flows of a PDU session the following problems arise:

(1)
As shown in step 9c, the N3IWF cannot determine the QoS profile associated with a received UL packet and therefore cannot apply N3 marking.

(2)
As shown in step 9a, the UE cannot determine the QoS profile associated with a received DL packet and therefore cannot apply reflective QoS.
(3)
If the outer IP header of UL and DL packets is marked with a DCSP value (e.g. assign one DSCP value for each QoS profile), then the UE and N3IWF may discard low-priority packets if they employ the (optional) anti-replay mechanism of ESP. This is because the anti-replay mechanism applies sequence numbers on every ESP packet and received packets with sequence number outside a certain "window" are discarded (they are considered a replay).
In order to address the above problems, an additional encapsulation layer (e.g. GRE) is required. This is shown in the following Fig. 4 which shows the UP processing in the UE and N3IWF (for simplicity only the uplink direction is shown) in an example scenario where the UE has one PDU session with three QoS flows: The first two QoS flows are routed in one IPsec child SA and the third QoS flow is routed in another IPsec child SA.
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Fig. 4
3
Alt
From the above discussion the following question arises: Which of the following two solutions is the best over untrusted non-3GPP access?

Solution-1: Allow only one QoS flow per IPsec child SA, as presented in clause 2.1

-
In this solution there is 1:1 mapping between QoS flows and IPsec child SAs. Each QoS flow (identified by a certain QoS Profile) is transferred in one IPsec child SA.

-
All traffic within the same IPsec child SA is marked with the same DSCP value.

-
One drawback of this solution is that every PDU session may require many IPsec child SAs, e.g. when the core network assigns many QoS rules to the PDU session. However, if in practice the expected number of QoS flows per PDU session is small (e.g. 3-5 QoS flows), then this should not be a big issue.

-
Another drawback is that in the downlink direction it is difficult to include the Reflective QoS Indicator (RQI) in the user plane.

-
The advantage of this solution is simplicity (there is no need for an additional encapsulation layer).
Solution-2: Allow multiple QoS flows per IPsec child SA, as presented in clause 2.2.

-
This solution is similar to the solution over 3GPP access where one DRB can multiplex several QoS flows.

-
Similarly to solution-1, all traffic within the same IPsec child SA is marked with the same DCSP value. 

-
In contrary to solution-1, in this solution an IPsec child SA can multiplex traffic from one or more QoS flows.

-
In contrary to solution-1, this solution requires an additional encapsulation protocol (e.g. GRE) as shown in Fig. 4. The GRE header can hold the QoS profile associated with a user PDU as well as the Reflective QoS Indicator (RQI).

-
The drawback of this solution is extra complexity since an additional encapsulation layer is needed on the user-plane between the UE and N3IWF.

Although Solution-1 is simple and does not require a new encapsulation protocol, it features some significant drawbacks: A large number of IPsec child SAs may be required per PDU session and the RQI cannot be transferred from N3IWF to UE. For these reasons, we propose to move forward with Solution-2.

4
Proposal
Based on the above discussion, it is propose to agree that:
1.
On the control-plane between the UE and N3IWF, only the IKEv2 protocol is used with vendor-specific extensions that will be specified by 3GPP. In particular, a Vendor Id payload will be specified by 3GPP which shall be able to carry (a) one or more QoS profiles and (b) a PDU session identity. It is FFS if the Vendor Id payload should also carry QoS parameters for B-type QoS profiles.
a) 
Although the present document considers only the PDU session establishment with IKEv2, we believe that IKEv2 can be used also for PDU session release, PDU session modification, addition/removal of QoS flows, etc.

2.
On the user-plane between the UE and N3IWF, DSCP marking is applied. This is required for enabling QoS differentiation between the UE and N3IWF. All packets sent within the same IPsec child SA are marked with the same DCSP value.
3.
Each IPsec child SA is associated (during setup) with one or more QoS flows (as per Solution-2). The IPsec child SA multiplexes the traffic of all associated QoS flows. 
4.
To enable the multiplexing of several QoS flows within the same IPsec child SA, an additional encapsulation layer (e.g. GRE) is utilized on the UP between the UE and N3IWF. This encapsulation layer is used to carry the QoS profile associated with a user PDU and the Reflective QoS Indicator (RQI).
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