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Abstract of the contribution:  This contribution proposes a solution for enhanced encrypted traffic detection.
Discussion
Encrypted traffic for OTT (Over The Top) services (HTTPS/TLS) may be encrypted/decrypted between the UE and the server, which means that the network in the middle can not decrypt the traffic for detection purpose. Encrypted OTT traffic is becoming more and more the standard modus operandi. Currently the network uses the method of combined filtering of domain name information in HTTPS handshake and IP address of destination server, but it is inflexible and complex to utilize in cloud environments, e.g. CDN servers or cache servers. Moreover, in scenarios where the OTT provider supports multiple application that may require different treatment in the mobile network (including charging and QoS), the mobile network is not capable of distinguishing between such applications.
If the UE can tell the network directly what the service is in the traffic flow by providing additional information in application sessions setup it will be simple for network to identify the service of the traffic flow. The Service ID is negotiated between network and Content Provider in advance, and is provided to the UE and to the mobile network. To avoid the Service ID deceiving, in the traffic transporting HTTPS handshake the UE also adds authentication data for the network to verify. The above Service ID and authentication data are included in the service token extension in HTTPS.
Proposal

Based on the above discussion, it proposes the service token method as a solution for encrypted traffic detection.
* * * 1st Change * * * *

6.10
Solutions for Key Issue 10: Policy Framework
6.10.X
Solution 10.X: encrypted traffic detection
6.10.x.1  General description of the solution
The method of this solution is to enable the policing functionality to detect, differentiate and validate encrypted traffic from an external 3rd party content provider.
The solution relies on the exchange of service identification information and corresponding authentication data between the NextGen CN and the content provider, which are mapped in the NextGen CN to specific policies by the policy infrastructure. Such information is then used in the traffic sent in the user plane to enable the NextGen CN to verify the validity of the data and implement policies defined by the policy infrastructure (e.g. QoS, charging, etc.)


 
NOTE1: Once the NG policy architecture is stable (e.g. CP/UP split, slicing...), this solution needs to be updated to comply with it.
6.10.x.2  Procedures For Traffic Authorization and Validation at Flow Setup
Precondition:

· Asynchronously to the establishment of an application session (e.g. initiating HTTPS handshake), a Service ID (which may identify both the content provider and a specific application provided by the content provider) and related authentication information are negotiated between the NextGen CN and content provider. This is in order to enable appropriate traffic identification, validation and policing by the CN. 
· . 
· The authentication information includes security material used to generate authentication data (e.g. by hash computation). 
· Multiple Service IDs can be generated by the content provider, and specific authentication information associated to each Service ID. This enables to distinguish in the NextGen CN different services or contents from the same content provider (e.g. for QoS, charging, etc.) 

· The Service ID(s) and the corresponding authentication information are made available at the UE, the NextGen CN and the content provider.
The procedures include the following components: 

-
When initiating an application session (e.g. the HTTPS handshake(TLS hello), the UE forwards the application traffic in uplink and adds service ID and authentication data in a service token extension. The service ID is related to the application which initiated the application session (e.g. the HTTPS handshake). The authentication data is generated by the UE based on the authentication information which the UE has been provided by the content provider and that is associated to the Service ID..
-
Upon detecting that the UE has generated traffic with a service token extension, the NextGen CN that has received the Service ID(s) and the corresponding authentication information verifies the validity of the service token extension, using the mechanism defined for generating and comparing the authentication data in the service token extension. If the authentication data generated by the NextGen CN corresponds to the one in service token extension, the NextGen CN can relate the received traffic (even if encrypted) with the service or application identified by the service ID, and can enforce the corresponding policy rules on this traffic (including e.g. QoS and charging). 
-
Similarly, for downlink traffic the content provider can generate service token extensions to enable the NextGen CN to identify, differentiate, and validate the encrypted traffic, and to identify the corresponding policy rule to be enforced.

NOTE 2: Whether the service token extension is normalized by 3GPP or by IETF is FFS.

NOTE 3: whether the service token extension for uplink and downlink traffic are the same or created differently via different authentication information is FFS.

Editor’s Note: the details of the security mechanisms need to be defined by SA3. 
6.10.x.3  Solution evaluation
Editor's note: This clause will contain evaluation on the system impacts, e.g., UE, access network and non-access network.
* * * End of Change * * * *
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